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Abstract

We presentthe traffic analysisproblemand exposethe mostimportantprotocols,attacksand
designissues Afterwards,we proposedirectionsfor furtherresearch.
As we aremostlyinterestedn efficientandpracticallnternetbasedprotocols,mostof the emphasis
is placedon mix basedconstructionsThepresentatioiis informalin thatno comple< definitionsand
proofsare presentedthe aim beingmoreto give a thoroughintroductionthanto presentdeepnen
insights.

1 Intr oduction

Privagy is becominga critical issueon theInternet.Pollsconstantlyremindusthatusersfeel thatoneof
themostimportantbarriersto usingthelnternetis thefearof having their privagy violated. Unfortunately
thisisn't unjustifiedasmarketersandnationalsecurityagenciehave beenvery aggressie in monitoring
useractiity 1.

Two thingscanhappenasa resultof this lack of privacy: eitherthe Internets popularitydiminishesor,

asseemganorelikely, the Internetbecomeghe mostpenasive suneillancesystemever. The problem
studiedin thistext isn't a purelytheoreticone,in factsomewould arguethatit is acrucialoneto solve if

theonlineworld is to continueexpandingandimproving. In ary casefrom boththeoreticandpractical
perspecties, it certainlydeseresto receve muchmoreattentionthanit hasgottensofar.

1.1 DesirableProperties

Ourgoalis to protectusersagainstraffic analysis Thatis, we dont wantanadwersarythatcanmonitor
and/orcompromisecertainpartsof the systemdo be ableto matcha messagsendemith therecipient
(senderrecipientmatchings).

'seehttp:/imww.freedom.neandhttp://wwwinf.tu-dresden.de/ hf2/andar examples.



A relatedproblemis thatof networkunobservabilitywhich attemptgo hideall communicatiorpatterns.
(how mary, atwhattime andto whom/fromwhommessagearesentandreceved). Noticethatnetwork
unobserability impliestheineffectivenesf traffic analysis.

Whereasnessagerivacy canbe obtainedusingencryption,it's muchharderto protectsenderand/or
recipientprivacgy; especiallyin large opennetworks. The numberof differentassumptiongandsettings
is hugewhich makesit difficult to defineandreasoraboutthe problemin arigorousmanner

As with mary constructionsn cryptographythereare efficiengy, practicality/secuty tradeofs to be
made. For example,if efficiency andpracticalitywerent issueswe couldbroadcastnessagems order
to protectrecipientprivagy.

Notice that the problemdefinition isn't entirely trivial. We cant provide "perfect” privagy sincethe

numberof possiblesenderandrecipientsis bounded.So, for example,if thereareonly two partieson

the network, an attacler having accesdo this informationcantrivially determinewho is communicat-
ing with whom ... The bestwe canhopefor is to make all possiblesendetrecipientmatchingslook

equallylikely. Thatis, the attacler’s view?’s statisticaldistribution shouldbe independenfrom the ac-

tual sendetrecipientmatchings.The protocolof subsectior?.2 hasthis strongpropertywhereaghose
of subsectior2.3usuallydont. Unfortunately thereareno satishctorydefinitions/methodgproviding a

solidframevork in whichto analyzeprotocolsthatfall shortof the optimal performancgandwe usually
needto rely on moreor lessad-hocarguments.

1.2 Overview

A conciseliteraturereview canbe foundin section2. A comprehense listing of attacksagainstmix-
networksis presentedh section3. Designissuegelatedto large mix basechetworksaregivenin section
4. We proposdlirectionsfor furtherresearchn section5 andconcluden section6.

2 Literatur e Review

Before delving moredeeplyinto the problem,we briefly review someprivagy protectingmechanisms.
Althoughthe link betweentheseand sendetrecipientprivagy canbe tenuousin certaininstanceswe
believe thatsomeof theideasusedin thesetechniquesnight be useful.

2.1 RelatedProblems

e Secue Multi Party ComputationSMPC)[14 : A groupof users,eachhaving a private input,
wantto securelycomputea function of their privateinputs. At the endof the protocol,all users
shouldknow only thevalueof thefunction. Thatis, eachusemwill nothave gainedary information
aboutthe otherusers’privateinputsapartfrom whatcanbe deducedrom the function’s value.

2By view, we meanall theinformationavailableto theattacler.
3i.e. protocolsin whichtraffic analysiscanhelpin obtainingsomenon-trivial informationaboutsenderrecipientmatchings.



2.2

ObliviousRAM [22]: Codeprivacy canbe protectedby usinga tamperresistantcryptographic
processorThe protocolis suchthanan outsideparty looking at the memoryaccesse§eadsand
writes) cant gain ary informationaboutwhatis beingcomputedandhow it is beingcomputed.
Thecodes privagy is protectedvhich couldbe usefulto preventreverseengineeringandsoftware

piragy.

Private InformationRetrieval(PIR) [10, 11, 12] : A userprivately queriesoneor mary disjoint
databasesBy privately we meanthatthe database(syill not have ary informationaboutwhat
elementhe userhasqueried.

Oblivious Transfes [36]:  This problemhasmary versionswhich are equivalentin that one
implies the other We mentiona flavor which is relatedto PIRsand s referredto as1 out of n
oblivioustransfer Theseprotocolshave very similar propertiesasPIRs,themajordifferencebeing
thatthe databaserivagy is alsoprotected:the userdoesnt gainary informationaboutthe other
entriesin thedatabase.

Stganagraphy [27] : Steganographys the branchof information privagy that attemptsto hide
information within publicly obserable data(e.g. using digital watermarking[42], subliminal
channeldg41], etc.).

Chaum’s Dining-Cryptographer Networks (dc-nets)[7, 43]

Thegoal hereis to have one participantanorymously broadcast messagelf the messages aimedat
oneuser thesendercanencryptthemessagéy, for example,usinganasymmetricrypto-systemsSince
themessagés receved by all parties recipientanorymity is trivially maintained.

Let P = {P, P»,...,P,} bethesetof participantsandlet (F, &) be afinite Abelian (commutatie)
group(for example(Z,,, +)) in which all computationsvill becarriedout. Theprotocolgoesasfollows:

1. Initialization: Eachparticipantsecurelysharesecretkeys (choseratrandomfrom F) with some

other participants. We denotethe secretkey sharedby P, and P, by K, ,(= K,,) anddefine
the setG composedf all pairs (P, P,) suchthat P, and P, sharea secretkey. Notice thatif
(Py, P,) € G then(P,, P)) € G.

2. MessageTlransmission: In orderto sendamessagé/, P; broadcasts:

M & > sign(i-j)-Kiy
Vj st {P;,P;}eG

Wheresign(z) = 1 if z > 1 and—1 otherwise.

3. “Noise” Transmission: All otherparticipants P;, broadcast:

Z sign(j — k) - Kjx
Vk s.t.{Pj,P,}€G



4. Computing the Message:All interestegarticipantscanobtain M by adding(®) all broadcasted
messagesThefactthatthe sumof all broadcastethessagequalsM canbe seenby notingthat
all termsexceptM canceloutbecausef sign(). (i.e. for eachtermof theform sign(j —1) - K;,
we have sign(l — j) - K; j = sign(l — j) - Kj; = —sign(j — 1) - Kj;.)

In orderto quantify the schemes security we definea graphhaving n vertices labelledby 1,2,... ,n
(eachrepresentin@ participant) with edgesetweemodesi and; if andonly if P; andP; shareasecret
key. For example,if all participantssharea secretkey, the graphwill befully connected.

Fact 2.1 If thegraphobtainedby remawing the verticescorrespondingo the participantscontolled by
an advesary is connectedhenthe protocol protectssenderanonymity (Notethat we assumehat the
broadcastedraluesare knownto the attader.)

This analysisis tight in thatif the graphisn’t connectedan attacler candeterminefrom which of the
disconnectegartsof the graphthe sendeiis from.

2.2.1 Drawbacks
Unfortunately the protocolhasseriousdravbacks:

1. Secue and reliable broadcastchannel: To protectagainstactive adwersarie$, we needto rely
on physicaldevices becausesecureand reliable broadcasimechanismgant be constructedoy
algorithmicmeans.This problemcanbe partially fixed by thetechniqueof Waidner[43] thatuses
afail-stopbroadcast.

2. Channeljamming: If mary participantdry to senda messageat the sametime, all is lost asthe
sumof all broadcastestalueswill equalthesumof themessagege.g. M @ My @ ... ® M;). An
even biggerproblemis if a participantactsmaliciouslyanddeliberatelysendschanneljamming
messageghis allows him to computethe legitimatemessagevhile the otheruserscant gainary
information.

3. Numberof messges: Every userneeddo participateevery time a messagés broadcasteevhich
is a problembothin termsof efficiengy androbustness.This is an unrealisticconstraintin large
networks.

4. Shaedsecet keys: The numberof keys to sharecouldbetoo large for practicalpurposegneeda
new key for eachtransmission)Notethatpseudo-randomumbersanbeusedaskeysto alleviate
this problem.Thefactthatmary usersneedto sharesecrekeys with (possiblymary) participants
is alsoa seriousproblemin termsof practicality

Despitetheseproblems,dc-netsare usefulin mary situations(e.g [19]), and, asfar as efficiency is
concernedfor certainunderlyingnetwork topologies(e.g. rings), the compleity is acceptable.Also

“adersariecapableof addingandremaving messagefom the communicatiorchannels.



notethatdc-netscanbe usedin conjunctionwith othersendetrecipientprivacy protectingmechanisms
suchasmix networks. For example,a certainnumberof userscantransmitinformationto amix network
usingadc-net.In this setting,evenif the mix network securityis violated,the attacler canonly ascertain
thatthe senderof a givenmessagés oneof the partiesusingthedc-nek.

2.3 Chaum’s Mixes

A mix nodeis aprocessothattakesasinputa certainnumberof messagewhich it modifiesandoutputs
in arandomorder The messagearemodifiedandreorderedn suchaway thatit is nearlyimpossible
to correlatea messagéehat”comesin” with a messagehat”’goesout”. The mix nodescanbe usedto
preventtraffic analysisin roughlythefollowing manner:

1. The messagewill be sentthrougha seriesof mix nodes(a route),say i1, %2,... ,i4. Theuser
encryptsthe messagavith nodei;’s key, encryptstheresultwith nodei,_1’'s key andso on with
theremainingkeys.

2. Themix nodesreceve a certainnumberof thesemessagewhich they decryp®, randomlyreorder
andsendto the next nodesn theroutes.

Notethateachmix nodeknows only thepreviousandnext nodein arecevedmessaga'route.(Theentry
andexit nodeknow the source(senderjanddestination(recipient)of the messageespectiely.) Hence,
unlessthe route only goesthrougha singlenode,compromisinga mix nodedoesnrt trivially enablean
attacler to violate sendetrecipientprivagy.

2.3.1 Different Approachesto Route Selection

Theroutethata messagevill follow canbedeterminedn afew ways:

e Cascadd24, 23]: Theroutecanbeconstantthatis, it doesnt changeln this settingthe attacler
knows the entry exit andintermediatenodes. This kind of mix network is usuallyreferredto as
“mix-cascade” Althoughthey areeasieito implementandmanagemix-cascadearemud easier
to traffic analyze.

e RandomOrder: Theroutescanalsobe chosenat random,thatis, the userchoosesg, is, ... ,iq4
uniformly atrandom.This type of mix network is usuallyreferredto as“mix-net”.

e OtherMethods:Onecanthink of mary otherwaysof choosingoutes for example:A) partof the
routecouldbefixed B) the routecould be choserat randomfrom a setof pre-determineahoices
C) theroutecould be chosemat randomsubjectto somerestriction(e.g. mixesnotall in thesame
legaljurisdiction).

In thefollowing, we consideronly mix-netsalthoughsomecomments/attackill applyto otherroute
selectiormechanisms.

5Assumingthatthe dc-nets securityhasnt beencompromised.
5They remave alayerof encryption.



2.3.2 Different Approacheso Flushing Mix Nodes

Marny approacheto “flushing” messagesanbeused:

Message threshold: The mix nodeswait until they receie a certainnumberof messagebefore
"releasing”all of thematthe sametime.

e Message Pool[13]: Theflushingalgorithmfor mixmastef13] hastwo parametersthepoolsizen
andtheprobability of sendingp. Thenodeswait until they have n message their pool atwhich
time, they shufle the messageandsendeachonewith probabilityp (e.g.if p = 1 theschemads
identicalto the messagehresholdapproach).Note thatunsentandnewly receved messageare
placedin thepool.

e Stopand Go [29]: Kesdogaretal. give aninterestingschemen which messagesvait random
timesat a nodesbeforebeingreleasednotethatthe waiting periodis determinedoy the sender).
In this setting,the attacler hasa probability of successif anemptynode(i.e. onenot currently
processingary messagedecevesa messaganddoesnot receve anotheronebeforesendingthe
decryptedmessagethe attacler caneasily“follow” the message- routing the messagehrough
thisnodedoesnt “help”. Perhapshe mostinterestingcontritution of this paperis thata statistical
analysiss usedto determinehe probability of this happening.

e Other: Therearemary otherreasonablalgorithmsfor doingthis, for examplemix nodescould
receve arandomnumberof messageandoutputa constannumberof them(usingdummymes-
sagedo fill thegaps).

2.3.3 Mix Networks in Other Settings

Many researcherbave studiedhow mixescanbe usedwithin existing networks suchasISDN, Internet
andGSM (seefor example[32, 33, 34, 31]).

Althoughthesearevery interestingpapersthey don't provide ary deepinsightsabouttraffic analysis.

2.3.4 Robust Mixes

Veryrecently researcherfl, 2, 17, 25, 30]

have inventedrobust mixes,in which messageare properly deliveredto therecipientevenif a certain
numberof mix nodesare misbehaving Unfortunately the constructionslont seempracticalfor most
real-world situationssincea large numberof the mix nodes,a bulletin boardanda public key crypto-
systemarerequired.

We notethatamix network thatworksevenif acertainnumberof nodesare notforwardingthemessges
wasproposedn [33, 31]. Thisconstructionalthought doesnt have mary of thenicepropertief robust
mixes,canbe very attractve asit workswith classicalmix networks (don't needbulletin board,public
key crypto-system).



2.4 Rackoff and Simon’s analysis

In [39], Racloff andSimonprovide a solid theoreticframenork in which we canreasoraboutsender
recipientprivagy. Usingcomplex agumentsaboutrapidly corverging Markov processegshey areableto
prove thatanattacler cant successfullyraffic analyzea specifictype of mix network (with constrained
userbehaior). Unfortunatelythesettingis of limited practicalinterest:it's synchronousall participants
needo sendamessagenix-nodegprocesatmosttwo messageatatime andtheroutesareconstrained.
Furthermorealthoughthe constructionsareefficient (from a complity theorists point of view), they
do notseemamenabldo real-world implementationln spiteof theseshortcomingstheirwork provides
theonly known solid theoreticfoundationfor reasoningabouttraffic analysis.

2.5 Rubin and Reiter’'s Crowds

RubinandReiterproposeanlighter weightalternatve to mixesanddc-netsn [37, 38]. Theirsystencan
be seenasa P2P(peerto-peer)relayingnetwork in which all participantforward messagesThe mes-
sagesareforwardedto thefinal destinationwith probability p andto someotherparticipantgchosenat
random)with probability1 — p. Theauthorsprovide afairly detailedsecurityanalysisout, unfortunately
the systemdoesnot protectagainstvery powerful adwersariesandsowe will notdiscusst further

3 Attacks

The attacksmentionedin this sectionarent basedon ary specificimplementatiof, instead,we give
attacksthat can be mountedon the high level descriptionsof the schemes.We assumethereare no
implementationweaknessedor example, we assumethat messagesomingin a mix nodecant be
correlatedwvith amessaggoingout (by a passve externaladwersary).Notethatsecurelyimplementing
cryptographigprotocolsis an extremelydifficult taskeven for protocolsthat seemvery simplelike the
Diffie-Hellmankey exchangg18] andsowill notbediscussedsit is beyondthe scopeof thiswork.

In orderto give a list of attacks,it is importantto solidly definewhat assumptiorare madeaboutthe
attacler's powver. We considerthefollowing attacler properties:

¢ Internal-External: An adwersarycan compromisecommunicationmediums(external) and mix
nodesyrecipientsandsenderginternal).

e Passive-ActiveAn active adwersarycanarbitrarily modify thecomputationgndmessageédding
anddeleting)whereasa passie adwersarycanonly listen. For example,anexternalactive adwer-
sarycanremove andadd messagefrom the wire(s) he controlsanda passve internaladwersary
caneasilycorrelatemessagesomingin a compromisedodewith messagegoingout (but cant
modify them).

e Static-Adaptive: Static adwersarieschoosethe resourceghey compromisebefore the protocol
startsand cant changethem oncethe protocol hasstarted. Adaptive adwersarieson the other

"For anattackon anRSA basedmplementatiorof a mix see[35].



handareallowedto changethe resourceshey controlwhile the protocolis beingexecuted.They
can,for example,’follow” messages.

An adwersarycan,of course have any combinationof theseproperties.For example,he could controla
mix nodein a passie mannerandactively controlwires. Notethattheremight be otherrelevantattacler
propertiegthesearethe onesusuallyconsideredn theoreticakcryptography).

We warnthereaderthattheimmunizationmechanismgresentedn thefollowing subsectionareby no
meanscomprehense andmary detailsareomitted.

3.1 Brute ForceAttack

Thebruteforceattackis very instructive becausét canhelpin determininghonv much,whereandwhen
to usedummy traffic. Dummy messagesire messageshat are sentthroughthe network in orderto
complicatethe attacler’s task. On the Internet,mix network operatorssometimeseedto payfor each
messag@andsowe wantto be surethe dummymessagebave agoodsecurityto costratio.

The ideabehindthis attackis very simple: follow every possiblepaththe messageould have taken
(passiveexternaladvesary). If the mix isn't well designedandthe attacler is extremelylucky, he can
link senderandrecipient.In mostcasedhowever, the attacler will beableto constructalist of possible
recipients.

We presentthe attackin a settingin which eachmix nodewaits until it recevest messagedefore
flushingthem (i.e. sendingall ¢ messages)In addition, we assume&hat eachmessageoesthrough
exactly d mix nodes.The attackcanbe carriedout in ary settinghowever the analysisthenbecomesa
bit moreinvolved.

1. Theattacler first follows amessagérom a sendetto afirst mix node.

2. The attacler thenfollows every (t) messagehat the first nodereleases.The adwersaryneedsto
follow messagegoingto arnywherebetweent and1 differentnodes.If all messagearesentto
eitherthe samemix nodeor recipientsthe attacler only need€o monitoronenode.On the other
hand,if all ¢ messagesare sentto differentnodes,the attacler needsto obsere ¢ different mix
nodes.

3. Theprocesscontinuedike this until messageseachthe dth level nodes. The attacler thenneed
only "follow” messagekaving the mix network (i.e. goingto recipients).

What canthe attacler learnfrom suchanattack? In the worst case the attacler only needsto follow
one pathand can matcha sendemwith a recipient. In the bestcase the attacler needsto follow %!
pathsthroughthe mix network and¢¢ messages the outsideworld andso canmatchonesendemwith
t¢ possiblerecipients. Although the worst caseis unacceptablehy addingdummytraffic intelligently;
we canmale the worst casescenarioas goodas needed.We proposeaddingdummy messages the
following manner:



¢ We male surethat eachmix node“sprays” its messagaroundadequately Thatis, the nodes
shouldensurethatat leastt’ differentmix nodesreceve oneof its messagetdummyor real).

e We malke surethateachmix nodesendsatleastt” messagesutsidethe mix network every time it
sendanessagesl heseshouldbe sentto participatingusers(or contentproviders).

The attacler now follows, at the very least,t' differentpathsthroughthe mix network, and, at the last
node, follows messagegoingto ¢’ - ¢ distinct recipients(assuminghat the final destinationsare all
different). Hence the attacler canonly matchonesendemith ¢’ - " recipients Notethatthe probability
thatanattacler only needgo follow #' - t" is extremelysmall(if ¢ > ', "), andwill generallybe much
larger Furthermorejf the mix nodescollaboratewhen choosingwho receives dummy messagethis
boundcaneasilybeincreased.

In addition(or in replacementf) to dummytraffic, the userscancreateroutesof randomlengthto fool
adwersaries. If the routesare arbitrarily large, in orderto accuratelymatchone senderwith a set of
possiblerecipientstheattacler needgo follow anarbitrarily large numberof paths.

Theattackcanbecarriedoutby passve, static,externaladwersariescapableof tapingtherequiredwires.
(If theattacler cant tapasignificantnumberof wires, theprobabilityof him beingableto follow all paths
is very low.) Notethatif the attacler cant taparelevantwire, hewon’t be ableto producea complete
potentialrecipientlist sincethe pathsgoing throughthe missingwires arelost. A passve, external,
adaptve adersaryis bettersuitedto this problemashe canfollow” the messagessompromisingonly
therelevantchannelgwires).

Sincethepreviousschemas verysimple,it’ seasyto calculatesecurity/practicalityradeofs andcompare
mix-networks with respecto their resistanceo bruteforce attacks.For exampleit allows usto answer
questiondike:

e Are busy networks with few nodesmoreresistanto bruteforce attacksthanquietnetworks with
mary nodes?

e How helpfulis dummytraffic if it’s usedin a particularmanner?

(Notethatif the bruteforce attackis carriedout mary times,thetechniquesf subsectior8.4.3canbe
used.)

3.2 The NodeFlushing Attack (a.k.a. Spamattack, Flooding attack, n-1 attack)

Firstmentionedn [8], the flushattackis very effective andcanbe mountedby anactive externaladwer
sary If thenodeswait till they have t messagebefore”flushing”, anattacler cansendt — 1 messages
andeasilyassociatanessagetaving the nodewith thosehaving entered.This canbe seenby noting
thattheadwersarywill beableto matchhis inputswith the messagekaving thenode.

Dummytraffic canmake thingsa bit moredifficult for the attacler sincehe cant distinguishthemfrom
legitimate messagesUnfortunately if dummytraffic is only usedin specificinstancesasproposedn
subsectior8.1,anattacler canchoosehis messagesothatdummytraffic isn't used.



Another potential solutionis to authenticateeachmessagevhich allows nodesto detectflushing at-
tempts. Unfortunately this entailsauthenticatinggachmessagend detectingflushing attemptswhich
couldbecomputationallynfeasible.We remarkthatsimple-mindedmplementationsf this solutioncan
be broken by messag@laybackattacks.Authenticationandprivacy protectionaretwo seeminglycon-
tradictoryrequirement$iowvever using Chaumiarblinding [9] or Brandscredentiald5] we cansatisfy
bothrequirements.

Stop-and-Gamix nodes(in which a messagavaits a randomamountof time) can partially solve this
problem.Unfortunately they only have "probabilistic” security

Therearesomesimilaritieswith denialof serviceattackg6, 15]. Hence|f t is verylarge,usinghashcach
[3] or pricing functions[20] might be effective solutions.

Yet anotheroption is to “re-mix” the messagesthat is, the mix nodesusethe samemechanismas
the userto sendthe messageso the next nodes— “recursive mixing”. This featureis implemented
in mixmaster[13

Noticethatby encryptingthetraffic betweermix nodestheattacler loosegheability to easilyrecognize
his message@hepartial(< t — 1 spamshodeflushingattackisn't aseffective).

3.3 Timing Attacks

If thedifferentroutesthatcanbetakenrequiredifferentamountsof time, the systemcouldbevulnerable
to timing attacks. Precisely given the setof messagesomingin the network andthe setof message
goingout of the network (aswell asthe arrival, departurdimesrespecitely), routetiming information
might beusefulin correlatingthe messages thetwo sets.

For example,supposehereare two routes,onetaking 2 secondandthe other4 secondsand assume
thatthe two messagesomingin the network arrive at 0:00 and0:01 andthat the two messageteave
thenetwork at0:03and0:04. The attacler doesnt needto carry out expensve computationsn orderto
correlatethe messagesomingin with themessagegoingout. . .

Remarkalsothat an attacler having accesdo just one of the communicatingpartiesmight be ableto
infer which routeis taken by simply computingthe roundtrip time Thatis, calculatingthetime it takes
to receve areply. Thisattackis interestingn thatevenif oneof thepartiesuses‘constantink padding”

theattackis still effective.

The attackmotivatesthe useof mix nodesthatwait variableamountsof time beforeflushingmessages.
We remarkthatrandomlyincreasinghelateny doesnt completelysolve the problemsinceanattacler
might be ableto rule out someroutes(e.qg. if amessagexits the mix network fasterthanthe minimum
time neededo go throughsomeroutesthentheseroutescanbe ruled out). Hence,the minimumtime
neededo go througheachrouteshouldbe the same.(It's not clearif this canbe directly usedin real-
world situationssincesomeroutescould be very slov — becaus®f mix nodeprocessingpeedspeedf
the communicatiorwires, numberof mix nodesin theroute,etc.). This kind of attackis mentionedn
[28, 40].

8Theflow of messagebetweerthe participantandthefirst nodeis constant.
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3.4 Contextual Attacks

Thesearethe mostdangerousttacksand, unfortunately they arevery difficult to modelin arigorous
manner The problemis thatreal-world usersdon't behae like thosein theidealizedmodel. We remark
thatthis classof attackis particularlyeffective for real-timeinteractve communications.

3.4.1 Communication Pattern Attacks

By simply looking at the communicationpatterns(when userssendand receve), one canfind out a
lot of usefulinformation. Communicatingparticipantsnormally dont “talk” at the sametime, thatis,
whenoneparty is sendingthe otheris usuallysilent. The longeran attacler canobsere this type of
communicatiorsynchronizationthelesslikely it's justanuncorrelatedandompattern.

This attackcan be mountedby a passive adwersarythat can monitor entry and exit mix nodes. Law
enforcemenbfficials might be quite successfumountingthis kind of attackasthey oftenhave a-priori
information:they usuallyhave ahunchthattwo partiesarecommunicatingindjustwantto confirmtheir
suspicion.

3.4.2 Packet Counting Attacks

Thesetypesof attacksaresimilar to the othercontextual attacksin thatthey exploit the factthatsome
communicationgsreeasyto distinguishfrom others.If a participantsendsa non-standardi.e. unusual)
numberof messages passie externalattacler canspotthesemessagesomingout of themix-network.

In fact, unlessall userssendthe samenumberof messageghis type of attackallows the adversaryto

gainnon-trivial information.

A partialsolutionis to have partiesonly sendstandarchumbersof messagebut thisisn't aviableoption
in mary settings.

The paclet countingandcommunicatiompatternattackscanbe combinedto geta “messagdrequeng”
attack(this might requiremoreprecisetiming information).

Communicatiorpattern,paclet countingand messagdrequenyg attacksare sometimegeferredto as
traffic shapingattacksandareusuallydealtwith by imposingrigid structurd onusercommunications[@
Noticethatprotocolsachiezing “network unobserability” areimmuneto theseattacks.

3.4.3 Intersection Attack

An attacler having information aboutwhat usersare active at ary given time can, throughrepeated
obserations,determinevhatuserscommunicatavith eachother Thisattackis basedntheobseration

thatusergypically communicatevith arelatively smallnumberof parties.For example thetypical user
usuallyqueriesthe sameweb sitesin differentsessionghis queriesarent random). By performingan

operationsimilar to an intersectionon the setsof active usersat differenttimesit is probablethatthe

attacler can gain interestinginformation. The intersectionattackis a well knowvn openproblemand

seemsxtremelydifficult to solve in anefficient manner

%I’ s not clearwhethetthis is a viable optionfor large Internetbasedsystems.
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3.5 Denial of Sewice Attacks

By renderingsomemix nodesin-operationalan active adwersarymight obtainsomeinformationabout
the routesusedby certainusers.It seemshighly probablethat usersthat have their routes“destrored”
will behae differently thanpartiesthathavent. Network unobserability or “client challenge¥” (e.g.
[3, 20, 26]) might berequiredto properlysolve this problemfor real-timeinteractve communications.

3.6 Active Attacks Exploiting User Reactions

Active adwersariesnightbe ableto gainnon-trivial sendetrecipientmatchinginformationby exploiting
thefactthatuserbehaior depend®nthemessageeceved. A variationonthefollowing attackcaneven
be usedagainstdc-netghatdont usea securebroadcasthannelsee[43]).

1. Theadwersaryfirstinterceptsamessagé/ just beforeit entershe mix net.

2. M is thensentto a setof possiblerecipients. The partiesnot expectingto receve this message
messageavill probablyreactin adifferentmannerthana party expectingit.

The attacler canusethis to get somesendetrecipientmatchinginformation. Note thatif the nodesin
therouteauthenticatehe messagethe attackis prevented.

3.7 The“Sting” Attack

If oneof the partyinvolvedin adialogis corrupt,hemightbeableto, in asensejencode”informationin
hismessagesed28]). For example,governmentgenciesnightsetupafake “bombmakinginstruction
web sites” andtry to find out who accesseg. Many methodsfor identifying a userqueryingthe web
pagecometo mind: varyingthereply lateng, sendingmessagesf a specificlength,etc.

In somesituations,it might be even easierto compromiseuserprivagy. For example,if the stingweb
sitegivesfake informationpertainingto financialfraud, theusermight (non-anogmously)actuponthis
informationat which pointhecanbearrested.

3.8 The“Sendn’ Seek”Attack

This attackis, in asensetheoppositeof the“sting” attackof subsectiorB.7. Insteadof having therecip-
ienttry to find the sendess identity, it's the senderthatattemptgo uncover therecipients identity. This
attackis particularlydangerousigainshon-interactie processed-or example privagy protectinge-mail
systemgseefor example[21]) canbeattacled by sendinganeasilyidentifiablenumberof messageand
trying to identify thesemessageat suspectlestinationge.g. POPboxes). Notice thatthe termssender
andrecipientareusedvery looselyhere;the senderefersto the partyinitiating the connection.

presentionmechanisméor denialof serviceattacks.
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3.9 Attacks Basedon the Messages Distinguishing Features

If the users (unencryptedmessagebave distinguishingcharacteristicsthe recipient(and maybethe
lastnode,dependingpn whetherthe messagés encryptedmightbeableto link themessagevith oneor
mary individuals. For example,analyzingwriting stylesprobablyrevealsnon-trivial informationabout
thesender

3.10 MessageDelaying

Theattacler canwithhold messagesntil hecanobtainenoughresourcesgi.e. wires,nodesgtc.) or until
the network becomeseasierto monitor or to seeif the possiblerecipientsreceve othermessagestc.
In view of this attack,it makessensdo have the mix nodesverify authenticatediming information(the
authenticatediming informationcouldbeinsertedn the messagéy thesendeior the nodes).

3.11 MessageTagging[16]

An active internaladwersarythat hascontrol of the first andlast nodein a messageoute,cantag(i.e.
slightly modify) messageatthefirst nodein suchaway thattheexit nodecanspotthem.Sincetheentry
nodeknows the senderandthe exit nodetherecipient,the systemis broken.

A solutionto this problemis to male it difficult to tagmessagesThetechniqueghatcanbe usedto do
this dependon theimplementatiorandsoarenotdiscussedhere.

A slight variantof this attackcan be mountedby an active external adwersaryif the messagesiont
have arigid structure.Remarkthatthis attackhasmary similaritieswith subliminalchannel441]; this
obsenrationformsthebasisof someof thefollowing variations:

e Shadov Messagesif anadwersarysendsnessagethatfollow thesamepathasthemessagéeing
followed, it caneasilytransmitsomeinformationto the output. For example,the attacler canjust
replaythe messagén suchaway thatit canspotthemleaving the mix network (e.g. varyingthe
messagérequengy).

e MessageDelaying: The attacler candelay message$o obtainsomeinformation. Thesedelays
canpresumablydetected.

e Broadcast: An attacler canbroadcastnessagenotifying his accompliceghata particularmes-
sagehasenteredthe network. This isn’t a particularly powerful attackbut it could be virtually
impossibleto detect.

The messageaggingbasedattacksmotivateusingextremelyrigid messagstructureandauthenticating
timing information(in orderto preventmessagelelaysandmessag@laybacks).
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3.12 Partial or Probabilistic Attacks

Most of the precedingattackscan be carried out partially, thatis, the attacler can obtain partial or
probabilisticinformation. For example he coulddeducdanformationof the form:

1. With probability p, A is communicatingvith B or A is communicatingvith oneof theusersin a
group.

2. A is notcommunicatingvith B,C andD.

Theseattackshaven't beenthoroughlyaddressedofarandseenverypromising,especiallywhencarried
outalarge numberof times.

3.13 Approachesto Modeling Attacks

Thepreviousattackshave assumedhattheadversarycontrolledall therequiredresourcegwires,nodes).
Whenonly consideringstaticadwersariesjt might make senseo calculatethe probability that the re-
quiredresourcesre controlled. This approachs especiallyrelevant whenthe adwersaryjust wantsto
obtaina sendetrecipientmatching.

Unfortunately assumingstaticadwersariesdoesnt seemhelpful for making designdecisions(i.e. how
much dummytraffic); it might however help usin determiningif thereis a reasonablehreatthat the
systemcanbe broken.

4 Mix Network Designissues

In this sectionwe presenissuegelatedto mix-network design.

4.1 Anonymity versusPseudonymity

Probablythe mostimportantdesignissueis that of anorymity versuspseudopmity. Note that by
pseudoymous, we meanthat somenode(s)knows the users pseudogm (it cant link a pseudogm
with a real-world identity). Anotheroptionis to have the userbe anorymousin the mix network but
be pseudogmousin its dealingswith otherusers(half-pseudoymity). Half-pseudogmity won'’t be
discussedn ary detail becausets propertiesaresimilar to the pseudogmity ones. Herearethe most
importantadvantage®f bothanorymity andpseudogmity

e Anonymity

1. Providesbettersecuritysinceif a pseudogm (nym) is linked with a user all future usesof
thenym canbelinkedto theuser

e Pseudonymity
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1. We getthe bestof bothworlds: privacy protectionandaccountabilityandopenness)Since
pseudogims (nyms) have a persistennature,long termrelationshipsandtrust canbe culti-
vated.(half pseudogmity also)

2. Pseudoym basedbusinessmodels (for mix node operators)are more attractve than
anorymity basednes.

3. Abusecontrolis easierto dealwith whennymsareused.

4. Authentication(verifying that someonehasthe right to usethe network) is easier: either
Brandscredentialg5] or Chaumiarblinding [9] needgo be used*! whenusinganorymity.

5. Allows non-interactie processege.g.e-mail).

4.2 Packet Sizes

In mary situations,usingdifferentmessagsizesyield substantiaperformancemprovements.For ex-
ampleTCP/IPconnectionsequireon averageonesmallcontrol paclet for every two (large) datapaclet.
It mightbeinefficientfor smallmessage® be paddeddr large pacletssplit upin orderto getamessage
of thecorrectsize.As usualin cryptographywe have a security/performanctadeof. Usingmorethan
onemessagsaize gives betterperformancebut worsesecurity We strongly suspectiowever thatthere
aretechniquesvhich improve the securitypropertiesof the multiple paclet size option (e.g. randomly
expandingsmallmessages.).

4.3 Dummy Messages

Dummy traffic is oftenusedin anunstructurednannerandso might not be aseffective asit could be,
we notethefollowing obserations:

1. If anodesendsts messagéo lessthant’ nodeswe suggessendingdummymessages sucha
way thatt’ nodesreceve messagesThelargert’, theharderit is to mountthe brutesearchattacks.

2. Eachnodeshouldsendmessage® atleastt” destination®utsidethe mix network (dummymes-
sageshouldbeusedtofill thegaps).Thelargert”, theharderit is to mountthebrutesearchattack.
Furthermorethis techniquealsoseemdo complicateattacksin which the adwersarymonitorsthe
exit nodes.

3. In orderto randomizethe users communicationpatterns,we shouldseriouslyconsiderhaving
the usersenddummytraffic to the entry node. The challengehereis to have good securityand
minimizetheamountof dummymessageased(see[4]).

4. Dummy messagesouldalsobe usedto reducethe amountof time messagestayata givennode.
It seemghat waiting for ¢ messageto entera mix nodebeforesendingb (b > ¢) hassimilar
securitypropertiesas waiting to receve b message®eforereleasingthem. This trick could be
usedto reducethetime messagewait at nodes.

"hothof thesetechniquesirepatented.
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4.4 Routing

For large Internetbasedsystemsespecially having the userchoosethe nodesin his route randomly
doesnt seenlike aviableoptionbecause:

1. Thenodesandusersmust‘know!?” eachothernodewhich mightbeimpractical.

2. Somesenersarefar from eachotherandit doesnt make sensdrom a performanceview pointto
have, for example,arouteconsistingof nodesin Australia,CanadaSouthAfrica andChina.

3. Nodesshouldbe “socially” independentldeally, the nodesin a route shouldbelongto different
organizationsandbelocatedin differentlegaljurisdiction. Thewholeideabehindusingmorethan
onenodeis thatnoneof themhave enoughinformationto determinesendetrecipientmatchings.
Hence,if all nodesin aroutebelongto the sameorganizationwe might aswell just usea single
node.Themotivationfor having nodesn differentlegaljurisdictionis thatmorethanonesubpoena
needdo be obtainedto legally compromisenodes.

Creatinggood network topologiesandroute finding algorithmswith respectio securityand efficiency
doesnt seementirelytrivial.

Note alsothatin orderto limit the numberof public key operationsxecuted, somesystemge.g. [21])
usestatic routesthat allows mix nodesto associateeachmessageavith a connectionidentifier which
makessomeof the attacksmentionedoreviously alot easierto carryout.

4.5 NodeFlushing Algorithm

As seenin subsectior2.3.2,thereare mary differentapproacheso flushingnodes. Again, thereis a
security/practicalit tradeof. thelongermessagesanstayin mix-nodesthebetterthe security(in most
settings).

4.6 Query Sewersand Privacy Protection

In mary situationsthe userneedgo retrieve someinformationfrom aquerysener, for examplenetwork

configurationnformation,pseudoym publickeys, etc. Thesequeriesshouldnt erodeprivacy: thequery
senersshouldnt obtainnon-trivial informationaboutsenderecipientmatchings.Theobviousapproach
to this problemis to have the userdownloadthe entire databasegthe answerto every possiblequery)

but unfortunately the amountof datato transfermight be too large. We suspecthat private informa-

tion retrieval protocols[10, 11] might be very usefulin thesesituations.This designissueillustratesa

fundamentakecurityprinciple:

A systenis only assecue asits wealestlink.

12e.g.know the IP addressPortnumberandstatus.
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5 Directionsfor Further Reseach

Probablythe mostimportantdirectionfor further researchn this field is that of attacks. As it seems
unlikely thatwe canobtainRacloff-Simon[39] type boundsfor real-world implementationsit’s agood
ideato find andrigorouslyanalyzeasmary attacksaspossibleandeither:

e Try toimmunizeour protocolsagainstheseattacks.

e Detectwhentheattackis mountableandtake the appropriateneasures.

The new and clever attacksthat will be effective againstmix networks will probablybe empiricalin
nature.Mathematicabnalysisof mix network traffic seemsik e themostpromisingavenuefor mounting
attacks.Perhapsdeasfrom thefield of patternrecognitionandmeasureéheorycouldbeused. . .

We now give alisting of someotherrelevantproblems(in no particularorder):

1. Most of the attacksmentionedareaimed;whatabouta moregeneralclassof attackin which an

attacler doesnt requireaparticularsendetrecipientmatchingbut would settlefor anarbitraryone
2

2. The bestwe can hopefor is that the attacler’s view be independenfrom the sendetrecipient
matchings.Is it possibleto obtainwealer resultsin which the view is slightly biased? Sucha
resultwould allow usto determinehow muchinformationthe attacler needso gatherin orderto
geta“convincing” senderrecipientlinking (insteadof relying on ad-hocamguments).

3. Anotherpossibleavenueof researchs formalizingthe effectivenesof agivenadwersaryin break-
ing the protocol. Thatis working with a more preciseadwersarydescriptions;nsteadof actie,
staticandinternaladwersariesye couldhave adwersariegapingtwo specificcommunicatiorchan-
nels,having total controlof a particularmix node,etc. It's not clearhow this would helpusin de-
signinggoodprotocols,however it might be usefulwhencertainpartsof the network arethought
to becompromised.

4. It snotclearatall whatreal-world adwersarycando. Canthey tapwiresandcompromisenodesat
will ? It would be very instructive to know whatcanbe done,the level of sophisticatiorrequired
andthe computationatesourcesieededmemory CPU cycles,network accessetc.).

5. It would be extremelyusefulto determinevhenthe mix-network is vulnerableor, moregenerally
whatsecuritymix-networks provide in differentsituations.

6. All issuesmentionedn sectiond4 needto bethoroughlyanalyzed.

7. Cachingpopularcontentwould improve securityandit’s not clearwhatthe bestway to go about
doingthisis.

8. Perhapsheexit nodescanperformsomecomputationgor theusers.For example the TCPcontrol
messagesould be handledby the exit mix node(i.e. the controlmessagewould not be handled
by theuser).
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9. Heapof securityandefficiengy problemsarisewhenincorporatingorivagy protectingmechanisms
within existing protocols(e.g. http, telnet,etc.).

10. A detailedspecification(e.g. within IETF) could be devisedto help mix-network designersThis
would protectmix-network operator§rom known attacksand give attaclers a precisemodelto
“study” (thushelpingusimprove the specification . . )

6 Conclusion

We have givenanintroductionto thetraffic-analysigproblemby presentinghe mostimportantconstruc-
tions, attacks designissuesanddirectionfor furtherresearchlt is hopedthatresearcladdressingome

of the problemsexposedn this work will allow usto stopusingtermssuchas: “seems”,“probably”, “I
suspect’in our discussionsbouttraffic analysis.
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