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Abstract

We describeattacksto which Freedompr Freedonmusersmay bevulnerable.
Theseattacksare thosethat reducethe privagy of a Freedomuser throughex-
ploiting cryptographicdesignor implementatiorissues We includeissueswhich
may not be Freedomsecurityissueswhich arisewhenthe systemis not properly
used.This disclosureincludesall knovn designor implementatiorflaws, aswell
asplaceswherevarioustrade-ofs madewhile creatingthe systemhave privacy
implications.We alsodiscusscryptographigointsthatareneededor a complete
understandingf how Freedonworks,includingoneswe don't believe canbeused
to reducearyones privagy.

1 Introduction

Readersot regularly exposedto securitywork may not know thatthe publicationof
analysisis animportantpart of how securityprofessionalsvork. Opendiscussiornis
thebestway we know to improve the securityof systemswve create.Pleasaunderstand
asyou readthis paperthatthereis no suchthing asperfectsecurity Onewell known
expert, Bruce Schneierhassaid“The only securecomputeris onethatis turnedoff,
lockedin a safe,andburied twentyfeetdown in a secretocation—and’m notcom-
pletely confidentof that one, either” We chooseto discloseall the known security
issueghatFreedomhasbecauseve believe thatthis is theright thing to do.

We don’'t meanto scarearyone away from the system;we believe it offers solid
protectionagainstmary threats,andis betterthanthe alternatves. We notewith dis-
appointmenthat no otherprivacy compaly haschosento publishsucha document.
Our intentis to constantlyimprove the systemand make it betterandwe will make
availablea new securityanalysiswith eachversion. Many of the attacksheredo not
apply to competitive systemsnot becausehey areimmune,but becausehey fall to
simplerattacks.

We have useda numberof methodsto find problems. We did a roundupof the
products programmergo determinewhat they know to be broken or what hasbeen
worrying them. All programmerslsohada chanceo review all of our white papers,
andthe mostexperiencechave reviewedthemin-depthfor commentsandto find more
discrepancies.



The cryptographyin the systemhasbeenreviewed by a numberof experts,who
have collectively pointedout a large numberof flaws andissuesmostof which have
beencorrectedandassucharenot notedhere. Thoseflaws whichremainareour fault,
nottheirs.

In addition, a few experiencedconsultantdhave donewalkthroughsand codere-
views, andthe problemsthatthey foundwerecorrected.

2 Statement of Security

The Freedomsystemdelivers the highestquality privacy protectionavailableto the
consumettoday Freedomhasbeendesignedo protectthe privagy of userssending
email, browsing the web, postingto news groupsand participatingin Internetchat.
Freedoms privacy protectionis designedso thatevenif Zero-Knovledgewantedto
violateyour privagy, we'd have troubledoingit. Freedomwasalsodesignedo ensure
thatnoneof our partnerscanviolateyour privagy, intentionallyor accidentally

Freedomis notinvulnerable— no systemis. We've doneour bestto make it very,
verydifficult, time-consumingandexpensvefor anattaclerto break.Oneof ourgoals
is to offer the bestprotectionavailableto the consumetoday andwe believe thatwe
have succeededT hereare,however, severalknown technicalissuesvhich mayleadto
breache®f privacy, andthe purposeof this paperis to sharethatknowledgewith you,
becausghatis theright thing to do.

We estimatethat it would requirethe resourcesind dedicationof a large or ded-
icatedintelligenceageny or a dedicatednternalsuneillanceforce to effectively, re-
liably, andon an ongoingbasis,breakthe privagy which we offer with regardto web
browsing,chat,or otherinteractve services.

Oneway to attacka userwould be to sendthema large mail, andthenwhenthey
connectvia the freedomnetwork to the mail systemto pick up their mail, to try and
track backthe connectiorthroughthe network to the user The routeis randomlyse-
lectedon eachconnection,andonly lastsfor 1/2 an hour. It is possiblethat a very
powerful attacler could compromisemachinesr recordtraffic at enoughnetwork ac-
cesgpointsto identity the user

Zero-Knowvledgeconsiderghis betterthanavailablealternatves, all of which ex-
cept Cypherpunkand Mixmasterremailerd can be compelledto compromiseyour
privagy with a singlewarrant.

A backboneprovider may be ableto monitormary links, possiblygatheringmuch
dataonits own behalf,or morelikely, in collusionwith alaw enforcementageng.

A hacler group may be able to engagein attacksthat approachthe abilities of
a nationalintelligenceageny; however, it seemaunlikely thatthey cantranslatethe
compromiseof the targetednetworksinto anongoingintelligencegatheringoperation
with datagatheringstorage analysis summatioranddisseminationlt is muchmore
likely thatthey canverify a guessasto the identity of a nym, or engagein a setof
targetedcompromiseso discoser whatnym atargeteduserhasor is using.

1with remailerreply blocks,the usercanchoosea numberof hops,andtheir location.



Lastly, we notethatthe Freedonmsystemis vulnerableto denialof serviceattacks.
We do not enumerateheseherebecauseve don't considemmostof themto be inter-
esting,but rather anng/ancesxploitedby theimmature.

3 Overview of Threats

In makingclaimsaboutthe protectionthatwe offer, andin explainingthelimits of our
servicejt is usefulto examinesomeof the typesof peoplewho mayattemptto violate
your privagy. Below, we briefly describethoseattaclersand our assumptionsbout
their abilities.

3.1 Web Site Operators

A websiteoperatorcanoffer cookies,andsendyou ‘active content’to try to trackyou.
Many web siteswill usevariousforms of encouragemertb getpersonainformation
aboutyou, suchasaskingfor your ZIP codefor weathemeports,andthensharethat
informationwith their adwertisingnetworks. The adwertisingnetwork, by placingads
on mary sites,is ableto gathera large profile of you. Internetsitesusing custom
protocolsike Real,canalsoengagen trackingof users.

WebsitescanalsouseActiveX, Javascript,andotherlanguageso causeyour com-
puterto sendinformationto the site. This behaior is more unusualthan gathering
profilesthroughcookies.

3.2 Sysadmins

Systemsadministratorsanvariouslyreadyour mail, watchwhereyou make network
connectiongsuchaswebbrowsing),andgenerallymonitorall yourunencrypteanline
actiities. Your compaly sysadmircanreadary files you storeon network drives,and
mayalsobeableto accessll thefiles on your desktopor laptopcomputer Theremay
belawsin your areacontrollingthis actiity, andyou mayhave signedaway all of your
rightsundersuchlaws aspartof anemploymentcontract.

3.3 Search Engines

Searchenginescan discover an awful lot of information that you, your friends and
family, your employer, your schoolor almamater and othersin your life may have
placedonline.

3.4 Lawmakersand Law Enforcement

In democraciesr othercountriesvherethe policeareunderthejurisdictionof civilian
authorities police or courtthreatsareusuallyovert, in the form of attemptsto obtain
encryptionkeys to force datarecovery, including identity information. This is usually
involveswarrantsor court orders,but may alsoinclude psychologicakacticsor even
physicalintimidation.



In somecountries police may alsooperatecovertly throughactionssuchasemis-
sionsmonitoringand“dumpsterdiving.” Onecannotassumehatall police actionsare
authorizedor evenlegal, or thatif authorizedandlegal, the regimethathasauthorized
themis ethicaland protective of humanrights. Policein variouscountrieshave been
known to useillegalmeansf gatheringnformation,whichthey abandorwhenit leads
themto alegal way of gatheringnformation.

Policedepartment®ftenwork asagentsof the courts,who attackby way of war-
rantsor subpoenasThesubjectof awarrantor subpoenanaybeorderedo keepsilent
aboutit.

Attacksby legislatorsmayincludedeclarationshatkeys mustbeescraved,passing
"Know Thy Customer’laws andidentity cardlaws, andothermeasuresisuallytaken
with the public’sinterestin mind, but from anauthoritariarpoint of view.

3.5 Hackers

Haclerswill generallyusesearchengines,Trojan horsesoftware,and network mon-
itoring (muchlike a sysadmin)to gatherinformation aboutsomeone.Dependingon
theirlevel of interestthey have alsobrokeninto creditreportingagenciespolice com-
puters,andotherplaceswith poorsecurityto gatherinformation.

3.6 National Intelligence

NationallntelligenceAgenciesmay operatewide net’vacuumcleaner’operationsie-
signedto gatherhugeamountsof electronicinformationbasedon keywords,andwho

talksto whom. The Echelonsystemis reputedto do this. They may alsoengagen

more targetedmethodswherethey gatherinformationfrom colleaguesand acquain-
tancesof people,or in technicalattacks,wherethey usetechniquesuchasVan Eck
monitoringor hiddenmicrophonego gatherinformation.

3.7 Litigious Groups

Therearea variety of organizationavho, feelingtheirinterestghreatenedspendchuge
amountsof money threateningandfiling lawsuits. This capability canallow themto
determineemail addresse reply blocks. Theselawsuits may needto befiled in a
numberof countries.

3.8 Organized Crime

Criminal organizationsmay attemptto either subvert the network or the privagy of
anym. This type of attacler is morelikely to use physicalviolencefor employee
subversion,theft, or breakingandentering. On the otherhand,maintainno illusions
thatorganizeccriminalsareunsophisticatethugs.In mary casesgprganizedgangsare
betterfundedandbetterequippedhanpoliceforces.



4 Attacks Against the Freedom System

4.1

A Few Eye Openers

We've saida lot of thingsover the lastyearanda half or so. Sometimeswe've de-
scribedfeaturesthatwould be in Freedonthat arent thereyet, or arent going to be
there.Wewantto let you know aboutsomethingsthatwe don't think areproblems put
might be surprisingto thosewho expectFreedomto be an anorymity system,rather
thana pseudogmity system.

1.

HTTP refererandbrowserfields areleft in place. We do thisto allow Freedom
to work with thoseweb siteswhich breakwhenwe turn themoff. Thisis much
lesssurprisingwhenyou think of Freedomas a pseudogmity product,rather
thanan anorymity product. This createsa problemwhenyou changenyms; if
therefererpointsto a uniqueURL, thenthe site you're looking at cancorrelate
thatbothyour nymsareownedby the sameuser (Also see4.2.10)

. A multi-part/mimesignaturdrom your maileror browsercancompromiseanym

by signinga messagevith your ‘real’ identity andthatof a nym. The Keyword
Alert featurelikely won't catchthis becauseof the natureof X.509/PKCS#7
signatureencoding.

. It is very difficult to find informationthathasbeenarbitrarily encodedn outgo-

ing data(e.g. informationin compressefiles, variousfile formats,etc.). Thus,
the Keyword Alert only scansnormaltext in outboundflows. This is a com-
promisebetweenthe reality of a multi-format ervironmentand our promiseto
deliver the Keyword Alert feature.Evenif we tried to scanall possibleformats
we would inevitably fail. So, ratherthantrying very hardandgiving you false
confidenceye'rerealistic,andlet you know whatarethe limits to this feature.

. An attacler canseewhenyou areusingFreedom.The Freedonprotocolsallow

you to assumea new identity whenyou browse,but someonewvho is watching
the network links can seethat you are logging into the FreedomNetwork by
watchingthe paclets. They cant tell whatyou're doing, but canseethatyou
areloggedin, andby countingpacketsandseeinghow long you're online, may
be able to make certainassumptions.(Countingand timing pacletsis possi-
ble today sincetraffic shapingandlink paddingdo not offer strongsecurityas
implementedSee4.3,3 for moreinformation.)

. Mail usersandUsenetnens sendersarenot loggedat the FreedomMail Gate-

ways(andUsenegatevay), howeverthey couldbeloggedin thattheinformation
is availableto the mail gatevayin the currentmail protocol. We do currentlylog
messagsizesandtimesfor to keeptrack of volumeandaid detugging,but this
informationis strippedof emailandpseudogm names.

. Freedomdoesnot offer anorymousNNTP news reading,mostly for business

reasons- a full USENET news feedis expensve to maintain. The currentrec-
ommendedwork-aroundis to anorymously browse a web basednews source



suchas dejanevs.com. However, someusersmay usetheir ISP’s news feed.
Userswho do this openthemselesup to a correlationattack,astheir ISP or an
eavesdroppecouldrecordor evenmarkthe messagethey arereadingandthen
obsene ary pseudogmousrepliesthey make and correlatethe marked mes-
sages. In a future versionof freedomwe may re-sell accesgo a third-party
NNTP sener.

. If youbuy Freedonwith acreditcard,we storevariousdataaboutyou. It cannot

be correlatedto your nyms. Our privacy statemenbn this subjecthasbeenau-
ditedby TrustE,andis athttp://www.zeroknavledge.confalternae/pdicy.aspitore

. If you forward mail sentto willshakespeare@freedom.nethile loggedin as

francisbacon@freedom.ngbu createanassociatiorthatis hardto remove. The
samdssueappearsvith sendingmail asromeo@freedom.nementioningthings
thatonly aMontaguecouldknow, or in otherwaysmakingit clearthatyou have
knowledgethatonly a differentpersonéhas.

Active Attacks

1. PackagesuchasBackOrifice, WhoWhatWhereNetBus,Systemsvianagement

Sener, PCAnywhere,and other remotemanagementools totally compromise
your privagy if theadministratoisochoosesFreedondoesnot containdefenses
againstthese becausehey areinherentto Microsoft Windows, andwe cannot
protectyou againsthem. Anyonewho cansendyou an attachmentvhich you
execute orwho canspoofoneof yourfriendssothatyoutrustanapplicationsent
in email, canexecutethis attack. We suggeskeepingyour anti-virus software
upto date,andnotrunningprogramssentto you by email.

. ActiveX, Javascript,VBScript, Java, and otherexecutablecontentcanallow an

attaclerto find informationaboutyou. Therehave beenproblemsdemonstrated
with all of thesesystems.We expectthattherewill be moreproblems.We do
not believe thatit is possibleto effectively filter them,andsuggesthatyou turn
themoff. Anyonewho runsawebsite canexploit this problem.

. Netscapes “What's Related"featuresenddNetscape completehistory of your

browsing, acrossall nyms andin non-privatemode. We recommendyou turn
it off. Only Netscapepr peoplemonitoring network traffic to Netscapecan
exploit this problem.

. If your mail tool is HTML enabled,and someonesendsyour nym a message

containinganimg=link, andyou readthatmessagevithout a nym selectedand

if you allow the connectionout, the attacler can correlatenym to IP address.
Anyone with a web site can exploit this problemby sendingyou email. We

suggestputting your nym email into separateolders, and only readingthose
folderswhile you areoff-line, or usingFreedom.

. Nym key lookup responsesarenot signed. The datain the public key database

which is returnedis signed,but the responsas not. This leadsto a situation



10.

where ‘Nym not found’ and ‘Incorrectly formatedrequest’messagegan be
forged.Therearetwo scenariosn which nym lookupshappen.

¢ Nymslookupothernymskeysto sendencryptecemailsor to verify signa-
tureson receved emails. Thesearenot vulnerableto the forgednegative
acknavledgementttackasthe requests madeover an authenticate@n-
cryptedrouteto thekey querysener.

e During the route createprocesshe exit AIP sendsthe key queryrequest
to the key querysener, but doesnot encryptit. Thereforethis lookup is
vulnerableto fogerednegative responsettack. This would be a targetted
denialof serviceattack.

Exploiting this problemrequiresthe ability to forge arbitrary packetson
thelnternet,to performtraffic analysigo figure outwhich packetyouwant
toreplay

. Link authenticatioris donepoorly. We are not releasingdetailsof how to im-

plementthis attack,but simply statethatit is possible. This allows an attacler
to insertpaclets,but to getthosepacletsup to the user they needto be ableto
understandhow theauthenticationvorksatboththetelescopandlink layers.In
generalthedatainsertedmustbearbitrary;to insertchoserspecificdatais com-
putationallyinfeasible(it would requirethe ability to cryptanalyzesither128bit
Blowfish or DH in realtime.)

. Thereis nolink layer serializationwhich allows pacletsto bereplayed.To ex-

ploit this problemrequireshatyou beableto insertpacketsinto theclient’'s link
to thefirst hop,andreadpaclketsfrom arbitraryplaceson the Internetnearother
FreedonSeners.Notethatif you canmake aguessasto wheretheclientmight
be surfingyou only have to watchthatonespot(andtheclient). Oneexampleof
a commonhomepagewould bewith Netscapaisersthe defaulthomepagés a
fixed Netscapssite, otherexampleswould be popularhomepagssites.

. The currentDH exchangelacks a nonce,hasa raceconditionwherethe sides

may misunderstanavhich key bytesarefor whom, andthereis extra datain the
DH exchangethatis sentin the clear(port numberstime to live). This should
resultin nothingmorethana DOS attackexecutableby someonavho canforge
paclets.

. If you have configuredyour DNS settingsto searctdomainsthedomainswhich

you searchwill beexposedo thewormholeandits upstreanDNS seners.Only
someongunninga Freedormetwork nodeor a DNS sener thatis searchedy
that Freedomnodecanexploit this to discover that someonesearchinga given
domainis using a certainexit node. The DNS queriesthemseles (sourcelP
addressetc)areanorymized.

If youareactively browsingthewebwhenyou changdrom onenym to another
thena web site (or someonamonitoringthe Internet)canseethe HTTP referer
field asalink from onenym to the next. Usinga blankhomepageasyourhome



page,andreturningto your homepagebeforeswitchingidentitiescanminimize
this.

11. Time synchronizations donethroughZero-Knowledge. The stratum1 time
sener for the FreedonmNetwork is run by Zero-Knavledge ratherthanencour
agingstratuml and2 senersall aroundthe network. Thisis a designflaw we
haven't correctedyet, becausef the usefulnes®f synchronizedime, andthe
effort to ensureour partnersareusinggoodtime sources.

12. An attacler who cancaptureor emulatethe “No suchkey” or “Malformed Re-
guest’responsefrom the Key QuerySeneror Nym sener cansplicetheminto
TCP connections.Someof theseconnectionsare madeover encryptedauthen-
ticatedconnectionwia the AIP network. However, connectionsaremadein the
clearif, whenstartingthe client, the NIQS tellstheclientthatthereis anew AlP.

4.3 Passive Attacks

Not all of the following attacksarefully passve, but they all involve large amounts
of baclendprocessinghatwe expectonly law enforcemenandintelligenceagencies
would have theresources$o engagen.

1. Thesignaturekeys for the systemdo not have plannedperiodicrekeying. The
link keys aregeneratedgnav from a Diffie-Hellmanexchangehourly (actually
a mutually authenticatedH — seethe FreedomSystem?2.0 Architecturewhite
paperfor details). The telescopekeys aregeneratednav eachtime you create
aroute. But the signaturekeys arenot periodicallyrekeyed,andthatmay open
us to attack. In addition, the designcalls for the link keys to be directionally
different,andthatis not currentlydone. (The samekey encryptsdatasentfrom
A to B, andB to A.) Simply breakinginto the sener to stealthe signaturekey
will allow you to impersonatehe FreedomSener by engagingin IP spoofing
andsendingfake signedrequestsDoing this is roughly equivalentto continuing
to exploit thecompromised-reedonsener, but is muchmorenoticeable.

2. Key expirationsarenot checled. This is dueto a bug in anearlierclient which
accidentallyissuedkeys with very shortexpirationdates Effectively the expira-
tion field hasbeendeprecatedueto this bug. Whenwe introduceexpirationsin
the next protocolrevision, the formatversionwill be changed.

3. Inthecurrentversionof theprotocolthereis nolink padding covertraffic or traf-
fic shapinglt mightbearguedthatoneatminimumneedssomeof thesecounter
measureso defendagainsttraffic analysisbut our initial analysissuggestshat
thesecountermeasuregareprobablynecessarnybut certainlynot suficient This
is becausevenif onedoesimplementa combinationof thesecountermeasures
thereremaina numberof attacks,not significantly harderthanattackinga sys-
temwithout thesecountermeasuresThe main exampleis the packetround-trip
timing relatedattacks,wherethe attacler passiely obseresor actively (and
plausiblydeniably)inducedateng variationsto uniquelyidentify the sourceof



a route. Theseremainingattacksare expensve in bandwidthutilization to de-
fend against,and the countermeasuregreatly hinder performance.Consider
thatto defendagainstiming attacks evenasafirst steponewould needto start
by paddinground-triptimesto getcover, reducingall round-triptimesto worst
caseround-trip.

It is not clearhow to defendagainsttheseattacks. We areresearchindiow to
exploit this classof attackto betterunderstandhe issues,someof which are
quite closelytied to network semanticsand underlying TCP/IP vulnerabilities
which arepragmaticallyunavoidablenetwork properties We hopethis will help
developefficientcountermeasures.

Wei Dai publishedan attackon the Freedomsystem,asdescribedn the April
1999white paper “The FreedomNetwork Architecture’ This attackwasbased
onthenatureof thetraffic shapingsystemimplementedn the prototypesystem
at the time. Sincetraffic shapingis not enabledin the currentversionof the
protocol,attackson the previously plannedmechanismarenot currentlyappli-
cable.Dai’'s attackwill beconsideredspartof ourresearchinto traffic analysis,
andsubsequerprotocolrevisions.

. In Freedoml.O all datapacletsin the network werefixedsized.This leadto re-
duceduseful bandwidthbeing available to the user This is becausdhe data
paclets are smallerthan normal TCP streamingpaclets (which are typically
1500bytes),in additiontheacknavledgemenpacletsin TCP streamsarelarger
thanusualbecausef the spaceoverheadf paddingthemup to thefixed paclet
size,andtherearemoreof themthanusualasthe datapacletsaresmaller The
argumentfor fixedsizepacletsis to hideinformationfrom a passve attacler.

In Freedonthereis nolink padding,andthe network is not synchronousThese
two factstakentogethemeanthatfixedsizepacletsarenot sufficientto prevent
correlationattacks.Otherattacksbasen observinghe effectsof network con-
gestionon links andobservingtiiming correlationsbetweerclientresponsdime
and obsened dataleaving the exit nodeallow a similarly powerful attacler to
male correlationswith or without fixed size paclets. (Note an attacler canalso
createcongestiorwith plausibledeniability— just by usingthe network heavily
overthetargetlinks.) Thereforefixed sizedpacletsoffer very limited additional
traffic analysigesistancehut costalot in bandwidthandthroughput.n freedom
2.0, startingwith clientversion2.1we will enablevariablesizedpaclets.

. In Freedoml.0 the default numberof hopsfor web andinternettraffic was 3
hops.In Freedon®.1the defaultnumberof hopsfor webandinternettraffic has
beenreducedo 1 hop. Userscanadjustthe numberof hopsfor web browsing
andinternetuseupwardswith settingsof 1, 2 or 3 hopsto selecttheir preferred
securityvs perfomancedrade-of.

. In Freedon®.1the numberof hopsfor connectiongo the coresenershasbeen
reducedo 2 hops.Thedefaultnumberof hopsfor connectionso thecoreseners
was3 hopsin bothFreedoml.0and?2.0. (Thecoresenersincludethe freedom
mail systemsener andthe freedomseners providing key lookup androuting



information). Althoughfor coreaccess3 hopsoffersmoresecuritythan2 hops,
thedifferencein securityis relatively smallcomparedo the differencebetween
1 and2 hops. Therearea numberof attacksbasedon correlatinginformation
enteringandleaving the entry andexit nodes,andfor mostof theseattacksthe
middle hop doesnothingto resistthe attack,otherthanwideningthe radiusof

reachablenodes.

Also the securityof a connectionis difficult to measureoncretelybecausehe
securityoffereddepend®ntheattaclersauseris concernedbout,andthecapa-
bilities of thoseattaclers. Beliefsabouttheseparametersary andarenot easily
measurableThereforeit is difficult to know which attacksto placemostweight
ondefendingagainst.

A remainingquestionis whether3 hop internetaccesusedwith supporting2
hop core accesffers balancedsecurity thereare agumentsfor and against;
ultimately it is a a trade-of betweenperformancereliability on the one hand
andsecurityon the other

Connectiongo the corearenot directly comparableo generalinternetconnec-
tionsbecause:

e coreconnectionsareendto endencrypted(thereis no in the cleartraffic
betweerexit nodeandwebsener)

o thereis bettercover traffic for core connectionsecausell usersareac-
cessinghesamecore,andthey areaccessinghecorefor thesamereasons
— the connectionsare encryptedand the purposesare either information
lookup,or mail delivery related.

¢ all corenodesareoperatedy ZKS

For thesereasonave chose2 asthe fixed numberof hopsfor coreaccessand
a userselectablenumberof hops— betweenl and 3 hops- for web and other
internettraffic asa goodtrade-of betweerperformanceteliability andsecurity

See[3] for a more detailedanalysisof the attackson anorymity providing net-
works.

. Thereis afamily of attackswherethe attacler takesdatafrom thefirst hopand
the lasthop andthen engagesn variousattacksagainstthe middle oneto find
out moreinformation. Datacanbe gatheredaboutthe the first hop by watching
who connectdo it. Datacanbe gatheredrom the last hop by watchingmary
wormholes;this is moreinvasive the longerit goeson. Any hop canalsobe
compromisedoy breakinginto the systemvia an OS flaw, mis-configuration,
etc. Note that someof theseare mis-characterizedsbeingpassve so thatthe
first-lastattackfamily is all in oneplace.

(a) Thefirstvariantsof this attackarewherethefirst nodeis notedby seeinga
routecreatepacket. Theroutemaythenbecompromisedy someonavho
canseethe whole network andfollow the routecreate or the nym may be
compromisedy seeingwhich AIP doesa nym lookup. Thefirst variantof

10



thisis theroute-createraffic analysisattack,the seconds the nym-lookup
variantof thefirst-lastattack.(The nym-lookupvariantis enabledf Zero-
Knowledgelogsthe nym lookups,or if thenym seneris compromisedor
by watchingwhich AIPs sendpacletsto thekey querysener.)

(b) Thewarrantvariantof thefirst-lastattackwould, if Zero-Knovledgemain-
tainedlogs, be to presenta searchwarrantfor the logs at a certaintime.
Zero-Knowledgedoesnot maintainnym lookup logs, andhasno capabil-
ity of doingso.

(c) Thesnipingvariantof the first-lastattackis to replacestatisticalanalysis
with denialof serviceattacksonthelinks betweerAlPs, or the AIPsthem-
selwes. This requiresan opponentwvho cancut Internetlinks ‘at will,” and
is willing to do so. We don't believe thereare adwersariesvho can shut
down network links at will, andarewilling to reveal that capability but
somenationalintelligenceagenciesnight bewilling andableto do so.

(d) The stop-the-Internevariant involves shutting things down on a larger
scaleto seeif the connectiorof interestsurvives. Again, we don't believe
thereareadwersariesvho canshutdown thelnternetatwill, andarewilling
to reveal that capability but somenationalintelligenceagenciesnight be
willing andableto do so.

(e) Thetraffic-manglingvariantis whena maliciousentry AIP damagegpack-
etsfrom atargetedlP addressA collaboratingexit nodecannotethatit is
receving corruptpaclkets,andsharethatinformationout of bandwith an
entrynode(or groupof maliciousentry nodes)for time/sourcdP correla-
tion.

8. Thesecuritylever canbeslid upwards.Therearegoodargumentshattheoppo-

nentswho canattacka 3 hopnym basedn traffic analysiscando somoreeasily
if you've everusedthe nym overfewer hops,andthus,moving thelevertowards
“Optimize for security”is misleading sinceyou cant increasehe securityof a
compromisedym.

Networ k Failure Attacks

1. If you connectto a web site that automaticallyrefreshestself (for example,

http://www.cnn.com/),and your route throughthe Freedomnetwork becomes
unavailable, and the web site in questionusesgeneratecr otherwiseunique
URLSs, therecould be a correlationcreatedto your real IP addresdy the web
site. Freedonshouldblock all network connectionauntil you dismissthe error
messagd-reedomdisplays. The bestcourseof action, shouldthis occur, is to
closethe browser dismissthe dialog, createa new route, then re-launchthe
browser

Archived Data Attacks

1. Forward-secreg is usedon all securechetwork connectionssothereis limited

valuefor anattacler usinga warrantto obtainkeys, asthe communicatiorkeys
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arere-keyedwithin aminimumof half anhourof use.

. FreedomActivation Codesaretied to credit cards. We don't tie the Activation

Codesto Nym Tokens. We have spenta lot of time to ensurethesesystemsare
separatdrom all our other corporatesystemsas documentedn “Untraceable
Nym Creationon the Freedon?.0 Network.”

Thenext protocolrevisionwill useZKS ecashtechnologybasednBrandg1] to
issueblind tokenswhich areredeemedor service.Therestill remainsatiming
correlationattackif paymentis madevia an identifying paymentmechanism
(suchasacreditcard)assometypesof servicearepseudogmous.andtherefore
thereis an obsenable creationtime. Therearetwo wayswe canaddresshis
problem:afreetrial periodwhereauseris ableto payatrandomtimein thetrial
period,or by advisingusergo createpseudogymsafteradelayto getcoverfrom
othernym creations. (Note that the latter adviseonly offers cover from other
userswhofollow theadvise;if few follow it limited coveris offered).

5 Notesfor Analysts

1.

RandomnessOn Linux, we use/dev/urandom. On Windows we useYarron-
160[2]. In addition,we take randomdatafrom packettimings andcontent.For
exampleon senerswe mix in userchoserrandomlVs which areencryptedo
the seners public key. In this way entropy is transferedrom a typically high
entropy ervironmentclient operatingsystemto a low entropy ervironment—
rack-mountsener equipmenwith noinputdevices.

. Thereis no passphrasstrengthbar We usepassphrasstretching,suggested

minimum lengths,andsalting. Saltingis includedto protectpeopleagainstdic-
tionary pre-computatiorattacks,which canthen more cheaplyattackmultiple
passphrasesuchas might be ‘harvested’from freedom.daffiles from mary
users.

. Linux lacksauditingcapabilities.We cant auditfile accessegrocessreation,

soclet creation,andotheractiities which would allow usto bettermonitor se-
curity of AIPsandothernodes.

. Thereis nosecuranemoryonclientor sener. Thisrelatescloselyto theauditing

point above, andthe sysadminsoftware point above (3.2). Securesolutionsto
thisrequiresomesetuidmemoryaccesgode which hasmoreproblemshannot
securingmemory in our view.

. Entry andexit AlIPs canseewherethey arein the chain. Entry nodescansee

theirlocationby the half-authenticatetink encryption,andexit nodescanseea
nym signatureblock.

. Signatureverificationis FreedondependentWe have not publisheddatastruc-

turesto allow peopleto verify signaturesndependently In addition,thereare
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10.

placeswheresignaturesare removed from messagebeforethey go out of the
network, whichis unfortunateandenabledorgeries.

. A breakthroughn the analysisof eitherthe discretelog problem,our pseudo-

randomnumbergeneratorspr the bulk cipherswe use,would have dramatic
impactson the securityof mary fielded cryptographicsystemsjncluding Free-
dom. Similarly, constructiorof alargequantuncomputemwould putalargedent
in moderncryptographigractice.

. Microsoft Windows isn’t a secureOperatingSystem.The vulnerability of Win-

dowsis afundamentaproblem,andthereareawholevarietyof attacks of which
thoselik e Back Orifice andActiveX only scratchthe surface.

. IP optionsarenot currentlyremovedfrom packets. This couldallow anattacler

to distinguishthe operatingsystenthe useris usingbasednit’'s IP optionsand
semanticssignature”.

The protocol designrequirescertainimportantkeys be storedonline. In con-
junctionwith thelack of plannedre-keying (4.3, 1), this hasthe potentialto bea
substantiaproblem.

6 Competitive Analysis

1.

Mixmasteremail offersoutboundemail privacy thatis superiorto thatofferedby
Freedombecausehereis no reply feature. The one-way natureof the system
meansthereis no point of attack. Thereare severalwaysMixmasteruserscan
recevereplies,ncludingsettingup reply-blocks which offer securityequivalent
to Freedom but is harderto use;andannouncinghat the nym readsa certain
mailing list or newsgroup which offersbettersecurity but doesnt scalewell to
mary nyms.

. We are not aware of a web browsing systemthat offers a level of privacy and

securityequivalentevento Freedomwith onehop,sinceFreedonoffersachoice
of operatorsyhile the competingsystemsnly offer a singleoperatorwho may
be logging. We considerthe tools that offer to protectyou from Java, ActiveX,
etc, to be unreliable,and believe that you shouldturn thesethingsoff for your
protection.

. We arenot aware of a chatsystemthat offers a level of privagy equalto using

Freedomwith onehop.

. We arenot awareof atelnetor sshprivacy solutionthatoffers privacy compara-

ble to Freedomwith onehop.

. We arenot aware of a news postingsolutionthat offers the ability to carry on

a corversationwith easeand privacy comparablgo Freedom. Othersolutions
offer theability to postanorymously, but not pseudogmously With apersistent
pseudogm you maintainan identity, and can sendand receve email as that
pseudogmousidentity.
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6. Therearesystemavhich requirenoinstalledcodeto run.

7 Plansfor Improvement

Thisis a“plannedactions”section.We arenot committingto datesyersionsor even
implementingthesefixes; however, thesearehigh level views of our currentintent.

We planto addplannedre-keying in the very nearterm. We may move from key
lookupsto shortlived certificates,or certificatespushedby the client togetherwith
certificaterevocationlists, or a distributed databaseat or aroundthe sametime, to
addresshelookupattacks.

We intendto fix the protocolissuesn theneartermalso.

We areresearchingraffic analysisandhow to exploit the classof attacksbasedn
timing andinfluencingnetwork eventswhich classof attackto betterunderstandhe
issuesWe hopethis will helpdevelopefficientcountermeasures.

A ChangeHistory

November 30, 1999 Madethefollowing changes:

4.1.9 addedPOPnot private

4.2.9 DNS queriesareanorymized,not pseudogmized.
4.2.10 motdis signed

4.2.13 added-internal

4.3.3 rudimentanytraffic shapingsurvivedto ship.
4.3.4.e traffic mangling

5.1 /dev/Urandom

5.7 Fixedsomechainissuesthesearefixedin thecode,andhave beenremoved
from the paper

6.1 updatedMixmaster;reply blocksareNOT a partof the sw
A FixedY2K bugin ChangeHistory section

November 23, '99 Releasednitial Version.
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