Privacy-enhancingtechnologiesfor the Inter net, Il:
Fiveyearslater

lan Goldbeg

Zero-KnavledgeSystemsinc.
i an@er oknowl edge. com

Abstract. Fiveyearsago,“Privag/-enhancingechnologiegor thelnternet’[23]
examinedthe stateof the thennewnly emeging privag/-enhancingechnologies.
In this suney paperwe look backatthelastfive yearsto seewhathaschanged,
whathasstagnatedwhathassucceededyhathasfailed,andwhy. We alsolook
at currenttrendswith a view towardsthefuture.

1 Intr oduction

In 1997,the Internetwasexploding. The numberof peopleonline wasmorethandou-
bling every year, thanksto the popularityof emailandthe World Wide Weh But more
andmoreof thesepeoplecameto realizethatanything they sayor do online could po-
tentially belogged,archived,andsearchedit turnsoutthis wasnotsimply anidle fear;
today the WayBackMachine[30] offersarchivesof theWorld Wide Webbackto 1996,
andGoogleGroups[26] offersarchivesof Usenethewnsgroupshackto 1981! Evenin
1996, the cartoon“Doctor Fun” recognizedhis problemenoughto joke, “Suddenly
justasPaul wasaboutto clinchthe job interview, hereceveda visit from the Ghostof
UsenetPostingsPast’ [17].

So-calledorivacy-enhancingechnologiesweredevelopedin orderto provide some
protectionfor thesevisitorsto cyberspaceThesetechnologieaimedto allow usersto
keeptheir identitieshiddenwhensendingemail, postingto newsgroupsprowsingthe
Web, or makingpaymentsonline.

The 1997 paper“Privagy-enhancingechnologiedor the Internet” [23] surveyed
thelandscapef pastandthen-currenprivag/-enhancingechnologiesaswell asdis-
cussingsomepromisingfuture candidatesThe needfor privacy hasnot diminished
sincethen;morepeoplearestill gettingonline andarebeingexposedto privacy risks.
Identity theft [48] is becominga bigger problem,and we are even seeingexplicitly
privagy-degradingtechnologiebeingdeployedby companiedik e Predictve Networks
andMicrosoft, who aimto track consumerstelevision-watchinghabits[13]. Theneed
for privagy is still veryreal,andtechnologyis our maintool to achieveit.

In this paperwe take asecondook aroundthe privag/-enhancingechnologyland-
scapeAlthoughtherearemary suchtechnologiesbothin theoffline andonlineworlds,
wefocusourattentionontechnologiesimedatprotectinginternetusersandeventhen,
we primarily discussonly technologiesvhich have seensomeamountof deployment.
In our look around,we seesomepartsthat appeajust the sameasfive yearsago, of-
ten surprisinglyso; we seesomepartsthat are new, but not wherewe expectedthem.



Finally, we take a stabat future directions perhapssettingoursehesup for a sequeln
anotheffive years.

2 What Was

In this section we recapthe stateof the world in 1997.For moredetail, the interested
readeris referredto the original paper{23].

2.1 What WasWell-Established

In 1997,anonymousemailess for electronicmail wereestablishedechnologyAt first,
therewas the original “strip-headers-and-resendtyle of remailer(also known asa
“type 0” remailer),the best-kneavn exampleof which wasanon.penet.fiThe penetre-
maileralsoallowed for repliesto anorymousposts:whenyou sentyour first message
throughthe systemyou wereassigned fake addresst the anon.penet.filomainasa
pseudogm (or “nym”). The headerson your original emailwould thenget re-written
to appeato comefrom thatnym. Repliesto thatnym would causethe remailerto look
upyourrealemailaddressn atableit kept,andthereply messagevould be forwarded
backto you.

Unfortunatelyin 1996,legal pressurdorcedthe operatoy JohanHelsingius,to re-
veal useraddressestoredin the table of nyms. In orderto preventfurther addresses
from beingforcedto bedivulged,Helsingiusshutdown thewidely usedremailercom-
pletely [28]

To combatthe problemsof asingleoperatobeingableto lift theveil of anorymity,
eitherbecauséhe wasa badactor, or becauséne wasableto be coerceda new style
of remailerwasdeveloped.Thesewerecalled“type I” or “cypherpunk-styletemailers
[11]. To usetype | remailers,a usersendshis messageot via a single remailer as
with type 0, but rather selectsa chain of remailers,andarrangegshat his messagée
successiely deliveredto eachremailerin thechainbeforefinally arriving atthe mail’s
intededdestination.

Thesetype | remailersalsosupported®GPencryption,sothateachremailerin the
chaincouldonly seetheaddres®f the next remailer andnotthe onesfurtherdown, or
that of the final recipient(or eventhe body of the message)Only the lastremailerin
the chain(calledthe “exit node”) could seethe addres®f the receipientandthe body
of themessage.

2.2 What WasCurr ent

Typel remailershadalwayshadsomeissueswith security;for example anattaclerwho
couldwatchmessagetavel throughthe remailernetwork could easilytracemessages
from their destinatiorbackto their sourceif they werenotencryptedandevenif they
were,hecoulddo thesamesimply by examiningthe sizesof the encryptedmessages.
In orderto fix this and other security problemswith the type | remailers,“type
II", or “Mixmaster” remailerswere developed[45]. Mixmasterremailersalwaysused



chainingand encryption,and moreover, broke eachmessagénto a numberof fixed-
sizepaclets,andtransmittedeachpaclet separatelyhroughthe Mixmasterchain. The
exit noderecombinedthe pieces,and sentthe resultto the intendedrecipient. This
addedto the securityof the systembut at the costof requiringspecialsoftwareto send
emailthroughthe Mixmasternetwork (but no specialsoftnarewasrequiredto receive
email).In contrastatypel messageouldbeconstructedby hand”in astraightforward
manner

Type Il remailersprovided an excellentmechanisnfor sendingemail without re-
vealing your identity. The most populartechniquefor securelyarrangingto receive
emailwastheuseof the“newnym?” stylenymsener[36]. Thistechnologyallowedyou
to pick a pseudogmousaddressatthe nym.alias.netlomain,andhave thataddresss-
sociatedto a “reply block”, which is a multiply-encryptednestedchain of addresses,
muchin the style of atypel remailermessageThe remailernetwork, whenpresented
amessag@nda reply block, would forward the messag@longeachstepin the chain,
eventuallycausingt to reachthe ownerof the pseudogm.

Anothertechniquefor receving messagesvasthe useof messge pools Simply
arrangethatthe messagée encryptedandpostedio awidely distributedUsenetews-
groupsuchasalt.anorymous.messageSinceeveryonegetsa copy of every message,
it’s not easyto tell who's readingwhat.

Usingacombinatiorof theabove techniquesanorymousandpseudogmousemail
delivery wasbasicallya solvedproblem,atleastfrom a technicalpoint of view.

Attention turnedto otherdirections;email is not the only interestingtechnology
on the Internet. The next obvious choicewasthe World Wide Weh In 1997,the state
of the art wasroughly equivalentto the technologyof type 0 remailersfor email. The
Anonymizer[2] was(andstill is) awebproxy you canuseto hideyour IP addresand
someother personalinformationfrom the web sitesyou visit. Your web requestgjo
fromyourmachinetothe Anonymizer, to thewebseneryou'reinterestedn. Similarly,
thewebpagesomebackto you via the Anonymizer.

Finally, technologywasbeingrolled outin 1997 for the useof anorymousdigital
cash.The promiseof beingableto payfor thingsonlinein a privatefashionwasentic-
ing, especiallyat a time whenconsumersverestill beingfrightenedaway from using
their creditcardsover the Internet. Therewerea numberof companiesolling out on-
line paymentechnologiesthe mostprivagy-friendly technologyinvolvedwasinvented
by David Chaumandwasbeingcommercializedy a compairy calledDigiCash[9].

2.3 What WasComing

Theshort-termhorizonin 1997hadanumberof special-purposprojectsbeingstudied.
RossAndersons “Eternity Service”[1] (laterimplementedn asimplerform by Adam
Back as “UsenetEternity” [4]) promisedthe ability to publish documentshat were
uncensorabldn Back’simplementationthedistributednatureof Usenetwvasleveraged
to provide the redundang andresiliang requiredto ward off attemptgo “unpublish”
information.

Perhapsthe most promising upcomingtechnologyin 1997 was Wei Dai’s pro-
posalfor “PipeNet”: a serviceanalogougo the remailernetwork, but designedo pro-
vide anorymity protectionfor real-timecommunicationsuchaswebtraffic, interactve



chats,andremotelogin sessiong12]. The additionaldifficultiesimposedby thereal-
time requirementrequiredsignificantadditionsin compleity over the remailernet-
work. However, therangeof new functionality potentiallyavailablefrom sucha system
would be considerablef-or example withouta PipeNet-lile systemanorymousdigital

cashisn’t very useful:it would belik e sendinganernvelopewith cashthroughthe mail,

but puttingyour (real) returnaddres®n the envelope.

Unfortunately PipeNetwas never developedpastthe initial designstagesOnion
Routing[24] wasanotherprojectthatwasstartingto getdeployedin 1997,andwhich
wasattemptingo accomplistsimilargoalsasPipeNetOnionRouting,however, elected
to tradeoff moretowardsperformanceandrobustnessin contrast,PipeNetchosese-
curity andprivacy above all else,to the extentthatit preferredto shutdown the entire
network if thealternatve wasto leaka bit of privateinformation.

3 What HappenedSince

Sothatwas1997.1t's now 2002.Whatchange$iave we seenin the privagy-enhancing
technologylandscapén thelastfive years?

The widespreacconsumeracceptanc®f the World Wide Web hasled to further
researchinto privagy protectionin that space An exampleis Crowds [43], an AT&T
projectwhich aimsto apply the principlesof type| remailersto the World Wide Weh
Thetag line for the projectis “Anonymity LovesCompaly”. The principleis thatthe
setof peopleutilizing this systemformsacrowd A webrequesimadeby any member
of the crowd is either submittedto the web sener in question(aswould be the usual
casefor web surfingwithout the Crowds system),or elsesentto anothermemberof
the crowd. (The choiceis maderandomly) If it is sentto anothermembeythatmem-
ber againrandomlydecideswhetherto submitthe requestor to passit off to another
memberandsoon. Eventuallytherequesimakesit to thewebsener, andtheresponse
is handedoff down the chainof requestingnemberauntil it reacheghe membemwho
originatedtherequest.

Theideais similarto thatof chainingusedin type| remailersput with a coupleof
notabledifferencesFirst, unlike in the remailercase the chainusedis not selectecby
theuser butis insteadrandomlygenerate@ta hop-by-hopevel. Also, cryptographyis
not usedto protectthe inte-membercommunicationsThis reflectsthe differentthreat
modelusedby Crowds: it is only trying to provide plausibledeniability againstthe
web sener logs compiledby the site operator;for example,if it is obsenedthatyour
machinemadea web requestfor informationaboutAIDS drugs,it is known only that
somememberof the worldwide crowd requestedhatinformation,not thatit wasyou.
Crowdsmakesno attemptto thwart attaclersableto sniff pacletsacrosghe Internet.

A recentGermanproject,JAP (Java AnonymousProxy), aimsto protectagainsta
larger classof threatsthoughstill only with respecto protectingthe privacy of peo-
ple browsing the Web [21]. JAP appliesthe ideasof type Il remailersto web surfing;
requestandresponsesarebrokenup into constant-size@aclets,encryptedandrouted
throughmultiple intermediatenodes,called mixes. Each mix waits for a numberof
pacletsto arrive, thendecryptsonelayerfrom each,andsendshemon theirway in a
singlerandomly-orderedbatch.



Privacy whenbrowsingcontenton the Webis not the only importantconsideration;
someinformationis importantto distribute,yet maygetthedistributorsin troublewith
local authoritiesor censorsThat someinformationis deemecdby a local government
somavherein theworld asunsuitableshouldnot meanthe provider shouldbeforcedto
remove it entirely. Sener-protectingprivacgy systemsallow for the publishingof infor-
mationonlinewithout beingforcedto revealthe provider'sidentity or evenlP address.

It shouldbe notedthatit is usuallyinsufficient to simply put theinformationon a
publicwebhostingservice becausé¢he provider of thatservicewill simply removethe
offendingmaterialuponrequestit hasverylittle incentive notto comply.

Theaforementionedtternity servicewasafirst attemptto solve this problem.More
recently projectssuchas FreeHaven [14], FreeNet[10], and Publius[49] aimedfor
similargoals.With Publiusdocumentsreencryptedandreplicatedacrossnary seners.
The decryptionkeys aresplit usinga secret-sharingchemg46] anddistributedto the
seners.A specialURL is constructedhat containsenoughinformationto retrieve the
encrypteddocument find the sharesof the key, reconstructhe decryptionkey, and
decryptthedocument.

Publiuscryptographicallyprotectsdocumentérom modification,andthedistributed
natureattemptgo ensurdong-termavailability. In addition,the encryptechatureof the
documentprovidesfor deniability, makingit lesslik ely thatthe operatorsof the Pub-
lius senerswould be held responsibldor providing informationthey have no way to
read.

With FreeHaven,theaimis alsoto provide contentin suchamannethatadwersaries
wouldfind it difficult to remove.FreeHavenalsoprovidedbetteranorymity featureso
publisherghandid Publius.

Moreambitiously acoupleof projectsaimedto implementsystemsomevhatalong
the lines of PipeNet.As mentionedabove, the Naval ResearchH.ab’s Onion Routing
[24, 25| provided (for a while) more generalanorymity and pseudogmity services,
for applicationsotherthan simply web browsing; servicessuchasremotelogins and
interactve chatwerealsosupportedIP pacletswereforwardedbetweemodessituated
aroundthe Internet.

A little later, Zero-Knowledge Systems FreedomNetwork [6] rolled out another
PipeNet-inspiregbroject,this oneasa commerciaventure Eventually it wasthelarge
infrastructurerequirementhat wasto be the FreedomNetwork’s downfall. Whereas
thenodesin theremailernetwork areall run by volunteersthe FreedomNetwork was
a commercialventure,and therewere non-trivial costsassociatedvith operating(or
payingpeopleor organizationdo operatethe nodesTherewerecostsassociatedvith
network managemeréandnym managementn addition,somedefensesgainstraffic
analysis(suchaslink padding)usean exorbitantamountof bandwidth,which is par
ticularly expensve in somepartsof theworld. Finally, if usersarepayingfor aservice,
they expecthigh-qualityperformanceandavailability, which areexpensve to provide,
andwerenotrequiredin thefree,volunteeremailernetwork.

Zero-Knowledge Systemssimply could not attractenoughof a paying customer
baseto supportthe overheadcostsof runninga high-quality network. And they were
nottheonly ones;othercommerciaventuresvhich operatedarge-scalénfrastructure,
suchasSafeWb[44], sufferedthe samefate.



The lacklusteracceptancef electroniccashcould be attributedto similar causes.
In thelastfive yearswe have seermary protocolsfor onlineandoffline electronicpay-
mentsystemswith varyingprivacy propertiegfor example [9],[7],[40]). Theprotocols
arethere,and have beenaroundfor sometime. But no compary hassuccessfullyde-
ployedit to date.Why is that?For onething, electroniccashis really only usefulwhen
it is widely acceptedFurthermorein orderfor it to interoperatevith the“real” money
systemfinancialinstitutionsneedto beinvolved.This canhaveenormousnfrastructure
costs,whichwill bechallengingto recoup.

Note that one could constructa “closed” ecash-lile system wherethereis no ex-
changeof value betweenthe ecashsystemandthe restof the world, which doesnot
have this problem.A slightly more generaltechnologyis called “private credentials”
[7], in whichtheholderof acredentiakanprove quitecomplicatedassertionsbouthis
credentialwithout revealingextra information.For example,you could prove thatyou
wereeitherover 65 or disabledandthusentitledto somebenefit) without evenreveal-
ing which of the two wasthe case,and certainly without revealingotherindentifying
informationsuchasyour name Electroniccashcanbe seento simply bea specialcase
of thistechnologywhereinthecredentiakays'this credentials worth$1 andmayonly
beusedonce”.

Privatecredentialsarehighly applicableto therealmof authorization whichis im-
portantto distinguishfrom authentication With an authenticatiorsystem,you prove
your identity to someentity, which thenlooks you up in sometable (for example,an
accesgontrollist), anddecidesvhetheryou're allowedto accessvhatever service On
the otherhand,with an authorizationschemeyou simply directly prove thatyou are
authorizedo accesgheservice,andneverrevealyouridentity. Authorizationschemes
allow for muchmore privagy-friendly mechanismgor solving a variety of problems.
Jugglingmary suchauthorizationshowever, canleadto a non-trivial trust manage-
mentproblem.SystemssuchasKeyNote [5] allowed oneto make decisionshasedon
authorizationgor keys, asopposedo authenticatiorof people.

Sofar, almostevery commerciabprivagy technologyenturehasfailed, with Anon-
ymizercom [2] being a notable exception. Originally hosting the Anonymizer (see
above), Anonymizercomalsooffersservicesncludingemailandnewsgroupaccessas
well asdial-upInternetaccessComparedo otherinfrastructure-heay attemptsAnon-
ymizercomhasa relatively simplearchitectureat the expenseof protectingagainsta
wealer threatmodel.But it seemghatthatwealer threatmodelis sufficient for most
consumersandwe are startingto seeothercompaniesimilarly relaxingtheir threat
models[51].

Why is deploying privacy-enhancingechnologieso difficult? Onelarge problem
is that, generally thesetechnologiesare not simply softwareproductsthatan enduser
candownloadandrun, andin so doing, gain someimmediateprivacy benefit.Rather
thereis oftensomeinfrastructureneededo supportaggreyationof usersnto anorymity
groups;not only doesthis addto the costof deployment, but usersin this caseonly
really accrueprivacy benefitsoncealarge numberof themhave boughtinto the system.

We candivide privagy-enhancingechnologiesnto four broadcateyories,roughly
in increasingprderof difficulty of deployment:



Singleparty: Theseareproducts suchasspamandadblockers,andenterpriseprivacy
managemensystemsthat canin fact be installedandrun by a single party, and
do not rely on someexternalservice,or otherusersof the system,in orderto be
effective.

Centralizedntermediary:Thesetechnologiesrerun asintermediaryservicesAn in-
termediarymaintainsa sener (usuallya proxy of somesort)that,for example,ag-
gregatesclientrequestsDeploying andmaintainingsuchaseneris relatively easy
but if it goesaway, the customerdosetheir privacy advantage .The Anonymizer
andanon.penet.@aireexamplesof technologiesn this category.

Distributedintermediary:The technologiesn this categyory, suchasthe remailernet-
work, Crowds,andthe FreedomNetwork, rely on the cooperatiorof mary distinct
intermediariesThey canbe mademorerobustin the faceof thefailure of any one
intermediary but the costinvolvedto coordinateand/orincentiize theintermedi-
ariesto cooperatenay be quitelarge.

Sener supportrequired:This last categgory containstechnologieghat requirethe co-
operationof notjusta singleor a handfulof intermediarieshut ratherthatof every
senerwith whichtheuserwishesto performaprivatetransactionAn exampleof a
technologyin this classis privateelectroniccash whereevery shopatwhich auser
hopesto spendhis ecasimeeddo besetup in advancewith the ability to acceptt.

In generaltechnologiesvhoseusefulnesseliesontheinvolvementof greatemum-
bersof entities,especiallywhennon-trivial infrastructurecostsare involved, will be
moredifficult to deploy.

4 What May Be Coming

4.1 Peerto-peerNetworks and Reputation

How do we addresghis problemof deploying expensve infrastructure?The remailer
network doesit with volunteers;canwe expandon thatidea?Perhapsve cantake a
pagefrom the peerto-peer(p2p) playbook.If a goodamountof the infrastructurein
the systemcan be provided by the usersof the systemthemseles(asin the Crowds
project, for example),we reducenot only the costto the organizationproviding the
service but, in theextremecasethe entirerelianceon the existenceof the organization
itself, making the end userssupply the piecesof the infrastucture A p2p technology
builds right in the ideaof distributing trustinsteadof centralizingit. By remaoving ary
centraltarget,it providesmoreresistancagainstcensorshir “unpublishing” attacks.

Peerto-peersystemsarea naturalplaceto put privac/-enhancingechnologiegor
anothereasonaswell: themostcommonuseof p2pnetworkstodayis for file sharing.
As wasseenin the caseof Napster[3], althoughusersreally enjoy sharingmusicand
otherfilesoverthelnternetmostp2pprotocolsdo nothave any sortof privacgy built into
them.Userssharingparticularfiles can,andhave been,tracked or identified. Adding
privagy technologyto a p2pnetwork providesobviousadvantaggo theuser aswell as
providing ausefulservice.

Anotherproblemwith today’s p2p networksis thatanyonecanrespondo arequest
incorrectly Thereexist programgor the Gnutellanetwork [22], for example,thatwill



respondto ary requestwith a file of your choice(probablyadwertising).As p2p net-
works grow, combattingthis problemwill becomeimportant.One solution interacts
well with privagy-enhancingechnologiesthatis the useof reputation A collaboratve

reputationcalculationcan suggesthe trustworthinessof a user whetherthat useris

completelyidentifiedor pseudogmous.

We arestartingto seereputationsystemsdeployedtoday, in suchcommunitiesas
Ebay[15], Slashdof39], and Advogato[35]. As moreresearchs donein this area,
combiningthiswork with privagy-enhancegeerto-peemetworks,in amannersuchas
begunby FreeHaven[14], is a naturalstep.

4.2 Privacy of Identity vs.Privacy of Pl

Most privagy-enhancingechnologieso datehave beenconcernedvith privacy of iden-
tity; thatis, the controlling of the distribution of informationaboutwho you are.But
therearemary otherkinds of informationaboutyourselfthat you might wantto con-
trol. Personallyidentifiableinformation,or Pll, is any informationthatcouldbe usedto
give ahint aboutyour identity, from your creditcardnumberto your ZIP code to your
favourite brandof turkey sausage.

Consumersre startingto get concernedaboutthe amountof Pl thatis collected
aboutthem,andare looking for waysto maintainsomecontrol over it. A numberof
technologiesallow the managemenbf web-basedadwertisementor HTTP cookies
[33], for example.Technologiesuchas Junkhuster[32] and P3P[42] allow the user
to controlwhatadsthey seeandwhatcookiesthey store.P3Pevenallowsthechoiceto
bemadebasednthewebsites statedorivagy practicessuchaswhethertheuseris able
to optoutof thePII collection.PrivatecredentiatechnologiesuchasBrands’[7] allow
theuserto prove thingsabouthimselfwithout revealingextra personainformation.

Sometimeshowever, it is notanoptionto preventthe collectionof theinformation;
somekindsof Pll arerequiredin orderto delivertheserviceyouwant.For example,on-
line retailersneedyour deliveryaddress&ndpaymeninformation;healthcareproviders
needyour medicalhistory; peoplepayingyou mone/ needyour SSN? In responsea
numberof industryplayers for example[29, 37, 47, 50], arerolling out productsthat:

— help consumergnanageto whom they give accesgo their personalinformation,
and

— helporganizationghat collectsaidinformationkeepcontrol over it andmanaget
accordingto their statedprivagy policies.

This“enterprise-basedrivacy” aimsto provide technologyfor protectingdatathat
hasalreadybeencollected,asopposedo preventingthe collectionin thefirst place.

However, whereaghe consumemobviously hasaninterestin keepinghis personal
information private, what incentve doesan organizationhave to do the same?n ad-
dition to bettercustomerelationshipsprganizationsvhich collectpersonablatatoday

! Sometimes‘need”is astrongword. Although,for example therearewaysto make payments
online andarrangedeliverieswithout usingyour credit cardnumberor physicaladdressit’s

unlikely thecompary you're dealingwith will gothroughthetroubleof settingup supportfor
suchathing.



often have to comply with varioussortsof privagy legislation,which we will discuss
next.

4.3 Technologyvs. Legislation

In recentyears,we have seenanescalatingrendin variousjurisdictionsto codify pri-
vagy rulesinto local law. Laws suchasPIPEDA [41] in CanadaCOPR, HIPAA, and
theGLB Act[19, 27, 20] in theUS,andtheDataProtectiorDirective[16] in theEU aim
toallow organizationsnisusingpersonatiatato bepenalizedTheGermariTeleservices
DataProtectionAct [8] evenrequiresprovidersto offer anorymousandpseudogmous
useandpaymentservicesandprohibitsuserprofilesunlessthey arepseudogmous.

This is aninterestingdevelopmentsincemary in the technologycommunityhave
long said that the security of one's transactionshould be protectedby technology
andnot by legislation. For example,technologistshave often criticized the cellphone
industryfor spendingmoney lobbyingthe governmento make scanningcellphonefre-
guenciesand cloning phonesillegal ratherthanimplementingencryptionthat would
renderit difficult, if notimpossible While from afinancialpoint of view, the cellphone
companieglearlymadethe correctdecision theresultis thatcriminalswho don't care
that they’'re breakingan additionallaw still listenin on phonecalls, and sell cloned
cellphonesandpeoples conversationsandphonebills arenotin any way moresecure.

What has changedVhy are we now embracinglegislation, sometimeswithout
technologyto backit up atall?

Thereasorliesin the differing naturesof securityandprivagy. In a privacy-related
situation,you generallyhave a pre-establishetlusinesgelationshipwith someorgani-
zationwith whomyou shareyour personatlata.An organizatiorwishingto misusethat
datais discouragedy thestick of Law.

On the other hand, in a security-relatedsituation, somerandomeavedropperis
plucking your personalinformation off of the airwaves or the Internet. You usually
don’t havesomeonédo sueor to chage. You really needto preventthemfrom getting
thedatain thefirst place,likely throughtechnologicaimeansin the privacy caseyou
don't wantto preventyour healthcareprovider from gettingaccesgo your medical
history;youjustdon’t wantthemto share thatinformationwith othersandaswe know
from the world of online filesharing[38, 22, 18], usingtechnologyto prevent people
from sharingdatathey have accesso is anon-trivial problem?

With traditionalprivagy-enhancingechnologiesthe onuswasentirely on the user
to usewhatever technologywasavailablein orderto protecthimself. Today thereare
otherpartieswhich needto beinvolvedin this protection sincethey storesomeof your
sensitve information.Legislation,aswell asothersocialconstructssuchascontracts,
helpensurehattheseotherpartieslive upto theirroles.

So with or without technologyto backit up, lesigslationreally is more usefulin
the privagy arenathanin the securityfield. Of course,it never hurtsto have both; for

2 Somepeoplehave (sometimesalf-jokingly) suggestedhat Digital RightsManagement31]
techniqguedrom the online musicarenacould be flipped on their headsto help us out here;
a consumemvould protecthis personadatausinga DRM technique sothatit could be used
only in thewayshepermits,andcouldnotbepassedrom his healthcareprovider to his health
food salesman.



example theenterprise-basetgchnologiesnentionedabore canbe of greatassistance
in ensuringcompliancewith, and enforcemenbf, relevant legislation. In particular
now morethanever, technologistsieedto remainawareof theinterplaybetweertheir
technologyandthe changindegislative ervironment.[34]

5 Conclusion

The lastfive yearshave beenhardfor privacy-enhancingechnologiesWe have seen
severaltechnologiecomeandgo, andhave witnessedhe difficulty of deploying sys-
temsthatrely on widespreadnfrastructure The technicaltools thatremainat our dis-
posalaresomavhatweak,andwe areunableto achieve bulletprooftechnologicapro-
tection.

Luckily, mary applicationgdo notrequiresuchstrengthfrom technologymary ap-
plicationsof privagy aresocialproblemsandnottechnicalones,andcanbeaddressed
by socialmeansWhenyou needto shareyour healthcareinformationwith yourinsur
anceprovider, you cannotusetechnologyto preventit from distributing thatinforma-
tion; socialconstructsuchascontractsandlegislationreally canhelpoutin situations
likethose.

In closing,what strikesus mostaboutthe changesn privacy-enhancingechnolo-
giesoverthelastfive years,is thatvery little technologicathangehasoccurredat all,
especiallyin the wayswe expected.Instead whatwe seeis anincreasediseof com-
binationsof socialandtechnologicatonstructsThesecombinationgecognizethefact
thatthe desiredendresultis not in factthe technologicalssueof keepinginformation
hidden,but ratherthe socialgoal of improving our lives.
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