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Abstract

In Journal of Cryptology 1/1 (1988) 65-75 (= [Chau_88]), David Chaum describes a beautiful techniqt
the DC-net, which should allow participants to send and receive messages anonymously in an arbitr
network. The untraceability of the senders is proved to be unconditional, but that of the recipients implic
assumes aeliable broadcast network. This assumption is unrealistic in some networks, but it can t
removed completely by using the fail-stop key generation schemes by Waidner (these proceeding
[Waid_89]). In both cases, however, each participant can untraceably and permanently disrupt the el
DC-net.

We present a protocol which guaranteesonditional untraceability, the original goal of the DC-net, on
the inseparability assumption (i.e. the attacker must be unable to prevent honest participants fron
communicating, which is considerably less than reliable broadcast)¢@angutationally secure
serviceability: Computationally restricted disrupters can be identified and removed from the DC-net.

On the one hand, our solution is based on the lovely idea by David Chaum [Chau_88 § 2.5] of sett
traps for disrupters. He suggests a scheme to guarantee unconditional untraceability and computatiol
secure serviceability, too, but on the reliable broadcast assumption. The same scheme seems to be u
Bos and den Boer (these proceedings, = [BoBo_89]). We show that this scheme needs some change
refinements before being secure, even on the reliable broadcast assumption.

On the other hand, our solution is based on the idehgdhl signatures whose forgery by an
unexpectedly powerful attacker is provablewhich might be of independent interest. We propose such a
(one-time) signature scheme based on claw-free permutation pairs; the forgery of signatures is equivale
finding claws, thus in a special case to the factoring problem. In particular, with such sigwatcess
for the first time, realizéail-stop Byzantine Agreement and alsadaptive Byzantine Agreementi.e.
Byzantine Agreement which can only be disrupted by an attacker who controls at least a third of
participantsand who can forge signatures.

We also sketch applications of these signatures to a payment system, solving disputes about st
secrets, and signatures which cannot be shown round.

Some younger cryptographers ...

are spending the evening in a disco. They are feeling quite reloxed and decide to tell each
other who they think are the most fascinating dancers and the best cryptographers among
them. However, they haven't lost all inhibitions yet and decide to say their opinions
anonymously, remembering that their three bosses once invented a nice protocol for such
purposes in a three-star restaurant (Chau_88).

They have some difficulties: The music is loud, and the darkness only broken by
flashlights, hence their only way of communicating is to scream into each other's ears. But
the admission to the disco was expensive, so they don't want to leave it for a more quiet
conversation. They also fear that some of them, afraid that nobody will mention them, might
disrupt the conversation. Luckily, their bosses also mentioned ideas of how disrupters could
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be excluded from the dinner-table.

Now one cryptographer, who thought he was at least a good dancer and therefore did
not disrupt the conversation, is excluded. He is so indignant that he leaves the disco and, in
the sudden silence outside, notices that the noise may have been the reason for his
humiliation. Therefore, he invents a protocol which allows him to simulate the dinner-table
broadcast in the disco, which will protect him from such experiences in the future, even if
cryptography is wrong and any number of his colleagues are cheaters.

1 Introduction

1.1 Unconditional sender untraceability

In [Chau_88], David Chaum describes a beautiful techniqu&@saet, which should allow participants
to send and receive messages anonymously in an arbitrary network. (This is the case of a three
restaurant without disrupters.) In the following, we use the same terms and notations as introduce

[Waid_89].
The basic technique for sender untraceabilityuigerposed sendingwhich realizes aanonymous,
additive multi-access channel: For each sending step, catledna, eachparticipant B, i = 1,...,n,

chooses a message character froralphabet (a finite abelian group F). Each pair of participants shares
one secrekey (from F, too), which is used with sign "+" by one of them, with sign "-" by the other. Eacl
participant adds his message and all his keys with the appropriate signs. The resutiputisAll
outputs are added, and thlebal sumshould be broadcasted to each participant. Since each key has be:
both added and subtracted exactly once, the global sum is just the sum of all message charactel
particular, if only one of these #0, the global sum is this character.

The untraceability of the senders of messages is proved to be unconditional [Cha3_85, Chau_
Pfit_89, Waid_89], i.e. thattacker may be computationally unlimited, able to eavesdrop communication
between any two of the participants, and control an arbitrary subset A of the set of participants P (altho
at least two honest participants must exist if untraceability is to make sense). However, for recipients
proof implicitly assumes edliable broadcast network. This assumption is unrealistic in some networks, bu
it can be removed completely by using the fail-stop key generation schemes of [Waid_89]; the resulting
is calledDC*-net.

Superposed sending also works if not all pairs of participants share a key. Those who do car
specified by a graph, callégy graph.

To use the multi-access channel which superposed sending offers, it is necessary to regulate
participants' access to the channel using an appropriate, i.e. efficient and anonymity preserving protc
Such a regulation is particularly necessary if one wants to guarantee serviceability, because the easies
of disturbing the DC- or D&net is permanent sending. Some protocols of this kind were suggested i
[Cha3_85, BoBo_89]; for an in depth discussion of possible protocols cf. [Pfit 89 § 3.1.2].

All our schemes to guarantee serviceability assume tlesteavation techniqueis used as the multi-
access protocol: A fixed number c of characters is combined massageEach message is transmitted in
c consecutive rounds, callecsbt. A number of slots for real messages are preceded by a reservatic
frame, which is used to reserve them for specific participants. The most important reservation techniq
namely reservation map techniques and two techniques using superposed receiving, are also descrik
[Waid_89].

1.2 Attacks and faults

In both the DC- and the D@net, however, each participant can untraceably and permanently disrupt tr
entire net, e.g., by sending in other participants' slots.

Although we will confine ourselves to intentional attacks, it should be noted that the same effects car
caused by physicdaults. Therefore, on the one hand, in practice a participant identified as an "attacke
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should not be removed from the net at once, as in the following protocols, but error recovery should
tried, and in every case he should at least have a second chance. On the other hand, although mei
against active attacks also help against faults, most faults should be dealt with more efficiently, especiall
layers "under" the DC-net (cf. [Pfil_85, WaPf_89]).

1.3 Overview

In [Chau_88 § 2.5], the problem of attacks is already discussed, and a scheme for solving it is sugge:
which should guarantee untraceability on the reliable broadcast assumption, and serviceability if,
addition, the attacker is computationally restricted. The same scheme seems to be used in [BoBo_89]
with a more efficient reservation technique. (Note that the assumed attacker on serviceability is weaker
the attacker on untraceability, i.e. attackers are conceivable who could disrupt superposed sending wit
being able to trace messages).

In Chapter 2 we briefly review this scheme. We then show that it needs some changes and refinem
before being secure (even on the reliable broadcast assumption). We discuss some of these and prop:
improved protocol. It guarantees (as the original protocol ought to) untraceability on the reliable broadc
assumption, and serviceability if, in addition, the attacker is computationally restricted. In an alternati
version, both untraceability and serviceability are guaranteed if the reliable broadcast assumption holds
the attacker consists of less than one third of the participants.

In Chapter 3 we remove the reliable broadcast assumption in different ways, since the goal of the DC
was unconditional untraceability. (That is, whereas Chapter 2 solved the problem of disrupters in the th
star restaurant, the scene of Chapter 3 is the disco.)

In 3.1 we briefly show that if reliable broadcast is implemented by Byzantine Agreement, tr
appropriate protocol in Chapter 2 guarantees both untraceability and serviceability on the same assum|
as the agreement.

In 3.2 we introducéail-stop Byzantine Agreement i.e. computationally secure Byzantine Agreement
with the additional property that, as soon as an unexpectedly powerful attacker forges signatures, all c
participants will recognize this. By using it to implement reliable broadcast, the protocol in Chapter
guaranteesnconditional untraceability on the inseparability assumption i.e. untraceability if the attacker
cannot prevent the honest participants from communicating, and serviceability if, in addition, the attacke
computationally restricted.

In Chapter 4 we sketch a solution based on a somewhat different scheme. It guarantees both untracee
and serviceability if the reliable broadcast assumption and 2 < |A| +1 < n hold.

Our protocol for fail-stop Byzantine Agreement is basedigital signatures whose forgery is provable
We propose such a (one-time) signature scheme based on claw-free permutation pairs; the forgel
signatures is equivalent to finding claws, thus in a special case to the factoring problem.

Such signatures might be of independent interest. They could be used in cases where it is desirak
shift the risk that the signature scheme is broken from the signers, who bear it in current application:
usual signature schemes, to the recipients of the signatures or a central authority who is responsible fc
use of the scheme. In particular, with such signatieesan realiz@daptive Byzantine Agreementi.e.
Byzantine Agreement which can only be disrupted by an attacker who controls at least a third of
participantsand who can forge signatures. This will briefly be described in 5.1. Also, fail-stop Byzantine
Agreement can be used to implement fail-stop broadcast.

Other possible applications are payment systems, solving disputes about shared secrets, and sign:
which cannot be shown round (5.2 - 5.4).
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2 A protocol based on the reliable broadcast assumption

It cannot be prevented that a dishonest participadisPupts the DC-net by choosing his outputs not
according to the rules. Thus one can only try to discover and punish attackers, finally by removing th
from the DC-net. In contrast to faults, attackers cannot be localized in a special localization phase aft
disturbance has been detected, because a clever attacker would certainly not disturb during such a
Also, localization must not take place for a disturbed slot if someone else might legitimately have tried
send a message in it, because that could lead to this message being traced.

Therefore, in [Chau_88 § 2.5] a protocol for layiigaps”, i.e. meaningless messages whose only
purpose is to be disturbed by an attacker, and prosecuting attackers who are caught in them is br
suggested. The protocol (like the original DC-net) depends on the assumption of a reliable broadt
network. It is briefly repeated in 2.1.

The idea of traps forms the basis of all following protocols. Nevertheless, the protocol as sketchec
[Chau_88 § 2.5] will be shown to be insecure in 2.2: even in refined versions, by a kamikaze attack
sender of a randomly selected message can always be identified. In 2.3, the protocol is improved in a
which preserves untraceability on the reliable broadcast assumption. For some protocol steps, we
present refinements which would be needed for the original protocol, too. Another conceivable varie
based on a suggestion by Chaum, is briefly discussed in 2.4.

Throughout this chapter, we assume the existenceetible broadcast network i.e. the attacker cannot
manipulate the consistency of broadcast. (This is the case of the three-star restaurant). Thus the ach
untraceability is not really unconditional. Since the original DC-net guarantees untraceability on tt
assumption, there is no need for fail-stop key generation here (cf. 1.1, [Waid_89]). We also assume
the network allows each participant to determine the origin of each published message unambiguously.
term"P; publishes message M" means that Fsends M to all other participants using the reliable broadcast
network.

How realistic these assumptions are, or can be made, will be discussed in 3.1. As far as serviceabili
concerned, the attacker is assumed to be computationally limited.

It is important to note that independent of any assumption on possible attacks on serviceability,
untraceability the attacker is only restricted by the assumption of reliable broadcast. In a certain sense, i
aretwo different attackers to be considered simultaneously!

2.1 The original trap protocol

The original protocol [Chau_88] assumes that the reservation map techique with group GF(2) is used, b
can also work with other reservation techniques (cf. 1.1, [BoBo_89]). Each particjpansPreserve
exactly one slot in each reservation phase. Before each reservation phase he decides whether to use tf
to send a real message or to send a trap. If he has decided to send a trap and chosen index x fi
reservation, he announces this by publishing an encrypted version of the nmédssdbase the slot
reserved by index x to send atrap y* . This message will be called "trap proof" in the following.

Each participant commits to his output for slot s before publishing it. This prevents attackir
participants from choosing their outputs depending on other participants' outputs.

If the trap set by As disturbed, Ppublishes the trap proof in clear, together with the encryption key usec
(and for probabilistic encryption the coin tosses used for encryption). Now, the attaorksesuted

Each honest participan publishes his message characte[%aVId all keys h&t used for rounds t of
the slot § which was reserved by index x. The sums can be compared with the publicly known outpt
Ojt. Hence at least one attacking participg(d? an inconsistent key pair) can be detected: EithbaP
correctly published the message charactgr”M he really used, although he was not allowed to, or he has
modified at least one keyayi{which he claims to share with an honest participgnwifich will be detected
from K # Kial.
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This procedure of publishing and comparing the secrets of a round t will be ¢allestiation of
round t". Disturbances during the reservation phase can be investigated in the same way.

If a notoriously disputed key pair is found, this key pair will be eliminated from the key graph, an
participants notorious for attacking will be eliminated from the DC-net. The latter will finally result in a DC
net with a partitioned key graph: one partition of the key graph consists of all attacking, the other of
attacked participants.

2.2 An attack

Unfortunately the trap protocol has a seriagakness. Even a computationally limited attacker can forge a
trap proof for an arbitrary slot not reserved by him a priori.

For this, the attacker publishes the required encrypted meYsatkuse the slot reserved by index x
to send a trap y*, but without reserving that slot, i.e. he chooses an index other than x for sending his
Now he hopes that some other participant will use index x. For reservation map techniques, this \
happen with probabilitgl/n, if the reservation frame length #¢, as proposed, and because there are n
reservations in each frame.

If it does not happen, the attacker gives up for this time and waits for the next reservation frame. So
the attack cannot be detected. The attacker can therefore keep trying for an arbitrary period. On averac
will have to wait n/2 reservation frames for success. This is acceptable for him.

If indeed another participant uses index x, the attacker sends the trap message y in the slc
corresponding to index x, as announced. Note that the attacker can read the message y* sent by
legitimate user of slotan spite of the superposed y.

The attacker then publishes his trap proof for sjoarsd thus causes the deanonymization of the
legitimate user of slotslf this legitimate user has also published a trap proof for gldtis obvious that
one of the two proof publishers was an attacker, but it cannot be distinguished which one. Otherwise
participants publish their secret keys used for slofusd the legitimate user will be identified during the
prosecution. On the one hand he has thus been traced as the sender of message y*, on the othel
unjustly punished as an attacker.

The attack can be made more complicated and more dangerous for the attacker by adding some ru
the prosecution protocol, which try to unmask the attacker by the fact that he has not reserved the sic
the end, the attacker loses a key each time he attacks successfully (the attack is therefore called "kamiki
but he can choose the messages he traces (cf. [WaPf_89]).

If a reservation technique based on superposed receiving ([Pfit_89, BoBo_89], see also [Waid_89]) is
in the same protocol, the same attack is possible in principle. Nevertheless, the situation is much b
here: The probability that an honest participant reserves the slot an attacker has chosen decre
exponentially in the length of the reservation frame, in contrast to the reservation map techniques. It :
decreases exponentially in the expected amount of computation in the technique of [BoBo_89],
[Rabl_80]. Therefore, once it has been noticed that such an attack is possible, the probability that
attacker succeeds can be made arbitrarily small.

Most of this section is described in more detail in [WaPf_89]. Additional attacks, which are only success
if the reservation map protocol with group GF(2) is used, can also be found there. They exploit the fact"
this protocol does not enable anybody to decide deterministically whether only one participant has resel
a slot (although this is the case as long as there is no active attack, because in the original protocol
checked that there are exactly n reservations in each frame). An additional attack on serviceability cal
avoided by using another reservation technique and dropping the requirement that reservation frames
collisions are investigated.
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2.3 An improved protocol, still based on the reliable broadcast assumption

The following protocol can be seen as an extension of that of [Chau_88 § 2.5]. In patrticular, the idet
laying traps is maintained, but the trap announcements are linked with the traps in a better way. We
refine several other parts of the protocol. This would be needed for the original protocol, too (e.g., -
"palaver phase"). We start with a very short overview, before showing some of the details. Even more
be found in [WaPf_89].

Assume a reservation protocol is used, and that n' of all n participants have reserved a slot success
Each participant Pwho has reserved a slgtsends an encrypteshnouncementin slot $, and in slot n'+s
he sends &ap or anon-trap, i.e. a real message, according to his announcement (see Fig. 1).

Thus trap announcements and traps are unambiguously linked by their slot numbers, i.e. the atta
cannot forge a trap proof a priori for a slot which will be used by another participant. If announcements
unequivocal, i.e. if there is no message which announces both a trap and a non-trap, the attacker c:
misuse non-trap announcements for initiating the prosecution protocol.

Hence the problem of the original protocol is not posed here.

Call these three phases of the protaeskervation phaseannouncement phaseandsending phase
respectively.

sending phase

either
or
reservation phase trap / non-trap nonanonymous
announcement phase palaver phase "‘\
whether to start
the sending
hase complete
P investigation of the
first two phases
Figure 1 Phases of the improved protocol.

As in the original protocol, the participants' reservation and announcement behaviour is assumed t
independent of their real sending wishes, so that the first two phases may be investigated. Of course
holds no longer once the sending phase is entered. Hence the reservation and announcement phases .
sending phase must be separated by a non-anonymataxger phase where each participant who has
detected a disturbance during the first two phases can prevent all others from entering the sending pl
Disturbances during the sending phase are only investigated if the corresponding trap proof is given.

Note that if an attacker succeeds in having an honest participant regarded as an attacker and eliminatec
the DC-net, this is an attack against untraceability. (One can argue that this participant, now unable to s
is perfectly untraceable. But at least the remaining honest participants are less untraceable than before
this kind of attack, the attacker is therefore only restricted by the reliable broadcast assumption. The s
holds for the elimination of a key between two honest participants.

1. Outputs and output commitment: All outputs are published using the assumed reliable broadcas
network. In all following situations, the number of outputs needed from each participant is known a pric
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We can therefore assume that it has also been decided a priori when each participant has to publish
output (synchronism has to be assumed anyway).

As in the original protocol, for some slots it is necessary to prevent the attacker from choosing his lo
outputs depending on other participants' local outputs, i.e. each participant has to commit to his local ou
Oit for several rounds before knowing other participants' outputs for any of these rounds. Otherwi
assume that the attacker is the first one who receives all local outputs, i.e. who can compute the co
global sum. In this case, he can disturb the reservation phase by producing collisions, and during
sending phase he can disturb all obviously sensitive messages, e.g., all messages which are addres
himself.

This output commitment can be carried out using a computationally secure commitment sche
[BrCC_88]. Each participant publishes his commitment in a first phase. In a second phase the commitm
are opened, and thus the outpufspDblished. Note that an attacker who can break the output commitmer
scheme in either direction endangers serviceability only. Thus there is no special need to choos
commitment scheme which is unconditionally secure for the prover or the verifier.

Some efficiency improvements are possible. For example, a participant can use a single commitmen
all outputs of one slot together. Also, instead of a real commitment scheme, one could try to use the i
f(QY of the output @ under a one-way function f as commitment, as in [Chau_88], but there are one-w.
functions for which this does not guarantee serviceability [WaPf_89].

A participant who does not output anything when he has to, or whose output does not match
commitment, is considered as an attacker and eliminated from the DC-net. Because of the reliable broau
assumption, this cannot happen to him if he is honest. Also, the other participants can decide on elimine
locally, and all honest participants will obtain the same result.

2. Reservation phaseSince it must be possible to investigate the first two phases without loss ¢
untraceability (before entering the sending phase), no participant should use any sensitive informa
during the first two phases. Therefore, the reservation behaviour must be independent of the particip:
real sending wishes, i.e. some participants will reserve message slots without using them, and others
not be allowed to send all messages they wish.

In [Chau_88], it is suggested that each participant reserves one slot in each reservation phase. To s.
the independency requirement completely, the ratio of traps and non-traps useuusy e fixed, too.
This does not, however, guarantee complete untraceability, because if an attacker disturbs a tray
identifies its sender, and can thus exclude him as a sender of the sensitive messages of the same rese
phase. If this is considered unacceptable, one should use the somewhat less flexible solution that
participant reserves fixed numbers of traps and of non-traps in each reservation phase.

This recommended reservation behavior does not necessarily imply in which situations a reservation pl
is investigated, and when a participant is considered as an attacker. However, the easiest way of fixin(
permitted behaviour is to force each participant to reserve a fixed number u of slots each time.

What happens toeservation collisions must also be regulated. All known anonymous reservation
techniques (cf. 1.1) are probabilistic, i.e. with each one it can happen that two (honest) participants res
the same slot. Thus a collision cannot be considered as an attack. To prevent the attacker from distui
the reservation phase by causing such collisions with honest participants, the reservation phase mu
protected byoutput commitment. Except for reservation by superposed receiving with tree-like collision
resolution, one should protect a complete reservation frame together.

Output commitment does not prevent attackers from causing collisions among themselves. To avoid
problem of setting a limit for the number of collisions allowed, which always means that an hone
participant could be considered as an attacker and eliminated, these should not be considered as an
either. Since they cannot be prevented either, they must be accepted, i.e. a reservation phase i
investigated just because of collisions. (Thus these attackers only harm themselves).

This enables special attacks if the reservation map protocol with group GF(2) is used (similar to 2.
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Hence, if one demands that for unconditional untraceability there may not even be a very small chance
an honest participant is regarded as an attacker and eliminated, this reservation protocol should not be
[WaPf_89].

Reservation frames with ampossible result (i.e. one which could not have occurred among honest
participants) can be investigated, but not all possible checks need to be carried out. To guaral
serviceability, it suffices that each participant checks:
» for the reservation map technique with a large group: the sum of all received reservation messag:
equaltouen
» for superposed receiving: he has received his own reservation messages
* and in the version with tree-like collision resolution additionally: initially, there is a collision
between exactly u * n reservation messages (the version of [BoBo_89] enforces this anyway).
During the palaver phase, each honest participant who has seen that one of the tests is not fulfilled
demand an investigation of the first two phases.
All these tests are secure for the tester, i.e. if any of them indicates a fault to the participant w
performs it, the investigation will find a protocol deviation. Thus if the investigation does not find an
incorrectness, the tester can be assumed to be an attacker.

For each reservation technique, each participant can determine the length of each reservation phase I
(normally it is even constant). Also, each participant knows the number of successful reservations after
reservation phase, i.e. the number of slots of the following phases. Thus if the announcements
messages are of a fixed length, the exact durations of the following announcement and sending phas
determined. (This, or at least some other method by which each participant can locally and informati
theoretically unambiguously determine where each announcement and each message ends, is necesse

3. Announcement phaseAnnouncements are implemented by using a bit commitment scheme [BrCC_88
i.e. a participant must commit to one of the values "trap" or "non-trap". In contrast to output commitme
the security of the bit commitment scheme used for the announcements has impact not only
serviceability, but also on untraceability: If an attacker can open a non-trap announcement as a
announcement, he can cause the sender of an arbitrary sensitive message to be identified.

Computationally secure bit commitment schemes can be divided into two classes depending on wi
part of their definition is unconditionally realized. In our case, one would use a scheme where et
announcement can be opened unconditionally in just one way (this is called securevéoifitirein
[BrCC_88]). Consequently, the indistinguishability of trap and non-trap announcements is on
computationally secure.

The use of the opposite class of schemes could be accepted in practice, because if an attacker open
announcement for a sensitive message as a trap announcement, the real sender would be identified, |
could show his non-trap proof, too, so it would be clear that the scheme is broken.

It is not necessary to protect the sending of announcements by output commitment.

Each honest participanf ®hose announcement was disrupted will demand an investigation of the firs
two phases during the palaver phase. Sinte®reserved the corresponding slot, he can prove his right tc
use the slot during the investigation of the reservation phase. Thus the test is secure for the tester.

4. Palaver phase:Since broadcast inconsistencies are excluded by assumption, the decision to start
sending phase or to investigate the first two phases poses no problem: After the announcement phase
participant publishes a vote. If at least one participant has detected something wrong and uses his vc
demand an "investigation”, the first two phases are investigated completely, and the reservations bec
invalid. Otherwise the sending phase is entered.

For voting (as for other outputs), there can be a fixed order among the participants. This ensures
each participant has a chance to vote, and that the origin of each vote is clear, so that somebody
disrupts serviceability by wrongly declaring reservation phases as invalid can be punished. The vc
should consist of only one bit each. If one wants the participant who detected a disturbance to tell ir
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precisely what it was, this should be postponed to the beginning of the investigation, because otherwi
would unnecessarily reduce the efficiency in the faultless case.

5. Investigation of reservation and announcement phas#:any participants demand an investigation, each
honest participant;ublishes all his message charactefsavid secret keys i}‘(for all rounds t of the
reservation and announcement phase. The local outptee@iready known.

Using all these values, each participant can check the behaviour of each other participant and punisl
attacker locally. Because of the reliability of the broadcast, and because the check procedurt
deterministic, all honest participants will obtain the same results.

First, the rules of superposed sending, and then the rules of the reservation and announcement prc
are checked for each participant, just as in the original protocol. Again, each incorrectness found cal
used to eliminate a participant or a key from the DC-net (cf. 2.1, [Chau_88, WaPf_89]).

If no inconsistency is found, the participantwho initiated the prosecution protocol is viewed as
attacking and eliminated from the net. This is correct, since all the tests which allow a participant to dem
an investigation during the palaver phase are secure for the tester.

6. The sending phase and investigation of trapgll slots of the sending phase are protected by output
commitment. The commitment must always be made for a complete slot in advance, not for single k
because an attacker might be able to distinguish traps and sensitive messages after a certain number (
e.g., if they are addressed to himself. Hence if an attacker is unable to break the commitment scheme a
distinguish trap and non-trap announcements, and if the ratio of traps to non-traps is fiixad twill
disturb traps with probability/(1+u).

Slots are only checked if the corresponding trap proof is given, i.e. published an arbitrary (but 1
practical reasons limited) period of time after the trap was sent. Each participant must have a chanc
publish trap proofs, hence some of the bandwidth of the reliable broadcast channel must be reserve
him and this purpose. For example, there can be trap-palaver phases every now and then; the trap
itself can be given at the beginning of the following investigation.

If a trap proof has been published, first the rules of superposed sending are checked.

Then one has to distinguish between the trapper and the attacker. (It is not clear that the participant
published the trap proof is the trapper: Otherwise, the computationally unlimited attacker on untraceabi
could decrypt the trap proofs of other participants and publish them first. In this case, the real trap
would be regarded as an attacker and eliminated from the DC-net.)

This can be done most easily if a trapper is forced to send nothing (i.e. zeros) in his own trap. In 1
case, any participant who sent anything else is an attacker. Although this enables an attacker to disting
traps and non-traps, it does not reduce serviceability because of the output commitment. Alternatively,
corresponding reservation can be checked, but only if this is possible without investigating ot
reservations, too. Thus for superposed receiving, each reservation message would have to be rep
alone at the end of the reservation phase, or the announcement would have to be investigated instead.

Our scheme can be modified to ensure both untraceability and serviceability on the assumption 3 « |A|
[WaPf_89]: For this, one has to replace output commitment by simultaneous broadcast [CGMA_85], ¢
the computationally secure commitment scheme by an information-theoretically secure one. Both car
done by using the techniques of [BeGW_88, ChCD1_88]. Since an attacker witr=3w»dah open non-

trap announcements as trap announcements, this protocol cannot guarantee unconditional untraceabilit

2.4 Alternative: Opening all trap announcements

A measure different from that in 2.3 against the attack in 2.2, suggested by David Chaum hims
[Chau2_89], is to open all trap announcements. This must take place after the sending phase. No\
attacker who announced a trap for a slot, but did not reserve it, is caught if nobody else reserved it eithe

However, there is a certain probability that an honest participant does use the slot; in this case, the a
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is successful. Thus this measure should not be used with a reservation map technique, only with some
of superposed receiving, so that this probability can be made exponentially small in log(|F|).

This measure would make two other changes to the original protocol (cf. 2.1) necessary.

Firstly, instead of reserving exactly one slot per reservation phase, each participant must reserve a1
number of slots for real messages, and slots for traps in addition, preferably also a fixed numk
Otherwise, after each sending phase, when the trap announcements are opened, it is clear that the se
messages of this phase were not sent by the trappers. This reduces untraceability considerably, be
there must be traps in each reservation phase. (Otherwise, an attacker could safely disrupt
corresponding sending phase, because he can see the number of traps in this protocol, in contrast to t
2.3). In a long correspondence extending over several reservation phases, it would even be possik
identify a sender completely.

Secondly, it is now essential for unconditional untraceability that the trap announcements are m.
using a commitment scheme where each announcement can unconditionally be opened in just one wa
2.3), in contrast to the one proposed in [Chau_88]. Otherwise, an attacker might be able to open all his
announcements in such a way that they announce the trap for a slot an honest participant has rese
because at the time of opening he has seen the reservations.

With these changes and some of the refinements presented in 2.3, this protocol is about as gooc
efficient as that in 2.3, except that there is always a very small probability that a message is traced.

3 Removing the reliable broadcast assumption

Without the reliable broadcast assumption, the trap and prosecution protocol described in Chapter 2 ca
be applied without giving awaynconditional untraceability (this is what the young cryptographers forgot):
An unlimited attacker could forge an honest participgstdutput. He could then use the prosecution
protocol to oust Pfrom the key graph, or at least to eliminate a key whickhares with another
participant, who may be honest. Even an honest court (which can be viewed as a very slow implementz
of a perfectly reliable broadcast network) cannot distinguish between original and forged messa
afterwards. Hence the unconditional untraceability (at least of the other honest participants) would be los

In the following, some methods are discussed to combine untraceability and serviceability without 1
reliable broadcast assumption.

In 3.1, we discuss what can be achieved by known solutions, especially if the reliable broadc
assumption is directly justified physically or by using Byzantine Agreement protd¢atistally, the
untraceability remains "conditional”.

3.2 describes a new scheme, using fail-stop broadcast, which guarantees unconditional untraceal
on the inseparability assumption (i.e. untraceability if the attacker cannot prevent communication betw:
two honest participants) and computationally secure serviceability.

3.1 What can be achieved with known techniques

First one can try to implement a reliable broadcast network physically. This can be difficult to achieve at
Since this network is needed for every output, not only in case of dispute, an electrical broadcast mec
might be chosen. (If messages are actively forwarded by other stations, reliable broadcast cannc
guaranteed anyway; in particular, this holds for ring- or tree-shaped networks, cf. [Waid_89]). Also, \
cannot expect each participant to control a satellite. Thus ground radio and busses are left. £
disturbances would have to be localized by physical means, and it must be ensured that these, in their
cannot be abused to disrupt the broadcast property.
Anyway, a DC-net should not depend on physical peculiarities of the underlying network.

One can therefore try the second usual way of realizing reliable broadcast, Byzantine Agreement proto
[PeSL_80]. The basic network is always assumed to be synchronous. The attacker is restricted eithe
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3 ¢ |A| < n or by some computational limitations. Which of the two possible restrictions is assumed m
usually be decided a priori. (In 5.1, we present a new protocol where this is not necessary.) It is ¢
assumed that the attacker is unable to prevent communication between honest participants. The part tt
cannot cut off communication completely must be realized physically. The part that messages which ar
are correct can be realized cryptographically, if one is willing to accept that, with very small probability, tl
assumed attacker can nevertheless be successful. In this case, one can use authentication codes [Gil
Sim3_88, WeCa_81]. For a survey of lower bounds for reliable broadcast and known solutions, ¢
[Reis_87]. An efficient randomized protocol can be found in [FeMi_88].

In this context, one should also mention the very general techniques for multi-party computatio
introduced in [GMW_87]. In principle, they can also be used to implement a sender and recipie
untraceability scheme.

Instead of a channel with collisions like that of superposed sending, one can realize a channel wi
transmits all submitted characterg,M.., M, in their numerical order. This also hides the relation between
the senders and the characters sent. The input phase of such a net (i.e. the subprotocol all participants
share their secrets;Mmong the others) can be made attacker and fault tolerant by standard techniqt
without loss of untraceability. The transmission (i.e. the computation phase) itself is fault tolerant |
construction. Hence most of the reliability problems of superposed sending would not be posed in sut
net.

But they cannot guaranteaconditional untraceability: Since Byzantine Agreement is a special case of
distributed computation, these techniques cannot be more secure than Byzantine Agreement. Thus
cannot be more powerful than the above protocol together with Byzantine Agreement. There
information-theoretically secure techniques, which assume 3 « |A] < n [BeGW_88, ChCD1_8
Chaul_89], and computationally secure techniques, which assume 2 ¢ |A| < n, and that the attack
computationally restricted (e.g., see [GaHY_88, GMW _87]). A forthcoming work only has to assume tl
disjunction of these two assumptions [Chaul_89]. In all cases, the attacker is assumed to be unab
prevent honest participants from communicating.

3.2 Serviceability in spite of unconditional untraceability on the inseparability
assumption

Before describing the new protocol which guarantees unconditional untraceability on the inseparabi
assumption (in particular with no condition on the number of attackers) and computationally sect
serviceability, we first suggest an informal definition for guaranteeing serviceability while preservin
untraceability. An implementation of the DC-net, together with a protocol to remove attackers, is said
guarantee untraceability in spite of an attacker who is limited by a predigateand serviceability in spite

of an attacker who is limited by a stronger prediéajg,, if the following two conditions hold:

S1  Serviceability: If Agepyis satisfied (thus fy., t00), the attacker cannot prevent any honest
participant from sending a message successfully within a given period of time, without at le¢
losing a key from the key graph.

S2  Preservation of untraceability: If the attacker satisfies f\, and if due to the protocol two honest
participants lose a common key from the key graph (or an honest participant is eliminat
altogether), each honest participant definitely stops superposed sending.

For example, the protocols in 2.3 guarantee untraceability fqf A"reliable broadcast assumption”, and
one of the protocols guarantees serviceability fQg &= Ayny U "the attacker is computationally
restricted"”, and the other one fogf,= Ayntr 3 * |A] < n.
Condition S2 describesfail-stop property. One may therefore consider it to be unnecessarily weak
since, e.g., the protocol in 2.3 satisfies the stronger and more natural condition
SZ°  If the attacker satisfies f\y, two honest participants will never lose a common key from the key
graph (nor will an honest participant be eliminated altogether).
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However, this makes no real difference: Iff holds, but not A, Serviceability is not guaranteed
anyway, thus another reason for the honest participants to stop participating is not harmful. l{.poth A
and A,y hold, S2 is implied by S1 and S2 anyway.

In 3.2.3, we will fulfil S1 and S2 by using a new kind of Byzantine Agreement together with the protoc
in 2.3. For this, in 3.2.2 we present an idea which transforms each Byzantine Agreement protocol wt
works with any kind of signatures (all computationally secure Byzantine Agreement protocols we know
this) for tolerating up to n-2 attackers into a protocol which

» guarantees agreement provided the attacker is not more powerful than assumed, and

» guarantees unconditionally that all honest participants stop participating, once the signature sche

is broken.
This is achieved by a new signature scheme (cf. 3.2.1) which, with very high probability, allow
participants whose signatures are broken to prove this to all other participants in an unconditional w
Hence, soon after the first signature of an honest participant's is broken, all honest participants can
their participation with the same very high probabiligjli{stop Byzantine Agreemeny.

For guaranteeing the fail-stop property, it is only necessary to assume the attacker to be unabl
prevent communication between honest participants. This seems to be the weakest possible assum|
and is calledhseparability assumption

Parts of the following can be found in more detail in [WaPf_89], the rest is to be fully formalized i
[Pfitl_89].

3.2.1 A signature scheme where forgery can be proved

Before describing our signature scheme and its properties, some remarks about the principal possibilitie
such a scheme can be made:

» The probability of unprovable forgery can never be zero: An honest participant (Alice) must be at
to produce at least one signature for each message, thus if a forging attacker (Felix) finds just
signature, Alice must be unable to prove that it is not hers.

» There must be more than one possible signature for each message, i.e. more than one value mu
acceptable to the other participants (Bobhis must hold unconditionally.
This is for the same reason as the previous point: Only a signature which Alice could not ha
produced herself may enable her to prove that it is not hers; and the computationally unlimited Fe
must be unable to distinguish them.

* Itis not possible to prevent a dishonest, computationally unlimited participant from denying hi
signatures, i.e. "proving" that they were broken, even though this is not true. But in all ot
applications this is entirely right.

Thus one is looking for a signature scheme where most forged signatures enable the supposed sigr
compute something which, on the assumption of the signature scheme, she could not have comp
before.

The idea of the following scheme is to use a function g where every image has several preimages
which is collision-free in the computational sense. Signatures consist of preimages of previously kno
values. Forged signatures usually lead to a collision with the correct one. A collision sqri@st as
forgery.

To ensure that a signer cannot produce "proofs of forgery" if no forgery has occurred, she must no
allowed to choose the function g herself. This is especially clear if g has a trap-door, but in every case, «
way properties are only guaranteed against people who only receive the description of the function u
More precisely, the easiest way of convincing Bbht a collision is really the result of someone breaking
the scheme is that he has chosen g himself.

Therefore we obtain a system very similar to one-time signatures, which are an easy, but rat
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inefficient method for signing a limited number of bits using a one-way function, attributed to Lamport i
[DiHe 76, Merk_88]. (The one-way function in our case is g.) Also, some of the efficiency improvemen
to one-time signatures by Merkle can be adapted so that forgery can be proved.

We will first sketch a possible choice of functions g, and then describe the overall scheme in m¢
detail. An easier, but less efficient scheme based on modular squaring as the function g can be four
[WaPf_89]. (The efficiency improvements to that scheme, presented there in § 4.4.3.1.3, are incorrect.

3.2.1.1  Hiding functions

One (not the only) way of obtaining g's for which the probability that a forgery leads to a proof of forge
is at least 1-2 for someo chosen a priori, is to use a family of functions with the following characteristics:
On input X, a generator G outputs two polynomial-time algorithms d, g such that

* d defines a uniform distribution over D :=d()

« for each xJ{0,1}9, g(x, ) is a permutation of D

 for any probabilistic polynomial-time algorithm, the probability that it finds a collision (in {1}

D), if g is chosen by G, decreases faster than 1/p(k) for any polynomial p.
We call the g'$iding functions (because they can be used to hide the first argument; e.g., as a commitme
scheme unconditionally secure for the prover). Similar functions have been used for other purposes be
and Bert den Boer is said to have proposed some whose security is reducible to factoring or to discrett
[ChFN_88]. So we will just present a construction based on any family of claw-free permutation pairs (r
necessarily trap-door), not caring whether efficiency can be improved. It is very similar to the constructi
in the GMR signature scheme [GoMR_88], where claw-free pairs are defined, and to the hash function
[Damg_88]: Just use the generator for claw-free pairs of permutations, and from eagh fagidérive
the function g defined by
g(x,y) =K (y) = fx, (.. (g (D).

The proof that these g's are collision-free is similar to those in [GoMR_88, Damg_88]; note that |
additional prefix-free encoding is necessary, since the length of x is fixed. In particular, by using claw-fr
pairs of [GOMR_88, Damg_88], one can obtain g's whose collision-freeness is equivalent to factoring
the discrete log.

3.2.1.2  Efficiency improvements

If the functions g were to be used as in the one-time signature scheme,/Aido#igirAlice would have to

do the following: In advance, she chooseA peirs (% p,Y) p) randomly, where=1,... A, b=0,1. She

publishes the images g(x,y) p)- Later, as a signature that the value ofXte bit is b, she shows the

preimage (X, o Ya,b)-

1. The main disadvantage of this scheme is that a large number of values must be published in adve
This can be avoided by tree authentication like that by Merkle for publishing lists of public key
[Merk_80]: Let h be a hash function. The values to be published are used as leaves of a binary tree.
value of each inner node is h(left_child, right_child). Only the value of the root is published. Later,
authenticate one of the leaf values, all its forefathers and the other child of each one must be shown.

Again, a collision will serve as proof of forgery.

2. For 1., the depth of the tree, and thus the number of bits which can be signed, must be fixed a pr
This can be avoided by using some of these bits as roots of new trees. Depending on the applica
this can be done in two ways.

One way is to form a global tree structure like that in [Merk_88]. To distinguish the trees ar
signatures used in 1. from this global structure, we will call them mini-trees and mini-signatures for t
moment. The nodes of the global tree are the roots of the mini-treessaRhild of R in the global
tree iff R, is authenticated within the mini-tree of .REach global signature consists of one mini-
signature of the message with respect to one mini-tree root R, and the mini-signatures of R and al
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forefathers in the global tree. However, here one would choose the mini-trees much larger thar
[Merk_88], where each one only serves to sign one message and two new roots.

The second is to exchange the roots completely, broadcasting the new roots using the protoce
3.2.2. In contrast to the first way, old mini-trees need not be stored, and the length of signatu
remains constant. This is particularly suitable for applications where many signatures are needed,
need not be stored for a long time, e.q., reliable broadcast.

3. Like in [Merkl_82] (according to [Merk_88]), only bits with the value 1 need to be signed if the
messages are first encoded by a code which detects all changes of 1 into 0.

4. If the messages to be signed are long, they can be hashed first, and only the result is signed bit b
Again, a collision must be accepted as proof of forgery.

Note that the hash functions used in 1. and 4. must, of course, be collision-free in the computational se

but that no additional information-theoretical requirement, like for the functions g, is necessary, since

does not matter if the preimages are guessed. Therefore any hash functions can be used, e.g., th

[Damg_88]. These are particularly suitable here, because they are based on the same intractal

assumptions as the hiding functions.

3.2.1.3  The complete scheme

The resulting signature scheme can best be presented in protocol form. One can first construct a two-|
protocol for a signer Alice and a recipient Bob [WaPf_89], and any outsider Vera can later solve dispu
between them. Here we will describe the full n-party protocol, where each party wants to sign messe
and to verify all other signatures, at once.

Assume that a generator G for hiding functions and a generator H for hash functions have been chc
Let k be thesecurity parameter for collision-freenessi.e. the value for which it is assumed that finding
collisions of g or h is infeasible for the attacker. A second security paramétesecurity parameter for
the probability of unprovable forgery, is chosen.

For simplicity, we assume that each participant wants to sign a fixed number N of messages, and
either the length of each message is fixed a priori (this might be the case in the reliable broadc
application), or they are first hashed to a fixed length. Let C be the encoding function used for efficier
improvement 3, and L the length of the messages when they are encoded using C.

The protocol needs one step more than explained so far: Since the recipients of signatures are allow
choose the functions, it must be ensured that these functions have the properties which are necessary f
signers. In particular, g(x, * ) must really be a permutation of D, and d must define a uniform distributi
on D. This can be shown by a zero-knowledge proof that (d, g) is indeed a possible outptj.aitG(1
must be a proof in the unconditional sense, except perhaps with an exponentially small chance of chea
whereas the zero-knowledge need not be perfect;)alfidP? disagree on the outcome of this proof, each
other honest participant,Pmust be able to decide which one is lying. (This does not meanghat P
convinced by the proof ifjPand B agree on it.) For example, the proofs in [GoM1_86] have these
properties. If the hiding functions are based on the special claw-free pairs in [GOMR_88 § 6.3], the pr:
in [GrPe_88] for Blum integers should suffice.

During the key distribution phase, we must of course assume some non-cryptographic form of relia
broadcast.

The resulting protocol, not in a fully formalized form, looks like this:

Key distribution phase:

[1] Each participant jPuses G() to choose dand g, and H(X) to choose h and publishes
them. (If, e.g., G and H are based on the same family of claw-free pairs, one can al
choose just one claw-free pair and construct boéimd h from it.)

[2] For each pair B of participants, Ppublicly gives P a zero-knowledge proof that, g
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together with ¢ is a correct hiding function. Ifjloes not succeed, each other participant
Py, considers Pas an attacker.

For each P participant Pdoes the following:

Forp=1,...N,I = 1,....L, B chooses &, | 0 {0,1}° randomly, and §), | using g,
and stores them.

She forms the imageg "), |, y() | ), and uses them as leaves of a binary t{&@. T
The value of each inner node is computed by applyitgits two children.

P makes the value(® of the root public.

Main phase:

[4]

[5]

Assume that as herth signature, Pwants to sign a message M. The signature consists of
n parts %,...,S,, where $is meant to convince; P

To form §, let Mj* = C(M) or Mj* = C(hj(M)), depending on whether the messages are of
fixed length or must first be hashed. L&t ..., b, be the bits of M.
P, looks up the values

u®p = o)), ¥ ) foralll O{d,...,L} with b®); =1

Si consists of the(ll;'s, together with the values to check their authenticity with respect to
R(.) | i.e. the other children of all the forefathers of theu{f)|)'s in T(:), in some
predefined order.

P stores (My).

Each R, who receives a message M, the numbers j of the signgr ahihe signature, and
such a signature (S.., ), must check each part. &or that, R, first computes H1,...,
b, just as in [4].

Pm now uses gand h to check whether the (;J(f)_|)'s and the remaining components pf S
form the correct branches of a tree with the rdoi.T

Forgery check phase:

[6]
[7]

[8]

Each honest participant who receives a signaturg¢syfsénds it back tg.P

Assume that Preceives a forged signature(S., ) for a message M and a numiper

For each P R tries to find either ajgor an k-collision. This is carried out by comparing
the forged with the corresponding correct signature: First, if messages are hasheuband P
already usedgh to sign a message M} €hecks if f(M) = hj(M’). If not, F checks if |S|')| =
(D, 1, 0D ) for all components®; of §, and if all other components have the value of
the corresponding node ifi¥. If not, there must be a collision with the correct signature
on the path from the incorrect node to the correct root.

P publishes these collisions.

Each honest participangRvho receives a;gor h-collision accepts this ggoof of forgery

for P;. If there is a proof of forgery for;For all P, B, accepts this agroof of forgery
(more precisely: as proof that someone can break the signature scheme, not that someong
forged anything).

It is not yet obvious why we emphasized the fact that participamtets to see a proof of forgery for each
participant, and not just for himself, before he accepts it as proof of forgery. This will be needed when
scheme is used within Byzantine Agreement, because this fact serves to ensure agreement upon whetr
scheme was broken or not. This also explains wlyysiynatures must contain a payte least if the
function g is not trap-door: A forged signature must, in particular, guarantee; thiad$a collision of her
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own functions.

Formalizing the reasons which were used as motivation for the scheme, one obtains the following lemm

Lemmal Assume the basic protocol for n parties described above, and that no undiscovered cheating
occurred during phase [2].

i. The problem of forging a signature which an honest participant will accept in step [5] i
equivalent to breaking one of the families of collision-free functions.

ii. Each forged signature enables the supposed signtr ferm a proof of forgery, with
probability not less than
1yn
(1 o)
iii. Conversely, forging a proof of forgery is equivalent to breaking one of the families of collision
free functions.

A sketch of a proof of the previous simpler scheme can be found in [WaPf_89], a complete proof is
appear in [Pfitl_89].

The length of the signatures can be reduced, if the participants agree upon one g and one h, instead
the g, hy. This may be achieved by using a computationally secure protocol for multi-party computatior
The random inputs q, r for G, H are chosen by all participants together, e.g. as the sum of; values «
which are chosen by, Pandomly. To execute the whole algorithm (i.e. G, H, and the computation of g,
from g, r;), the multi-party protocol of [ChDG_88], with a bit commitment scheme unconditionally securt
for the verifier, is used. Since the original generators G and H are errorless, i.e. for all inputs they comy
correct functions g and h, the output is unconditionally correct with an exponentially small errc
probability. If the attacker is unable to break the commitment scheme, he obtains no trap-door informai
about g, h.

Each participant who disrupts the computation by submitting wrong messages (which will k
recognized with an at most exponentially small error probability) is assumed to be an attacker, and
computation is repeated without him. (Usually, e.g., in [GMW_87, GaHY_88], it is suggested that
disturbing participant is somehow simulated by the other participants, i.e. disturbanots abexl. For
this, each participant's secret must be shared among the others, thus one has to assume 2 « |/
additionally. In our case, there is nothing to gain from forcing a dishonest participant to take part.)

Anyway, these protocols are not very practical. The situation seems better if the (otherwise It
efficient) collision-free pairs based on the discrete log of [Damg_88] are used, because in that case,
protocol for choosing mutually trusted random bits should suffice.

3.2.2 A protocol for fail-stop Byzantine Agreement

In [DoSt_83], Dolev and Strong describe (and prove) a computationally secure protocol for Byzanti
Agreement, which can tolerate any number of attackers and where each honest participant needs to
two different messages at the most. If there is only one or no honest participant, there is no problem, h
we assume |A| < n-1 in the following.

We derive a fail-stop Byzantine Agreement protocol from that specific protocol, although a simil
construction is possible from any Byzantine Agreement protocol which works with signatures. Ea
message of the protocol consists of the value the sender has broadcasted, and a maximum o
signatures. Let;&) denote the value v signed by &nd assume that fron(\9 the signed message v can
be extracted.

The original protocol uses iterated signatures (Iiil\gve(ssw_l( sz(sl(v))...)) ). In our signature
scheme, signatures are much longer than messages. The computational expenditure of the signing pr
and, if the messages are so short that they need not be hashed, also the length of the signatures gro\
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the length of the message. It is therefore preferable teetssef signatures instead (Iikeiivs(v), sw_l(v),
sz(v), sl(v)}). (For the signature scheme in [WaPf_89], iterated signatures would even gro\
exponentially with the number of signers.)

Luckily, the Dolev/Strong protocol can also be implemented with sets of signatures. (Because of t
change, and since the protocol description given in [DoSt_83] is rather short anyway, we have prese
the proof by Dolev and Strong for our scheme in [WaPf_89]).

From the Dolev/Strong protocol, we obtain an (n+1)-phase protocol for Byzantine Agreement whe
breaking can be proved, in the following way:

Byzantine Agreement protocol where breaking can be proved, for up to n-2 attackers

Foro=1,..., n-1:

[ Perform thep-th phase of the Dolev/Strong protocol, but using sets of signatures instead «
iterated signatures, and using the signature scheme in 3.2.1.
[n] Each participant Psends all signatures received during the previous phases back to the

supposed signers, i.e. he sengg)sback to P

[n+1] If Pj has received a forged signatuf@/'$, she tries to form a proof of forgery. If she is
successful, she sends it to all other participants.

[End] If P; has not found or received a proof of forgery, he decides as in the original Dolev/Stror
protocol. Otherwise he decides "signatures broken".

Lemma?2 Byzantine Agreement where breaking can be provedssume the above protocol is executed,
|A| < n-1, and that the attacker is unable to prevent communication between honest participar

i. If the attacker is unable to forge signatures (i.e. to break the collision-free functions), tt
protocol finds the correct agreement after phase [n+1].

ii.  Assume that no undetected cheating occurred during step [2] of the signature scheme.

If an honest participant decides to accept the value v after phase [n+1] (according to t
Dolev/Strong decision rule), then with probability at least
1yn
(2 "0l
v is the correct value (i.e. the sender's value if the sender was honest), and each other hc
participant has either accepted value v, too, or has decided "signatures broken".

iii. If an honest participant decides "signatures broken", he can prove this to all other participa
after the protocol.

Each protocol which satisfies (i), (ii), and (iii), is calBgzantine Agreementwhere breaking
can be proved

Proof. i. Since the attacker cannot forge signatures, the protocol works like the original Dolev/Stroi
protocol. Agreement is therefore guaranteed.

ii. Assume that the honest IRas accepted v after phase [n+1].

In contradiction to Lemma 2, assume that mosthe correct value. Since the Dolev/Strong protocol
always finds the correct value, provided signatures of honest participants are authentic, there must t
least one honest participant who has received a forged signature of an honest partifdntsin phase
[n], P, receives the forgery, and in phase [n+1], she sends the proof of forgery to all other participants v
probability (1-29)". Hence in phase [n+1],; Peceives the proof of forgery and decides "signatures
broken". This contradicts our assumption. Thuk&d3 accepted the correct value v.

Since the same is true for all other honest participants, each one who has not decided "signat
broken" has accepted the same value v.
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iii. If an honest participant decides "signatures broken", he knows a proof of forgery and can show it to
other participants late_]

This protocol can be described as realizing Byzantine Agreement if the signatures are not broken,
Crusader Agreement [Dole_81] otherwise. Additionally, the participants who know that something
wrong can prove it later.

Each participant has to send two messages at the most, and, in particular, to sign a maximum of

values.

Now assume that the above protocol is repeated ad infinitum, i.e. that after the last phase a new phas
starts. Call each protocol executiohraadcast For each broadcast, it is predetermined which participant is
the sender. We add the following supplement to the protocol:

Supplement to the Byzantine Agreement protocol

For each phas@], add the following rule to the protocol:

(9]

If in phase {p-1], R, receives a proof of forgery for the first time, he immediately decides
"signatures broken" faall following (and the current) broadcasts, and sends the proof of
forgery to all other participants. No participant who has decided "sighatures broken™ wi
ever send any further messages.

This supplement guarantees that, if an honest participant decides "signatures broken" iq] pbask [
other honest participant does so in phgsd ]. Hence we have realized fail-stop Byzantine Agreement.

Lemma3 Fail-stop Byzantine Agreement. Assume that the above protocol with the supplement is

iterated ad infinitum, |A| < n-1, and that the attacker is unable to prevent communicatic

between honest participants.

If the attacker is unable to forge signatures (i.e. to break the collision-free functions), tt
protocol realizes reliable broadcast.

Assume that no undetected cheating occurred during step [2] of the signature scheme.

If an attacker, who can forge signatures, disturbgtiebroadcast during the first n phases,
then with probability at least
1yn

(2 "0l
all honest participants decide "signatures broken" at the end oftthbroadcast, and stop
sending.
If an attacker, who can forge signatures, disturbg-mebroadcast during phase [n+1], each
honest participant either decides "signatures broken" at the endreththbeoadcast, or accepts
the correct value at the end of thth broadcast and stops sending after phase [1] of tigst
broadcast.

Proof. i. Follows from Lemma 2(i).

ii. The first two cases are that the attacker sends the forged signature of an honest pajtsceptirerRo
another honest participant in a phgsen, or directly to Pin phase [n]. Thus with the above-mentioned
probability, each participant receives the proof of forgery frgnm Bhase [n+1] of the-th broadcast,
decides "signatures broken", and stops sending.

The third case is that he sends a proof of forgery to an honest participant directly in @ fonake
first time. Then in phasgt1 < n+1, all other honest participants receive it, decide "signatures broken", an
stop sending.

iii. In this case, the attacker sends a proof of forgery to an honest participant directly in phase [n+1] for
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first time. Thus the decisions according to the original Dolev/Strong protocol are still correct, and ea
honest participant receives the proof of forgery at the latest in phase [1] of )&t broadcas[_]

3.2.3 Using fail-stop Byzantine Agreement for untraceability and serviceability

Together with the protocol in 2.3 (i.e. used in all places where the reliable broadcast network was neec
fail-stop broadcast guarantees computationally secure serviceability while preserving unconditiol
untraceability on the inseparability assumption (i.e. the attacker on untraceability is only assumed tc
unable to prevent communication between honest participants) in the sense of S2:

The only way two honest participants can decide differently is that one has accepted a value v while
other has decided "signatures broken" (Lemma 2 ii). But in this case, all honest participants will stop a
broadcast have accepted the correct value. Thus the attacker cannot learn more than an addition&l outg
from a participant who has not received any incorrect value. This cannot give him additional information.

Since this scheme is much less efficient than the schemes of [Waid_89], in practice one could try to
one of those, and only if that were disrupted continually, would one switch to the scheme described f
(by hand, because first the key distribution phase would have to be performed).

4 A protocol without commitment

In the protocols described so far, the assumption that the attacker on serviceability must be restricte
3 ¢ |A| < n or computationally limited (in addition to the reliable broadcast assumption) were needed
commitment.

In this chapter we sketch a protocol without commitment, which only assumes reliable broadcast ¢
2 +|A| + 1 <n. It has a similar phase structure as that in 2.3, although the non-traps are distinguished
traps in another way.

The idea is that a commitment is not really necessary for trap/non-trap announcements (because i
owner changes his mind about whether it is a trap or not, this does not harm anybody else, becaus
others are not allowed to disturb it anyway). The problem that only the owner may be allowed to annou
that it was a trap is solved by a password scheme: In the announcement phase, each other participant
the anonymous owner of a slot a password. The sending of passwords is protected by key
cryptography [AISc_83, Pfit_89] and keyless authentication [Bura_88, WaPf_89], which can k
implemented very efficiently using superposed sending.

Output commitment is no longer possible on this assumption either. Instead, the participants must <
in a different order in each protocol execution.

A full description can be found in [WaPf_89].

5 Other applications of the signature scheme

5.1 Adaptive Byzantine Agreement

The signature scheme in 3.2.1 can also be used for a Byzantine Agreement protocol where one nee
decide between the two restrictions on the attacker (computationally restricted or 3 ¢ |A| < n) a pric
Instead, it will always work if at least one of them is fulfilled. (A similar protocol will appear as a specie
case of the protocol in [Chaul_89], but it seems to need the assumption 2 ¢ |A| < n in addition to
computational restriction for fault tolerance.)

The first idea is, of course, to start with a Byzantine Agreement protocol BA1 which works with an
kind of signatures, implemented with the signature scheme where breaking can be proved, and to |
another Byzantine Agreement protocol BA2 which works for 3 « |A| < n as an alternative.
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Now, in contrast to the situation in 3.2, one needs a definite moment when everybody knows whet
the signatures are assumed broken and BA2 must be used, or whether the results of BAl are used. Bl
suitable implementation, this doubtful situation can only arise if the signatures are broken. Thus lucki
here we can assume that the attacker is restricted by 3 « |A| < n (also in contrast to 3.2, where we h;
consider the unlimited attacker on untraceability).

This provides motivation for a simple protocol where, after the execution of BA1 and BA2 for th
original value, each participant uses BA2 to broadcast whether he knows a proof of forgery. If he does
must broadcast not just the value "yes", but the proof of forgery itself. This prevents the participants fr
disturbing the decision if 3 « |A| < n does not hold (but, consequently, the computational restriction does

The exact protocol and its proof can be found in [WaPf_89], together with some simple efficient
improvements, e.g., t@/3 « Miphases.

5.2 Payment systems

Signatures where forgery can be proved can be used to shift the risk that the system is broken, whit
usually borne by the signer, to the recipient of the signature. (This, however, is not necessary; one can
leave the risk with the signer, but limit it by the fact that the system is no longer used once the first proo
forgery appears.)

This could, e.g., be useful with the clients' signatures in a payment system. Since each client only s
messages for the bank, the basic two-party protocol (cf. 3.2.1.3) suffices. For example, in [ChFN_88 ¢
it was regretted that the scheme is not unconditionally secure for the clients. This can easily be achievec
scheme already contains preimages of a hiding function as the clients' signatures. Only, the images mt
authenticated using the tree authentication in 3.2.1.2, instead of a normal signature scheme. (Since ir
case the clients sign one-bit messages only, and only one pair g and h, chosen by the bank, needs
used, the size of the signatures is comparable to that of normal signature schemes.)

5.3 Solving disputes about secret keys

Another useful application, suggested by David Chaum [Chau3_89], is solving disputes about sha
secret keys, e.g., during an investigation into some rounds of the DC-net (cf. [Chau_88] or 2.1). 1
original protocol in [Chau_88 § 2.6] is just that the two participants exchange signatures on the shared
bits or on "split bits", i.e. two values whose exclusive or is the key bit, and to use tree authentication
[Merk_80] or 3.2.1.2) as an efficiency improvement. This can easily be adapted to yield unconditior
security, without losing too much efficiency, because only two parties are involved, and the values to
signed are already known during what corresponds to the key distribution phase. The basic addition it
course, that collisions of the hash function used in the authentication tree serve as proof of forge
However, some change is also necessary in the authentication of the root R:

The way with the smallest change is not to use split bits, and to add the rule that if the two participe
show (normal) signatures of each other on different values for R, the conflict cannot be resolved (bece
either both are attackers or one has forged the signature of the other). Thus in the case of the DC-netl
would return to removing the key. (In the case of split bits, there would be no way at all of recognizil
forged signatures.)

A second way is to substitute the top level signature by one whose forgery can be proved. Now, if
split bits are used and the participants show signatures on different values for R, both can be consider:
attackers (since if only one were an attacker, one of the signatures would have to be forged, thus the
one could prove it).

A third way is to make R public. Of course, this must not undermine the unconditional secrecy of t
key. For this, instead of R itself, a hiding function of it could be published, i.e. g(R, y) for a random y.

If one wishes that in the course of solving a dispute about some bits, no information about other |
becomes public (this is a scenario where not all attackers collude), the intermediate hash values ir
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authentication tree must not contain such information. Therefore one should apply a hiding function to
leaves of the authentication tree, i.e. to the blocks of bits which are always investigated together.

5.4 Signatures which cannot be shown round

Finally, another property, which has just been noticed as desirable for signature schemes in s¢
applications [ChAn_89], is somehow inherent in our scheme. This is that the recipient of a signature, B
cannot show it around without the help of the signer, Alice (who would sometimes be forced to provi
this help, e.g., if asked to do so by a court).

For this, the two-party protocol must be used, where each signature uses just one g and one h, cf
by Bob. The hiding function g must be based on claw-free pairs with trap-doors, as in 3.2.1.1. Bob m
be told the leaves of the authentication tree. Now, using the trap-door, he can form valid looking signatt
himself. They only become authentic if Alice declares that she cannot find a proof of forgery against ther

The difference to the scheme in [ChAn_89] is like that to usual signature schemes: that scheme is
unconditionally secure for the signer, but the signatures are usually much shorter there.

6 Summary

The goal of this paper was to investigate how, on the basis of superposed sending (1.1), a sende!
recipient untraceability scheme can be realized which additionally guarantees serviceability on cert
assumptions.

The protocol for solving this problem suggested in [Chau_88] can be misused for an easy active ati
on untraceability (2.2), but its basic idea can be used for the secure solutions presented.

The restrictions Aeryand Aniy ON the attackers against serviceability and untraceability, resp., whicl
are necessary for the different protocols, are summarized in Figure 2. For a comparison, we include
schemes of [Waid_89]. P is the set of participants, A the set of attackers.

Protocol Section Agerv Auntr Untraceability
probabilistic
Superposed sending 1.1, [Chau_88] A=0 reliable no
broadcast
Fail-stop broadcast [Waid_89, 3.2.2.1] A=[ unconditional no
[Waid 89, 3.2.2.2-3] A=[] unconditional yes
reliable broadcast assumption
2.3 Ll comp. restr. Utrue no
Reliable broadcast 2.3 [03¢|A| < |P| [13¢|A| < |P| no
4 02¢[A]+1 < |P] 02¢|Al+1 < |P] yes

attacker cannot prevent communication
between honest participants

Byzantine agreement 3.1 [13¢|A| < |P| (Untraceability probabilistic if
authentication codes are necessary)
3.1 A computationally restricted yes

attacker cannot prevent communication
between honest participants

Fail-stop agreement 3.2 [Jcomp. restr. | unconditional yes

Figure 2 Summary
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Our solution described in 3.2 is basedfaistop Byzantine Agreemenf i.e. Byzantine Agreement with
signatures and the additional property that as soon as the attacker forges signatures, all other partici|
will recognize this. This is realized by a provably secure (one-8igegture scheme whose forgery by an
unexpectedly powerful attacker is provable

The method can also be applied to readidaptive Byzantine Agreementi.e. Byzantine Agreement
which can only be disrupted by an attacker who controls at least a third of all partieipimteo can
forge signatures (5.1). Other possible applications are payment systems, solving disputes about st
secrets, and signatures which cannot be shown round (5.2 - 5.4).
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