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Abstract Wediscusgproblemsandtrade-ofs with systemsproviding anorymity
for webbrowsing(or moregenerallyary communicatiorsystenthatrequiredow
lateng interaction).We focuson two main systemsthe Freedomnetwork [12]
andPipeNet8]. AlthoughFreedomis efficientandreasonablgecureagainsde-
nial of serviceattacks,it is vulnerableto somegenerictraffic analysisattacks,
which we describe On the otherhand,we look at PipeNet,a simpletheoretical
modelwhich protectsagainsthe traffic analysisattackswe point out, but is vul-
nerableto denialof servicesattacksandhasefficiengy problemsin light of these
obserations,we discusshetrade-ofs thatonefaceswvhentrying to construcian
efficientlow latengy communicatiorsystemthat protectsusersanorymity.

1 Intr oduction

For several years,cryptographerdiave studiedways of providing confidentiality au-
thenticationandintegrity to partiesthat wish to communicatesecurelyamongsteach
other Protocolsthat provide thesepropertieshave beenthoroughly studied,and we
now have efficient, effective, andreasonablyvell understoogrotocols.Oneotherde-
siredpropertythathasreceved muchlessattentionis thatof protectingthe identity of

one’s partnersn communicationThis is animportantproperty for examplethe mere
factthattwo competingcompaniesareexchangingnessagemightleakvaluableinfor-

mation(it couldbeanindicationthatthetwo companiesrenegotiatingamemer).It is

alsoa propertydesiredby Internetusers;usersdo not wantto be monitoredandhave
their surfing habitsloggedand presered by unauthorizedarties,in orderto createa
dossierthat containsextensve information aboutthemandis storedfor long periods
of time. In this paperwe focuson systemsproviding anorymity for web browsing, or

more generallyfor areaswherelow lateng, interactve communicatioris needede-

mail protocols.for example,generallydo not requirethis). Theseprotocolshave to be
efficient aswell ashide the identitiesof the two communicatingparties(what URL a
certainuseris accessing).

1.1 Overview

We examinethe Freedommetwork [12] anddescriberaffic analysisattacksagainsthe
systemwhich generalize¢o mary otheranorymity providing systemsWe work with a
simplifiedthreatmodelthatturnsout to be very useful. We thentake alook at PipeNet



[8], atheoreticalmodelwhich seemgo guardagainstthe traffic analysisattackswe

describe PipeNetis an interestingconceptto analyzesinceit is simple, supportsin-

teractive stream-orientedommunicatiorand offers good security It implementssyn-
chronicity over anasynchronousetwork, which allows it to protectagainstthe traffic

analysisattacksve know about.However, PipeNetis inefficientandvulnerableo catas-
trophicdenialof serviceyDoS)attackswhich areeasyto perpetratewhereag-reedom
seemdsto withstandDoS attacksbetterandis efficient. We point out a trade-of that
presentlyexistsin anorymity providing systemsonewantsto balancetraffic analysis
resistanceperformanceDoSresistanceandbandwidthcost.

1.2 Organization

In section2, we discussprevioustheoreticaland practicalwork relatingto anorymity
providing systemsdemandingow latengy communicationPracticalissuesregarding
the deploymentof thesesystemsareexploredin section3. In section4 we give a high
level descriptionof the partsof Freedomthatrelateto anorymousbrowsing (ignoring
extra functionalitiessuch as cookie managemente-mail and pseudogmity). In sec-
tion 5 we defineanorymity in an interactive setting.We then describe,in section6,
traffic analysisattacksagainstFreedomunderthis threatmodel. Section7 describes
PipeNetanddiscusseds advantagesanddisadwantagesSection8 describeghetrade-
offs pointedout in earlier sections.Conclusionsand openproblemscan be found in
section9.

2 RelatedWork

In [6], Chaumdescribesa way to enableone participantto anorymouslybroadcast
messagéDC-net).If themessagés destinedo a specificuser it canbeencryptedwith

theuserspublickey. Sincethemessagés recevedby all partiesyecipientanorymity is

trivially maintainedUnfortunatelythis methodhasseveralseriousdrawbacksonly one
participantcansenda messageat ary giventime, throughputs limited to worst case,
a participantcandery servicesto othersby constantlysendingmessagethroughthe
DC-net, the compleity of communicatioron mostnetwork topologiesis very great,

the numberof participantsa userneedsto sharea secretkey with cangrow to be very

large, and active attacksallow malicioususersto computelegitimate messagesvhile

othersgain no informationon it. Work hasbeendoneto solve the problemof DoS by

detectingdisruptersreplacingthereliablebroadcasassumptiorandprotectingagainst
active attacks([30], [3], [29]), but the resultingprotocolsstill suffer from efficiency

problems- eachparticipanthasto sendat leastasmuchin the physicalsenseasall the

participantdogethemwantto sendin thelogical sense.

1 A solutionto this problemwaspresentedh [6], but its communicatiorandtime compleity is
quadratidn the sizeof theanorymity set,makingit infeasiblein practice.

2 ChaumarguesthatDC-netsareefficientin aring topology which canbefoundon somelocal
networks, but doesnot exist in large scalenetworks suchasthe Internet.



Securemulti-party computationd area relatedproblemthathasreceived consider
ableattention([13], [11], [27], [7]). A multi-party computatiorprotocolcanbeusedto
hide participantscommunicatiorpartnerg[24]). But generamulti-partycomputations
areinefficientin practicewith regardsto communicatiortomplexity, andmostsolutions
rely ontheexistenceof asynchronousetwork andareoftennotsecureagainstlynamic
adwersariesMulti-party computationghatare securein anasynchronousetwork are
evenmorecomplex (see[4]).

In [5], Chaumintroducedthe idea of the mix-net. A mix is a node(sener) in a
network that recevesa certainnumberof messageanodifiesthemusing somecryp-
tographictransformatiorand outputsthemin a randomorderin sucha way thatone
cannotcorrelatewhich outputmessagéelongsto which input messagewithout the
aid of themix node,whenseveralmessagearepassedimultaneously

Racloff and Simon ([24]) define (and provide a proof of securityfor) a system
thatusesmix-nodes.Unfortunately the settingin which they work is not practicalei-
ther:they assumea synchronousietwork, usemix-nodesto processat mosttwo mes-
sagesat a time and put constraintson the routes.Additional work hasbeendoneon
mix-nets([22], [17], [16], [18], [21], [10]), but the proposedsolutionsalsorely on a
synchronousetwork, reliable broadcasthannelsand use public key encryptionex-
tensiely. In generalmix-nodesintroducesomelateny becausenessagearedelayed
by the mix, which canbe acceptabldor applicationssuchas e-mail but lessso for
applicationssuchaswebsurfing.

On a more practicalside, several systemsproviding fast, anorymous,interactve
communicatiorhave beenimplementedThefirst onewasthe Anonymizer ([1]) from
Anonymizercom.lt is essentiallya sener with aweb proxy thatfilters out identifying
headersandsourceaddressefom webbrowsers’requestginsteadof seeingthe users
true identity, a web sener seeonly theidentity of the Anonymizersener). This solu-
tion offersratherweaksecurity(nolog safgguardingandasinglepointof vulnerability).

Crowds ([26]) consistsof a numberof network nodesthat arerun by the usersof
thesystemWebrequestarerandomlychainedthrougha numberof thembeforebeing
forwardedto the web sener hostingthe requestediata. The sener will seea connec-
tion comingfrom oneof the Crowds users,but cannottell which of themis the orig-
inal senderIn addition, Crowds usesencryption,so that someprotectionis provided
againstattaclerswho intercepta users network connection However, this encryption
doesnot protectagainsianattacler who cooperatesvith oneof the nodesthatthe user
hasselectedsincethe encryptionkey is sharedbetweenall nodesparticipatingin a
connectionCrowds is alsovulnerableto passie traffic analysis:sincethe encrypted
messagesare forwardedwithout modification,traffic analysisis trivial if the attacler
canobsene all network connectionsAn eavesdroppeinterceptingonly the encrypted
messagebetweerthe userandthefirst nodein the chainaswell asthe cleartext mes-
sagedetweerthefinal nodeandthe web sener canassociatéhe encrypteddatawith
theplaintext usingthe datalengthandthetransmissiortime.

3 Computationsn which participantscomputea public function on their privateinputsandin
which participantdearnnothingmorethanwhatthey candeduceorm their own inputandthe
resultof the computatiorof thefunction



Onion Routing([14], [28]) is anothersystemthat allows anorymousbrowsing. In
this system,a usersendsencrypteddatato a network of so-calledOnion Routers(es-
sentially thesearereal-timemixes'). A trustedproxy chooses seriesof thesenetwork
nodesandopensa connectiorby sendinga multiply encrypteddatastructurecalledan
“onion” to thefirst of them.Eachnoderemovesonelayerof encryptionwhich reveals
parametersuchas sessiorkeys, and forwardsthe encryptedremainderof the onion
to the next network node.Oncethe connectioris setup, an applicationspecificproxy
forwardsHTTP datathroughthe Onion Routing network to a respondeproxy which
establishes connectionwith the web sener the userwishesto use.The users proxy
multiply encryptsoutgoingpacketswith the sessiorkeysit sentoutin the setupphase;
eachnodedecryptsand forwardsthe paclets,and encryptsand forwardspaclketsthat
containthesener’sresponse.

In spiteof thesimilar design,OnionRoutingcannotachiese thetraffic analysispro-
tectionof anideal mix-netdueto the low-lateng requirementsasshavn in sectioneé.
Thesamaes thecasefor the Freedomrmetwork describedn sectiord; Freedomhowever
is lesssimilar to mix-netsin thatis doesnot attemptto reordermpaclets.

In [23], the mix-net conceptis extendedto allow for interactve usein the spe-
cial settingof digital telephoty, while retainingmostof its securityfeatures So-called
mix-channelgprovide anorymity amongthe usersof a local exchange A channeles-
tablishmentmessagés sentthrougha fixed sequencef mixes(cascad®, which then
resene bandwidthfor the channellf amix doesnot receve datain time, it will fill the
channelwith dummuytraffic. Mix-channelswvouldrequirealargenumberof connections
thatareinitiated at the sametime andhave equallength. This problemis solved with
theintroductionof time-slicechannelsUsersalwaysmaintainafixed numberof active
channelainddecideat the beginning of eachtime slicewhich channelsareusedfor ac-
tual communicationgndwhich of themgeneratecover traffic. To signala connection
requestconnectiorrequestarebroadcasatthecalleeslocal exchangeThisresultsin
limiting theanorymity setto about5000users.

3 Practical Considerations

For practicalsystemgherearea numberof reasonsvhy it is necessaryo have a proto-
col thatis implementablen existing Internetroutinginfrastructureandimplementable
with adequat@erformanceén softwareon existing network hostswhichwouldbelik ely
to participatein the system.

— infrastructue cost — replacingInternetinfrastructureis prohibitively expensve.
This rulesout systemgelying on communicationdinks and constructsnot avail-
ableon the Internet,suchasanorymousbroadcastsynchronousonnectionsand
reliability.

4 Real-timemixes,contraryto ordinaryChaummixes,processnessages real-time thuscant
wait anindefiniteamountof time in orderto receve anadequatenumberof message mix
together

5 The adwantagesf cascadesver freely selectedoutes— especiallywhena large numberof
mixesis compromised- arediscussedn [2].



— nodehardware cost— addinghardwareacceleratiorboardsto machinesactingas
nodess expensve andabarrierto entry Hardwaresystemsableto performpublic
key operationgper IP paclet on high capacitylinks are currentlyvery expensve.
As Internetbandwidthandthe bandwidthsupportedoy Internethostsis growing
quickly also,this appeardik ely to remainthe casefor the foreseeabléuture. This
rulesoutsystemselyingonpublickey operationperpacket, suchasmix-netbased
systems.

— public auditability — componentsn distributed trust security systemsshould be
publicly auditable andperformingthird party auditsof hardwareis muchharder
thanfor softwaresystemswith publishedsource This makescustomhardwareun-
desirable.

— cornvenience- it mustbe convenientfor potentialnodeoperatorgo participatein
thenetwork. Installing customhardwareis not corvenient.

In this papemwe concerrourseheswith systemsvhich areefficientanddeployablewith
respecto theabove criteria.

4 Freedom

The Freedomnetwork [12] is composedf a setof nodescalled Anonymousinternet
Proxieswhich run on top of the existing Internetinfrastructure.To communicatewith
aweb sener, the userfirst selectsa seriesof nodes(a route),andthenusesthis route
to forward IP pacletsthat are strippedof identifying information. (Identifying HTTP
headersrealsostrippedaway by a proxy ontheclientsmachine.)

Theclientusesaroutecreationprotocolto setupacommunicationshannethrough
the Freedomnetwork. This protocol enableghe client to sharetwo secretkeys with
eachnode(onefor eachdirectionof communication)aswell asto tell eachnodewhat
the previous and next nodesare in the route. During this protocol, eachnode setsa
pair of AnonymousConnectiondentifiers(ACIs) which areuniqueandassociataext
andprevious nodeswith a route.Eachnodeendsup knowing only whatthe next and
previousnodesareonacertainroute.Theclientcansharekeyswith thesenodeswithout
beingidentifiedthroughthe executionof half-certifiedDiffie-Hellmankey agreement
(only thenodesideis certified,theclient sideis anorymous).

Eachnodein theroute,exceptfor thelast,simply forwardsthe pacletsit recevesto
thenext nodein theroute.Whenthelastnoderecevesa paclet, it replacegshe missing
IP sourceaddresgthatwasstrippedby the sender)with a speciallP addressalledthe
wormholelP address(Nodeshave oneor morewormholelP addressethatare used
asexit pointsfor routesin the Freedomnetwork in additionto their regular Internet
addresse8)

Now, if a usersimply sentIP pacletsin the clear an obsener could easilyfollow
the pacletsanddeterminevhichwebsenera certainclientis communicatingvith and
throughwhich route.To preventthis, the client multiply encryptseachpacletit sends.
The client first encryptsthe whole IP paclet with the key it shareswith the lastnode,

5 Network AddressTranslatiortechniquesnale it possibleto supportmultiple clientsusingthe
samewormholelP address.



theresultis thenencryptedwith the key sharedwith the penultimatenode,andsoon,

all the way down to the key it shareswith the first node.The client concatenatethe

ACI of thefirst nodeto the resultingmessagethensendgheresultto thefirst nodein

theroute. Thenodedecryptsthefirst layer, andforwardsthe pacletto thenodedefined
by the ACI, rewriting the ACI for the secondhode.This is doneat eachnode,in turn,

andthelP pacletfinally exits thewormholeto thewebsener. Thewebsenerseeonly

a pacletwith IP headerscorrespondindo the wormhole.By multiply encryptingthe

paclets,no node(apartfrom thelastone)canview the contentsof the paclets,nor can
ary externalattacler. To hidethe ACls (which canbe usedby anattacler to determine
whichnodesarepartof acertainroute),all communicatiorbetweemodess encrypted
usingsymmetricencryptionkeys sharedy the pairsof nodesn thenetwork. Theclient

alsoencryptsall communicatiorwith thefirst node.Thesesymmetrickeys areobtained
by executinganephemerabiffie-Hellmankey agreement.

5 Simplified Model of Anonymity

We usea model of anorymity that can easily be generalizedo describeanorymity
in more complex network scenariosThe simplified versionis usefulwhendescribing
attacks,providing a simple context for discussionWe considertwo users,Alice and
Bob, who are communicatingwith two web seners,W1 and W2, througha network
of anorymizing nodes,which we call a cloud. Seefigure 1. We have somea priori
probability, whichmodelsour suspicioraboutwhois communicatingvith whom.More
precisely the a priori probability that Alice is communicatingvith W1 is p andthe a
priori probability that Alice is communicatingvith W2is ¢ = 1 — p. If wehavenoa
priori informationp = 1.

The goal of an attacler is to distinguishthe events“Alice is communicatingwith
W1” and“Alice is communicatingwith W2". If the attacler learnsno new informa-
tion to confirm or dery his suspicionsso that his estimateof the probability that Al-
ice is communicatingwvith W1 is still p after his attack,the systemis saidto provide
anorymity.

/_\ /\(_wr W1

kv\/\// — e

Figurel. Anonymity in Interactve Setting



6 Traffic Analysis Against Freedom

We describegenericattacksthatapplyto Freedomput alsoto othersystemsasedon
similar designssuchasOnionRouting.

6.1 Packet counting attack

Oneway of discoveringwith whomAlice is communicatings to find thenodedorming

theroutethatAlice is using.lt is easyto discover the first nodebecausell communi-
cationfrom Alice goesto it. This canbe accomplishedy sniffing packetson Alice’s
ISP, or ary routerin the communicatiorpathbetweenAlice andher first node. Then,
you can countthe numberof paclets enteringthe first node, originating from Alice,

andexaminethe numberof pacletsleaving it. (Evenif the payloadsareencryptedyou

canstill easilycountthem,aslong asyou cansniff pacletsbeforeandafterthe node.
Its ISR, for example,cando this.) You cannow determineto which secondnode,of

possiblysereral, the first nodeis forwardingAlice’s paclets.Evenif Bob connectgo

the samefirst node,you canusea countingmethodto distinguishbetweerthe paclets
beingrelayedon behalfof Alice andBoh. Onethenappliesthe samemethodat each
node,until arriving atthelast.

Constant link padding and traffic shaping Oneway of defendingagainstsuchan
attackis to useconstantink padding Constantink paddingbetweertwo nodeshasthe
nodesexchangea constantnumberof same-sizeghacletsper time unit. But constant
link paddingleavesthe systemvulnerableto othertypesof attackssuchasthelateng
attackdescribedn subsectior6.3. Also, constantlink paddingis very costly if you
arepayingfor eachpaclet thatis beingsentover a network. Traffic shaping [15], as
implementedn the secondgenerationOnion Routing system,could be a solutionto
thislastproblem,but it still leavesthe systenvulnerableto certainattackssuchasWei
Dai's andothersdescribedater.

6.2 WeiDai'sattack on Traffic Shaping

In [9], Wei Dai describesa genericattackagainstsystemshat allocatebandwidthto

the usersasconnectionsareestablishec&ndimplementtraffic shapingbetweemodes.
Here the attacler createsan anorymousrouteto himself, througha pair of nodeshe
suspectgo belongto Alice’s route. The attacler thenincreaseshe traffic throughthis

routeuntil thetotal traffic betweerthe pair of nodesreacheghe bandwidthlimit setby

thetraffic shapingAt this point the nodesno longersendary paddingpacletsto each
other, andthe realtraffic throughputbetweerthemcanbe deducedy subtractinghe

traffic sentby the attacler from the bandwidthlimit.

" Traffic shapingn this context refersto thenodesusinganalgorithmbasednarolling average
of realtraffic, to let paddingdecayover sometime periodbasecdbn utilization.



6.3 Latency attack

The lateny attackis probablythe mostdifficult to protectagainst.t is basedon the
factthatthelateng on differentrouteswill differ, andthesedatenciescanbecomputed
by the attacler. To computethe lateng in a communicatiorpathgoing from the user
throughnodesA, B andC to asener W1, anattacler simply need€o usethe systento
createaroutethroughthosenodeso communicatéo W1 andcomputethelateng (e.g.
usingping times)of communicatiorandsubtracthe lateng from the communication
pathbetweenthe attacler andnodeA. The closerthe attacler is to the first node,the
more precisehis timings will be (communicationwon’t be greatly re-routedby the
underlyingnetwork). Theattacler canthencomputethelateng betweenAlice andthe
first node(thisis trivial if hecontrolsthefirst node).Oncetheattacler hascomputeca
setof timings,thereareseveralthingstheattacler cando, dependingnthetimingshe
gatheredIf someroutesclearly differ by their lateng timings, it is easyto determine
whichrouteAlice wasusing.Statisticaimethodsanbeusedto removenoisein orderto
obtainextra precision similarly to themethodsproposedn [19] (in adifferentcontext).
If theattacler noticesspikeson a graphof lateng versustime for Alice’s route,hecan
matchthosewith spikeson the graphsof routeswhoselateng he hasbeenmeasuring.

This attackrevealswhatseemgo bea fallacy in theoreticaldefinitionsof security
For example,in [28], the authorsstatethatif links are paddedor bandwidthis limited
to a constantate,onecanignorepassie eavesdropper$ This is technicallycorrectif
apassie eavesdroppers definedassomeonavho cannotaccesshe network asa reg-
ular userandcomputetimings on the network (whichis implied by the definitionused
in mosttheoreticalwork). However this attackmodelis not very interestingand defi-
nitely misleading.Thelateng attackpointedout above andthe next attackwe present
demonstrat¢hatif anattacler cansimply computetimings (whichis aspassive asone
canexpectanattacler to bein practice),or usethe system|ink paddingor bandwidth
limiting links to a constantratedoesnot protectthe systemagainsteasytraffic analysis
attacks.

6.4 Cloggingattack

In a simplertiming attack,an attacler obsenesthe communicatiorbetweena certain
lastnodeC andWL1. He thencreatesa route througha chosensetof nodesandclogs
theroutewith mary requestslf he obsenesadecreas throughputfrom Cto W1, he
candeducethatoneof the nodesin the route he createdbelongsto a routecontaining
C. Theattacler canuseabinarystyle searcho find all the nodeshelongingto a certain
route.Oncetherouteto W1 is known, the attacler knows the usersfirst node.He can
thenusesimilar techniquego identify the individual userof the possibleusersof that
node.This attackis plausiblydeniableasinternettraffic is oftenbursty.

A variantof the cloggingattackis to exploit somelP protocolor implementation
flaw to temporarilydelay packet delivery at an intermediaterouter (not necessarilya
node)on atargetedroute.

8 Sectiond4, Assumptior2 of [28]



7 PipeNet

PipeNet8] is asynchronousetwork implementedntop of anasynchronousetwork.
Routesarecreatedthroughthe network from entryto exit nodewith hopschoseruni-
formly at random.The route creationrequestsare mixed — a certainnumberof route
creationrequestsare collectedby a node,shufled andthenactedupon. The useres-
tablishesa sharedkey with eachnodeon its routeaspartof the routecreationprocess,
using a key negotiation algorithm. The routesare paddedendto endfor their dura-
tion. End-to-endpaddingmeansthat the originator createsall of the paddingandthe
recipient(or exit node)stripsthe padding,eachof the intermediatenodesis unableto
distinguishpaddingfrom normaltraffic, andjust processeg asnormal.

Eachnodeusesthe schedulingalgorithmthat consistsof waiting for a paclet on
eachlink beforeforwarding any paclets,whenall paclets have arrived the paclets
areshufled andforwardedto their respectie next hops.(Routedestry requestsare
alsomixed.) The network is synchronousn the sensehatone paclet perlink is sent,
however theremay be morethanonelink betweernpairsof nodesihe numberof links
betweena pair of nodescorresponden the numberof routescurrentlyactive between
thatpair of nodes.

It is presumedhatthetopologywouldlikely befully connectediueto therandom-
izedrouteselectionprocesslin ary casethetopologyis consideregublic knowledge,
asanobsener canwatchtheincreasdn traffic perneighborpair afterroute creations.
Sofor example,if therewasthreeroutesusingnodeA, andtwo new routecreationsare
processeth abatch,afterthattime unit thatnodewill sendfive packetspertime unit.

The attacler can obsene the effect of route creationsasdescribedabore, andso
hasa mapof candidateexit nodescorrespondingo a givenuser However, becausehe
route creationsare batchedand mixed and all traffic for the durationof the route is
fully paddedandsynchronoushe cannot distinguishbetweenthesebasedon passive
attacksln addition,astheroutesareend-to-en¢paddedcompromisediodesobtainno
information.The exit nodeis ableto obsene padding,sinceit mustremoveit.

PipeNetis alsoinvulnerableto active attacksbasedon selectve DoS becauseghe
schedulingalgorithmensureghatthe network reactsto selectve DoS attacksby shut-
ting down. No information other than the alreadypublic topology is leaked by this
processHowever, this exposesPipeNetto an easyand catastrophidoS attack:ary
usercanforever shutdown the entirenetwork by creatingarouteandsendingno pack-
etsthroughit. Performanceuffersfor similarreasonstheschedulingalgorithmmeans
that performances loweredto the worst-casdateng of the links betweeneachpair
of nodesin theroute (in the fully connectedase the worst-casdateng in the entire
network). In addition,the systemis not robust,evenin absencef intentionalattaclers
— PipeNetwould amplify the unreliability of the Internet;a temporaryoutageon ary
link would make the entirenetwork unavailable.

8 Tradeoffs, Hybrid Version

Thetraffic analysisproblemcanbe consideredo be a four-way optimizationproblem,
with thefollowing optimizationcriteria:



— traffic analysisresistance

— performance

— resistanceo catastrophi®oS
— bandwidthcost

In addition, the securityof anorymity systemss affectedby the size of the user
base.The fact that usersare using the systemis not hidden, so the anorymity of a
givenactionis only protectedo the extentthatthe identity is known to be oneof the
setof peoplewho wasonline for the durationover which the actvity took place.In
anorymity systemsusability, efficiengy, reliability andcostbecomesecurityobjectives
becausehey affectthe sizeof userbasewhich in turn affectsthe degreeof anorymity
it is possibleto achieve.

Interestingly the two networks which provide goodtheoreticalsecurity— PipeNet
andDC-net- arebothvulnerableto catastrophi®oSattackgpresuminghatonemust
adopta PipeNetlike schedulingalgorithm to implementa DC-neton the Internet),
andbothhave schedulingalgorithmsthatadwerselyaffect performanceThebandwidth
consumptioris highin both,but worstin DC-nets.

Freedomis bandwidthefficient, hasreasonablg@erformanceis resistanto catas-
trophicDoS, but only providestraffic analysisresistancén awealerthreatmodel.

It remainsanopenquestiorwhetherthereexist hybrid or alternatgprotocolswhich
have resistanceo catastrophicDoS, reasonablebandwidth cost, reasonableperfor
manceand provide traffic analysisresistanceagainsta more aggressie threatmodel
thanFreedondoes.

9 Conclusion

Traffic Analysisis anareaof cryptographythatis notwell representeth theopenliter-
ature.We have examinedtheoreticabswell aspracticalnetwork designsandcompared
their characteristicsn the four-way optimizationmodel. We posethe questionasto
whetherotherinterestingprotocolsexist, with bettertrade-ofs, thatwould be practical
to implementanddeploy.
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