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Status of This Meno

Thi s docunent specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for

i nprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardi zati on state
and status of this protocol. Distribution of this neno is unlimted.

Abst ract

The Domai n Nane System Security (DNSSEC) Extensions introduced the
NSEC resource record (RR) for authenticated denial of existence.

Thi s docunent introduces an alternative resource record, NSEC3, which
simlarly provides authenticated denial of existence. However, it

al so provi des neasures agai nst zone enuneration and permits gradual
expansi on of del egation-centric zones.
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1. Introduction
1.1. Rati onal e

The DNS Security Extensions included the NSEC RR to provide

aut henti cated denial of existence. Though the NSEC RR neets the
requi renents for authenticated denial of existence, it introduces a
side-effect in that the contents of a zone can be enunerated. This
property introduces undesired policy issues.

The enuneration is enabled by the set of NSEC records that exists

i nside a signed zone. An NSEC record lists two names that are
ordered canonically, in order to show that nothing exists between the
two nanes. The conplete set of NSEC records lists all the names in a
zone. It is trivial to enunerate the content of a zone by querying
for names that do not exist.

An enunerated zone can be used, for exanple, as a source of probable
e-mai | addresses for spam or as a key for nultiple WHO S queries to
reveal registrant data that nmany registries may have | ega
obligations to protect. Many registries therefore prohibit the
copyi ng of their zone data; however, the use of NSEC RRs renders

t hese polici es unenforceabl e.

A second problemis that the cost to cryptographically secure

del egations to unsigned zones is high, relative to the perceived
security benefit, in tw cases: |arge, del egation-centric zones, and
zones where insecure delegations will be updated rapidly. 1In these
cases, the costs of maintaining the NSEC RR chain nmay be extrenely
hi gh and use of the "Opt-Qut" convention nay be nore appropriate (for
t hese unsecured zones).

Thi s docunment presents the NSEC3 Resource Record which can be used as
an alternative to NSEC to mitigate these issues

Earlier work to address these issues include [ DNSEXT-NQ , [RFC4956],
and [ DNSEXT- NSEC2v2] .

1.2. Requirenents
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].
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1.3. Terminol ogy

The reader is assunmed to be famliar with the basic DNS and DNSSEC
concepts described in [ RFC1034], [RFC1035], [RFC4033], [RFC4034],

[ RFC4035], and subsequent RFCs that update them [RFC2136],

[ RFC2181], and [ RFC2308].

The following term nology is used throughout this docunent:

Zone enuneration: the practice of discovering the full content of a
zone via successive queries. Zone enuneration was non-trivia
prior to the introduction of DNSSEC.

Original owner nane: the owner nane corresponding to a hashed owner
nane.

Hashed owner nane: the owner name created after applying the hash
function to an owner nane.

Hash order: the order in which hashed owner nanes are arranged
according to their nunerical value, treating the | eftnost (|owest
nunbered) octet as the nobst significant octet. Note that this
order is the same as the canonical DNS name order specified in
[ RFC4034], when the hashed owner nanes are in base32, encoded with
an Extended Hex Al phabet [RFC4648].

Enmpty non-terminal: a domain name that owns no resource records, but
has one or nore subdomains that do.

Del egation: an NS RRSet with a nane different fromthe current zone
apex (non-zone-apex), signifying a delegation to a child zone.

Secure del egation: a nanme containing a delegation (NS RRSet) and a
signed DS RRSet, signifying a delegation to a signed child zone.

I nsecure del egation: a nane containing a delegation (NS RRSet), but
| acking a DS RRSet, signifying a delegation to an unsigned child
zone.

Opt - Qut NSEC3 resource record: an NSEC3 resource record that has the
Opt-Qut flag set to 1.

Opt-Qut zone: a zone with at |east one Opt-Qut NSEC3 RR

Cl osest encloser: the longest existing ancestor of a nane. See also
Section 3.3.1 of [ RFC4592].

Laurie, et al. St andards Track [ Page 5]



RFC 5155 NSEC3 February 2008

Cl osest provable encloser: the |longest ancestor of a nane that can
be proven to exist. Note that this is only different fromthe
cl osest encloser in an Opt-Qut zone.

Next cl oser nanme: the nane one | abel |onger than the cl osest
provabl e encl oser of a nane.

Base32: the "Base 32 Encoding with Extended Hex Al phabet" as
specified in [RFC4648]. Note that trailing padding characters
("=") are not used in the NSEC3 specification

To cover: An NSEC3 RRis said to "cover" a nane if the hash of the
name or "next closer"” nane falls between the owner nanme and the
next hashed owner nane of the NSEC3. In other words, if it proves
t he nonexi stence of the name, either directly or by proving the
nonexi st ence of an ancestor of the nane.

To match: An NSEC3 RRis said to "match" a nane if the owner nane of
the NSEC3 RR is the sane as the hashed owner nanme of that nane.

2. Backwards Conpatibility

This specification describes a protocol change that is not generally
backwards conpatible with [ RFC4033], [RFC4034], and [ RFC4035]. In
particul ar, security-aware resolvers that are unaware of this

speci ficati on (NSEC3-unaware resolvers) may fail to validate the
responses introduced by this docunent.

In order to aid deploynent, this specification uses a signaling
techni que to prevent NSEC3-unaware resolvers fromattenpting to
val i dat e responses from NSEC3-si gned zones

This specification allocates two new DNSKEY al gorithmidentifiers for
this purpose. Al gorithm6, DSA-NSEC3-SHAl is an alias for algorithm
3, DSA. Algorithm7, RSASHAl- NSEC3-SHAl is an alias for algorithmb5,
RSASHA1. These are not new algorithns, they are additiona
identifiers for the existing algorithmns.

Zones signed according to this specification MIST only use these
algorithmidentifiers for their DNSKEY RRs. Because these new
identifiers will be unknown al gorithns to existing, NSEC3-unaware
resol vers, those resolvers will then treat responses fromthe NSEC3
signed zone as insecure, as detailed in Section 5.2 of [RFC4035].

These algorithmidentifiers are used with the NSEC3 hash al gorithm

SHA1. Using other NSEC3 hash algorithns requires allocation of a new
alias (see Section 12.1.3).
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Security aware resolvers that are aware of this specification MJST
recogni ze the new algorithmidentifiers and treat them as equival ent
to the algorithnms that they alias.

A net hodol ogy for transitioning froma DNSSEC signed zone to a zone
signed using NSEC3 is discussed in Section 10.4.

3. The NSEC3 Resource Record

The NSEC3 Resource Record (RR) provides authenticated denial of
exi stence for DNS Resource Record Sets.

The NSEC3 RR lists RR types present at the original owner nane of the
NSEC3 RR. It includes the next hashed owner nane in the hash order
of the zone. The conplete set of NSEC3 RRs in a zone indicates which
RRSets exist for the original owner nane of the RR and forma chain
of hashed owner nanes in the zone. This information is used to
provi de authenticated denial of existence for DNS data. To provide
protection agai nst zone enuneration, the owner nanes used in the
NSEC3 RR are cryptographi c hashes of the original owner name
prepended as a single label to the name of the zone. The NSEC3 RR

i ndi cates which hash function is used to construct the hash, which
salt is used, and how nany iterations of the hash function are
performed over the original owner name. The hashing technique is
described fully in Section 5.

Hashed owner nanes of unsigned del egations nmay be excluded fromthe
chain. An NSEC3 RR whose span covers the hash of an owner nane or
"next closer" name of an unsigned delegation is referred to as an
Opt-Qut NSEC3 RR and is indicated by the presence of a flag.

The owner name for the NSEC3 RR is the base32 encodi ng of the hashed
owner nane prepended as a single |abel to the nane of the zone.

The type value for the NSEC3 RR is 50.

The NSEC3 RR RDATA format is class independent and is described
bel ow.

The class MJUST be the sane as the class of the original owner nane.

The NSEC3 RR SHOULD have the sanme TTL value as the SOA m ni mum TTL
field. This is in the spirit of negative caching [ RFC2308].
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3.1. RDATA Fields
3.1.1. Hash Al gorithm

The Hash Algorithmfield identifies the cryptographic hash al gorithm
used to construct the hash-val ue.

The values for this field are defined in the NSEC3 hash al gorithm
registry defined in Section 11.

3.1.2. Flags

The Flags field contains 8 one-bit flags that can be used to indicate
different processing. Al undefined flags nust be zero. The only
flag defined by this specification is the Opt-Qut flag.

3.1.2.1. Opt-Qut Flag

If the Opt-Qut flag is set, the NSEC3 record covers zero or nore
unsi gned del egati ons.

If the Opt-Qut flag is clear, the NSEC3 record covers zero unsigned
del egati ons.

The Opt-CQut Flag indicates whether this NSEC3 RR nay cover unsigned
del egations. It is the least significant bit in the Flags field.
See Section 6 for details about the use of this flag.

3.1.3. Iterations

The Iterations field defines the nunber of additional tines the hash
function has been perforned. More iterations result in greater
resiliency of the hash value against dictionary attacks, but at a

hi gher conputational cost for both the server and resolver. See
Section 5 for details of the use of this field, and Section 10.3 for
limtations on the val ue.

3.1.4. Salt Length

The Salt Length field defines the length of the Salt field in octets,
ranging in value fromO0 to 255

3.1.5. Salt
The Salt field is appended to the original owner name before hashing

in order to defend against pre-calculated dictionary attacks. See
Section 5 for details on how the salt is used.

Laurie, et al. St andards Track [ Page 8]



RFC 5155 NSEC3 February 2008

3.1.6. Hash Length

The Hash Length field defines the |l ength of the Next Hashed Oaner
Nane field, ranging in value from1l to 255 octets.

3.1.7. Next Hashed Omner Nane

The Next Hashed Omner Nane field contains the next hashed owner nane
in hash order. This value is in binary format. G ven the ordered
set of all hashed owner nanes, the Next Hashed Owner Nane field
contains the hash of an owner nane that imediately follows the owner
name of the given NSEC3 RR. The value of the Next Hashed Omner Nane
field in the last NSEC3 RRin the zone is the same as the hashed
owner nane of the first NSEC3 RRin the zone in hash order. Note
that, unli ke the owner nanme of the NSEC3 RR, the value of this field
does not contain the appended zone nane.

3.1.8. Type Bit Mps

The Type Bit Maps field identifies the RRSet types that exist at the
ori gi nal owner nane of the NSEC3 RR

3.2. NSEC3 RDATA Wre Fornmat
The RDATA of the NSEC3 RR is as shown bel ow

1111111111222222222233
01234567890123456789012345678901
B i i S S i I e i S S R L e e e e
[ Hash Al g. [ FI ags [ Iterations [
R R e R e s s e o S S e R e o o
| Salt Length | Sal t /
B i S S T s i S T st i S S S S S S S S i
| Hash Length | Next Hashed Oaner Nane /
B i i S S i I e i S S R L e e e e
/ Type Bit Maps /
R R e R e s s e o S S e R e o o

Hash Al gorithmis a single octet.

Flags field is a single octet, the Opt-Qut flag is the | east
significant bit, as shown bel ow

01234567
B S it S S

I NS

B L S S
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Iterations is represented as a 16-bit unsigned integer, with the nost
significant bit first.

Salt Length is represented as an unsigned octet. Salt Length
represents the length of the Salt field in octets. |If the value is
zero, the following Salt field is onitted

Salt, if present, is encoded as a sequence of binary octets. The
length of this field is determ ned by the preceding Salt Length
field.

Hash Length is represented as an unsigned octet. Hash Length
represents the length of the Next Hashed Oaner Name field in octets.

The next hashed owner nane is not base32 encoded, unlike the owner
nane of the NSEC3 RR. It is the unnodified binary hash value. It
does not include the name of the containing zone. The length of this
field is deternmined by the preceding Hash Length field.

3.2.1. Type Bit Maps Encodi ng

The encoding of the Type Bit Maps field is the sane as that used by
the NSEC RR, described in [RFC4034]. It is explained and clarified
here for clarity.

The RR type space is split into 256 wi ndow bl ocks, each representing
the loworder 8 bits of the 16-bit RR type space. Each bl ock that
has at | east one active RR type is encoded using a single octet

wi ndow nunber (fromO to 255), a single octet bitrmap length (from1l
to 32) indicating the nunber of octets used for the bitnmap of the

wi ndow bl ock, and up to 32 octets (256 bits) of bitmap.

Bl ocks are present in the NSEC3 RR RDATA in increasing nunerica
order.

Type Bit Maps Field = ( Wndow Block # | Bitmap Length | Bitmap )+
where "|" denotes concatenation

Each bitnmap encodes the loworder 8 bits of RR types within the

wi ndow bl ock, in network bit order. The first bit is bit 0. For

wi ndow bl ock 0, bit 1 corresponds to RRtype 1 (A), bit 2 corresponds
to RRtype 2 (NS), and so forth. For w ndow block 1, bit 1
corresponds to RR type 257, bit 2 to RRtype 258. If a bit is set to
1, it indicates that an RRSet of that type is present for the
original owner nane of the NSEC3 RR. If a bit is set to 0, it

i ndi cates that no RRSet of that type is present for the origina

owner nare of the NSEC3 RR
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Since bit 0 in window block O refers to the non-existing RR type O,
it MIST be set to 0. After verification, the validator MJST ignore
the value of bit 0 in wi ndow bl ock O.

Bits representing Meta-TYPEs or QIYPEs as specified in Section 3.1 of
[ RFC2929] or within the range reserved for assignment only to QTYPEs
and Meta- TYPEs MJST be set to 0, since they do not appear in zone
data. |If encountered, they must be ignored upon reading.

Bl ocks with no types present MUST NOT be included. Trailing zero
octets in the bitnap MJST be onmitted. The length of the bitmp of
each block is determned by the type code with the | argest nunerica
val ue, within that block, anong the set of RR types present at the
original owner nane of the NSEC3 RR. Trailing octets not specified
MUST be interpreted as zero octets.

3.3. Presentation Fornmat
The presentation format of the RDATA portion is as foll ows:

0 The Hash Algorithmfield is represented as an unsi gned deci nal
i nteger. The value has a nmaxi num of 255.

o The Flags field is represented as an unsi gned deci nal integer
The val ue has a nmaxi mum of 255.

o The Iterations field is represented as an unsi gned deci mal
integer. The value is between 0 and 65535, inclusive.

0 The Salt Length field is not represented.

o The Salt field is represented as a sequence of case-insensitive
hexadeci mal digits. Witespace is not allowed within the
sequence. The Salt field is represented as "-" (w thout the
quot es) when the Salt Length field has a value of O.

0 The Hash Length field is not represented.

0 The Next Hashed Omner Nane field is represented as an unpadded
sequence of case-insensitive base32 digits, wthout whitespace.

o The Type Bit Maps field is represented as a sequence of RR type
mmenoni cs. When the menonic is not known, the TYPE
representation as described in Section 5 of [RFC3597] MJST be
used.
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4. The NSEC3PARAM Resource Record
The NSEC3PARAM RR contains the NSEC3 paraneters (hash al gorithm
flags, iterations, and salt) needed by authoritative servers to
cal cul ate hashed owner nanes. The presence of an NSEC3PARAM RR at a
zone apex indicates that the specified paraneters may be used by
authoritative servers to choose an appropriate set of NSEC3 RRs for

negative responses. The NSEC3PARAM RR is not used by validators or
resol vers.

If an NSEC3PARAM RR is present at the apex of a zone with a Flags
field value of zero, then there MJUST be an NSEC3 RR using the same
hash algorithm iterations, and salt paraneters present at every
hashed owner nane in the zone. That is, the zone MJST contain a
complete set of NSEC3 RRs with the sane hash algorithm iterations,
and salt paraneters.

The owner name for the NSEC3PARAM RR i s the name of the zone apex.
The type value for the NSEC3PARAM RR is 51.

The NSEC3PARAM RR RDATA fornmat is class independent and is described
bel ow.

The class MJST be the sane as the NSEC3 RRs to which this RR refers.
4.1. RDATA Fields

The RDATA for this RRmirrors the first four fields in the NSEC3 RR
4.1.1. Hash Al gorithm

The Hash Algorithmfield identifies the cryptographic hash al gorithm
used to construct the hash-val ue.

The acceptabl e values are the same as the corresponding field in the
NSEC3 RR.

4.1.2. Flag Fields
The Opt-Qut flag is not used and is set to zero.
Al'l other flags are reserved for future use, and nust be zero.

NSEC3PARAM RRs with a Flags field value other than zero MJST be
i gnor ed.
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4.1.3. lterations

The Iterations field defines the nunber of additional tinmes the hash
i s perforned.

Its acceptable values are the sane as the corresponding field in the
NSEC3 RR.

4.1.4. Salt Length

The Salt Length field defines the length of the salt in octets,
ranging in value fromO0O to 255.

4.1.5. Salt
The Salt field is appended to the original owner nane before hashing.
4.2. NSEC3PARAM RDATA Wre Fornmat
The RDATA of the NSEC3PARAM RR is as shown bel ow
1111111111222222222233
01234567890123456789012345678901
B E e r e s i s i o T T s S S S S 2
| Hash Al g. | Fl ags | Iterations |
B i s T T S T et S S T S I T s sl s ol ST S S S
| Salt Length | Sal t /
B T i S S i S T h T i S S S S e
Hash Algorithmis a single octet.

Flags field is a single octet.

Iterations is represented as a 16-bit unsigned integer, with the nost
significant bit first.

Salt Length is represented as an unsigned octet. Salt Length
represents the length of the following Salt field in octets. |If the
value is zero, the Salt field is omtted

Salt, if present, is encoded as a sequence of binary octets. The

length of this field is determ ned by the preceding Salt Length
field.
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4.3. Presentation Fornmat
The presentation format of the RDATA portion is as follows:

0 The Hash Algorithmfield is represented as an unsi gned deci nal
i nteger. The val ue has a maxi mum of 255.

o The Flags field is represented as an unsi gned deci mal integer.
The val ue has a maxi mum val ue of 255.

0o The Iterations field is represented as an unsi gned deci nal
integer. The value is between 0 and 65535, i nclusive.

0o The Salt Length field is not represented.

o The Salt field is represented as a sequence of case-insensitive
hexadeci mal digits. Witespace is not allowed within the
sequence. This field is represented as "-" (without the quotes)
when the Salt Length field is zero.

5. Calcul ation of the Hash

The hash cal cul ati on uses three of the NSEC3 RDATA fields: Hash
Algorithm Salt, and Iterations.

Define H(x) to be the hash of x using the Hash Al gorithm sel ected by
the NSEC3 RR, k to be the nunber of Iterations, and || to indicate
concatenation. Then define:

IH(salt, x, 0) = H(x || salt), and

IH(salt, x, k) = H(IH(salt, x, k-1) || salt), if k >0
Then the cal cul ated hash of an owner nane is

| H(salt, owner nanme, iterations),
where the owner name is in the canonical form defined as:

The wire format of the owner nanme where

1. The owner nane is fully expanded (no DNS nane conpression) and
fully qualified

2. Al uppercase US-ASCII letters are replaced by the corresponding
| oner case US-ASCI| letters;
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3. If the owner name is a wildcard nane, the owner nane is inits
ori gi nal unexpanded form including the "*" label (no wldcard
substitution);

This formis as defined in Section 6.2 of [RFC4034].
The method to cal cul ate the Hash is based on [ RFC2898].
6. Opt-CQut

In this specification, as in [ RFC4033], [RFC4034] and [ RFC4035], NS
RRSets at del egation points are not signed and nay be acconpani ed by
a DS RRSet. Wth the Opt-Qut bit clear, the security status of the
child zone is determ ned by the presence or absence of this DS RRSet,
cryptographically proven by the signed NSEC3 RR at the hashed owner
nane of the delegation. Setting the Opt-Qut flag nodifies this by
all owi ng insecure delegations to exist within the signed zone wi t hout
a correspondi ng NSEC3 RR at the hashed owner nanme of the del egation

An Opt-Qut NSEC3 RRis said to cover a delegation if the hash of the
owner nanme or "next closer"” nane of the delegation is between the
owner name of the NSEC3 RR and the next hashed owner nane.

An Opt-Qut NSEC3 RR does not assert the existence or non-existence of
the insecure delegations that it may cover. This allows for the
addition or renoval of these del egations w thout recal culating or re-
signing RRs in the NSEC3 RR chain. However, Opt-Qut NSEC3 RRs do
assert the (non)existence of other, authoritative RRSets.

An Opt-Qut NSEC3 RR MAY have the sane original owner name as an

i nsecure delegation. |In this case, the delegation is proven insecure
by the lack of a DS bit in the type map and t he signed NSEC3 RR does
assert the existence of the del egation.

Zones using Opt-Qut MAY contain a mixture of Opt-Qut NSEC3 RRs and
non-Opt-Qut NSEC3 RRs. If an NSEC3 RR is not Opt-CQut, there MJUST NOT
be any hashed owner nanmes of insecure del egations (nor any other RRs)
between it and the name indicated by the next hashed owner nane in
the NSEC3 RDATA. If it is Opt-Qut, it MJIST only cover hashed owner
nanes or hashed "next closer" nanes of insecure del egations.

The effects of the Opt-Qut flag on signing, serving, and validating
responses are covered in foll ow ng sections.
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7.

7. 1.

Aut horitative Server Considerations

Zone Si gni ng

Zones using NSEC3 nust satisfy the follow ng properties:

(0]

Each owner name within the zone that owns authoritative RRSets
MUST have a corresponding NSEC3 RR.  Oaner names that correspond
to unsi gned del egati ons MAY have a correspondi ng NSEC3 RR
However, if there is not a correspondi ng NSEC3 RR, there MJST be
an Opt-OQut NSEC3 RR that covers the "next closer"” name to the
del egation. Oher non-authoritative RRs are not represented by
NSEC3 RRs.

Each enmpty non-term nal MJST have a correspondi ng NSEC3 RR, unl ess
the enpty non-termnal is only derived froman insecure del egation
covered by an Opt-Qut NSEC3 RR

The TTL val ue for any NSEC3 RR SHOULD be the sane as the mni num
TTL value field in the zone SOA RR

The Type Bit Maps field of every NSEC3 RR in a signed zone MJST
i ndi cate the presence of all types present at the original owner
nane, except for the types solely contributed by an NSEC3 RR
itself. Note that this means that the NSEC3 type itself wll
never be present in the Type Bit Mps.

The follow ng steps describe a nethod of proper construction of NSEC3
RRs. This is not the only such possible nethod.

1.

2.

Sel ect the hash algorithmand the values for salt and iterations.
For each uni que original owner nanme in the zone add an NSEC3 RR

* |f Opt-Qut is being used, owner nanes of unsigned del egations
MAY be excl uded.

* The owner nanme of the NSEC3 RR is the hash of the original
owner nane, prepended as a single |label to the zone nane.

* The Next Hashed Omer Nane field is |left blank for the nonent.
* |f Opt-Qut is being used, set the Opt-Qut bit to one.

* For collision detection purposes, optionally keep track of the
original owner nane with the NSEC3 RR
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* Additionally, for collision detection purposes, optionally
create an additional NSEC3 RR corresponding to the origina
owner nane with the asterisk |abel prepended (i.e., as if a
wi I dcard existed as a child of this owner nane) and keep track
of this original ower nane. Mark this NSEC3 RR as tenporary.

3. For each RRSet at the original owner name, set the corresponding
bit in the Type Bit Mps field.

4. If the difference in nunber of |abels between the apex and the
original owner nane is greater than 1, additional NSEC3 RRs need
to be added for every enpty non-term nal between the apex and the
original owner nane. This process nay generate NSEC3 RRs with
dupl i cate hashed owner nanes. Optionally, for collision
detection, track the original owner nanes of these NSEC3 RRs and
create tenporary NSEC3 RRs for wildcard collisions in a simlar
fashion to step 1.

5. Sort the set of NSEC3 RRs into hash order

6. Conbine NSEC3 RRs with identical hashed owner names by repl acing
themwith a single NSEC3 RR with the Type Bit Maps field
consisting of the union of the types represented by the set of
NSEC3 RRs. If the original owner nane was tracked, then
col lisions may be detected when conbining, as all of the matching
NSEC3 RRs shoul d have the sane original owner nanme. Discard any
possi bl e tenporary NSEC3 RRs.

7. In each NSEC3 RR, insert the next hashed owner nanme by using the
val ue of the next NSEC3 RR in hash order. The next hashed owner
name of the last NSEC3 RR in the zone contains the value of the
hashed owner nane of the first NSEC3 RR in the hash order.

8. Finally, add an NSEC3PARAM RR with the sane Hash Al gorithm
Iterations, and Salt fields to the zone apex.

If a hash collision is detected, then a new salt has to be chosen
and the signing process restarted.

7.2. Zone Serving
This specification nodifies DNSSEC- enabl ed DNS responses generated by

authoritative servers. |In particular, it replaces the use of NSEC
RRs in such responses with NSEC3 RRs.
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In the foll owi ng response cases, the NSEC RRs dictated by DNSSEC
[ RFC4035] are replaced with NSEC3 RRs that prove the same facts.
Responses that would not contain NSEC RRs are unchanged by this

speci fication.

When returning responses containing nultiple NSEC3 RRs, all of the
NSEC3 RRs MUST use the same hash algorithm iteration, and salt
values. The Flags field value MIST be either zero or one.

7.2.1. dosest Encl oser Proof

For many NSEC3 responses a proof of the closest encloser is required.
This is a proof that some ancestor of the QNAME is the cl osest
encl oser of QNAME

This proof consists of (up to) two different NSEC3 RRs:
0 An NSEC3 RR that matches the closest (provable) encloser

0 An NSEC3 RR that covers the "next closer" nanme to the cl osest
encl oser.

The first NSEC3 RR essentially proposes a possible closest encloser
and proves that the particular encloser does, in fact, exist. The

second NSEC3 RR proves that the possible closest encloser is the

cl osest, and proves that the QNAME (and any ancestors between QNAME
and the cl osest encl oser) does not exist.

These NSEC3 RRs are collectively referred to as the "cl osest encl oser
proof" in the subsequent descriptions.

For exanple, the closest encloser proof for the nonexistent

"al pha. bet a. gamma. exanpl e.” owner name mi ght prove that

"gamua. exanple." is the closest encloser. This response would
contain the NSEC3 RR that natches "gamua. exanple.”, and would al so
contain the NSEC3 RR that covers "beta.gama. exanple." (which is the
"next closer" nane).

It is possible, when using Opt-Qut (Section 6), to not be able to
prove the actual closest encloser because it is, or is part of an

i nsecure del egati on covered by an Qpt-Qut span. In this case,

i nstead of proving the actual closest encloser, the closest provable
encloser is used. That is, the closest enclosing authoritative nane
is used instead. 1In this case, the set of NSEC3 RRs used for this
proof is referred to as the "cl osest provabl e encl oser proof".
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7.2.2. Nanme Error Responses

To prove the nonexi stence of QNAME, a cl osest encl oser proof and an
NSEC3 RR covering the (nonexistent) wildcard RR at the cl osest

encl oser MUST be included in the response. This collection of (up
to) three NSEC3 RRs proves both that QNAME does not exist and that a
wi | dcard that could have natched QNAME al so does not exi st.

For exanple, if "gamma.exanple.” is the closest provable encloser to
ONAME, then an NSEC3 RR covering "*.ganma.exanple." is included in
the authority section of the response.

7.2.3. No Data Responses, QIYPE is not DS

The server MJUST include the NSEC3 RR that matches QNAME. This NSEC3
RR MUST NOT have the bits corresponding to either the QITYPE or CNAME
set inits Type Bit Maps field.

7.2.4. No Data Responses, QIYPE is DS

If there is an NSEC3 RR that matches OQNAVE, the server MJST return it
in the response. The bits corresponding with DS and CNAME MUST NOT
be set in the Type Bit Maps field of this NSEC3 RR

If no NSEC3 RR matches QNAME, the server MJST return a cl osest
provabl e encl oser proof for QNAVE. The NSEC3 RR that covers the
"next closer"” name MUST have the Opt-Qut bit set (note that this is
true by definition -- if the Opt-Qut bit is not set, sonething has
gone wrong).

If a server is authoritative for both sides of a zone cut at QNAME
the server MJUST return the proof fromthe parent side of the zone
cut.

7.2.5. WIldcard No Data Responses

If there is a wildcard match for ONAME, but QTYPE is not present at
that name, the response MJST include a closest encloser proof for
ONAME and MUST include the NSEC3 RR that natches the wildcard. This
conbi nation proves both that ONAME itself does not exist and that a
wi | dcard that nmatches QNAME does exist. Note that the cl osest

encl oser to QNAME MUST be the i medi ate ancestor of the wildcard RR
(if this is not the case, then sonething has gone wong).
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7.2.6. WIldcard Answer Responses

If there is a wildcard match for QNAME and QTYPE, then, in addition
to the expanded wildcard RRSet returned in the answer section of the
response, proof that the wildcard match was valid nust be returned.

This proof is acconplished by proving that both QNAME does not exi st
and that the closest encloser of the QNAME and the i mredi at e ancestor
of the wildcard are the same (i.e., the correct wldcard matched).

To this end, the NSEC3 RR that covers the "next closer"” nane of the

i mredi at e ancestor of the wildcard MIST be returned. It is not
necessary to return an NSEC3 RR that matches the cl osest encloser, as
the existence of this closest encloser is proven by the presence of

t he expanded wildcard in the response.

7.2.7. Referrals to Unsigned Subzones

If there is an NSEC3 RR that matches the del egati on name, then that
NSEC3 RR MJST be included in the response. The DS bit in the type
bit maps of the NSEC3 RR MUST NOT be set.

If the zone is Opt-Qut, then there may not be an NSEC3 RR
corresponding to the delegation. |In this case, the closest provable
encl oser proof MJST be included in the response. The included NSEC3
RR t hat covers the "next closer"” nanme for the del egati on MUST have
the Opt-Qut flag set to one. (Note that this will be the case unless
sonet hi ng has gone wong).

7.2.8. Responding to Queries for NSEC3 Omer Nanes
The owner names of NSEC3 RRs are not represented in the NSEC3 RR
chain |like other owner nanes. As a result, each NSEC3 owner nane is
covered by another NSEC3 RR, effectively negating the existence of
the NSEC3 RR  This is a paradox, since the existence of an NSEC3 RR
can be proven by its RRSI G RRSet.
If the following conditions are all true:
o the QNAME equal s the owner nane of an existing NSEC3 RR, and
0 no RR types exist at the QNAME, nor at any descendant of QNAME
then the response MJUST be constructed as a Nane Error response

(Section 7.2.2). O, in other words, the authoritative name server
will act as if the owner nane of the NSEC3 RR did not exist.
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Note that NSEC3 RRs are returned as a result of an AXFR or | XFR
query.

7.2.9. Server Response to a Run-Tine Col lision

If the hash of a non-existing QNAVE col lides with the owner nane of
an existing NSEC3 RR, then the server will be unable to return a
response that proves that QNAME does not exist. In this case, the
server MJST return a response with an RCODE of 2 (server failure).

Note that with the hash algorithmspecified in this docunent, SHA-1,
such collisions are highly unlikely.

7.3. Secondary Servers

Secondary servers (and perhaps other entities) need to reliably

det erm ne which NSEC3 paraneters (i.e., hash, salt, and iterations)
are present at every hashed owner name, in order to be able to choose
an appropriate set of NSEC3 RRs for negative responses. This is

i ndi cated by an NSEC3PARAM RR present at the zone apex.

If there are nultiple NSEC3PARAM RRs present, there are nultiple
valid NSEC3 chains present. The server nust choose one of them but
may use any criteria to do so

7.4. Zones Using Unknown Hash Al gorithns

Zones that are signed according to this specification, but are using
an unrecogni zed NSEC3 hash al gorithm val ue, cannot be effectively
served. Such zones SHOULD be rejected when | oading. Servers SHOULD
respond with RCODE=2 (server failure) responses when handling queries
that would fall under such zones.

7.5. Dynamc Update

A zone signed using NSEC3 may accept dynani c updates [ RFC2136].
However, NSEC3 introduces sone special considerations for dynanic
updat es.

Addi ng and renoving nanmes in a zone MJST account for the creation or
renoval of enpty non-terninals.

0 When renoving a name with a correspondi ng NSEC3 RR, any NSEC3 RRs
corresponding to enpty non-termnals created by that name MJST be
renoved. Note that nore than one nane may be asserting the
exi stence of a particular enpty non-terni nal
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0 When adding a nane that requires adding an NSEC3 RR, NSEC3 RRs
MUST al so be added for any enpty non-terminals that are created.
That is, if there is not an existing NSEC3 RR mat ching an enpty
non-terminal, it nmust be created and added.

The presence of Opt-Qut in a zone neans that sone additions or
del egations of nanes will not require changes to the NSEC3 RRs in a
zone.

0 Wen renoving a delegation RRSet, if that del egation does not have
a matching NSEC3 RR, then it was opted out. |In this case, nothing
further needs to be done.

0 When adding a delegation RRSet, if the "next closer" name of the
del egation is covered by an existing Opt-Qut NSEC3 RR, then the
del egati on MAY be added wi thout nodifying the NSEC3 RRs in the
zone.

The presence of Opt-Qut in a zone neans that when adding or renoving
NSEC3 RRs, the value of the Opt-Qut flag that should be set in new or
nmodi fi ed NSEC3 RRs is anbi guous. Servers SHOULD follow this set of
basic rules to resolve the anbiguity.

The central concept to these rules is that the state of the Opt-Qut
flag of the covering NSEC3 RR is preserved.

0 \When removing an NSEC3 RR, the value of the Opt-Qut flag for the
previ ous NSEC3 RR (the one whose next hashed owner nane is
nodi fi ed) shoul d not be changed.

0 When adding an NSEC3 RR, the value of the Opt-Qut flag is set to
the value of the Opt-Qut flag of the NSEC3 RR that previously
covered the owner name of the NSEC3 RR. That is, the now previous
NSEC3 RR.

If the zone in question is consistent with its use of the Opt-Qut
flag (that is, all NSEC3 RRs in the zone have the same value for the
flag) then these rules will retain that consistency. |If the zone is
not consistent in the use of the flag (i.e., a partially Opt-Qut
zone), then these rules will not retain the sane pattern of use of
the Opt-Qut flag.

For zones that partially use the Opt-Qut flag, if there is a |logica

pattern for that use, the pattern could be maintained by using a
| ocal policy on the server
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8.

8. 1.

Val i dat or Consi der ati ons

Responses wi th Unknown Hash Types

A validator MJST ignore NSEC3 RRs with unknown hash types. The
practical result of this is that responses containing only such NSEC3
RRs will generally be considered bogus.

8. 2.

Veri fying NSEC3 RRs

A validator MJST ignore NSEC3 RRs with a Flag fields value other than
zero or one.

A validator MAY treat a response as bogus if the response contains
NSEC3 RRs that contain different values for hash al gorithm
iterations, or salt fromeach other for that zone.

8. 3.

Cl osest Encl oser Proof

In order to verify a closest encloser proof, the validator MJST find
the | ongest name, X, such that

(0]

X is an ancestor of QNAME that is nmatched by an NSEC3 RR present
in the response. This is a candidate for the cl osest encloser,
and

The nane one | abel |onger than X (but still an ancestor of -- or
equal to -- QNAME) is covered by an NSEC3 RR present in the
response.

One possible algorithmfor verifying this proof is as follows:

1.

2.

Set SNAME=QNAME. Clear the flag.
Check whet her SNAME exi sts:

* |f there is no NSEC3 RR in the response that matches SNAME
(i.e., an NSEC3 RR whose owner nane is the sanme as the hash of
SNAME, prepended as a single |abel to the zone nane), clear
the flag.

* |f there is an NSEC3 RR in the response that covers SNAME, set
the fl ag.

* |f there is a matching NSEC3 RR in the response and the fl ag
was set, then the proof is conplete, and SNAME is the cl osest
encl oser.
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* |f there is a matching NSEC3 RR in the response, but the flag
is not set, then the response is bogus.

3. Truncate SNAME by one label fromthe left, go to step 2

Once the closest encl oser has been discovered, the validator MJST
check that the NSEC3 RR that has the closest encloser as the origina
owner nane is fromthe proper zone. The DNAME type bit nust not be
set and the NS type bit may only be set if the SOA type bit is set.
If this is not the case, it would be an indication that an attacker
is using themto falsely deny the existence of RRs for which the
server is not authoritative.

In the foll owi ng descriptions, the phrase "a cl osest (provable)

encl oser proof for X' neans that the algorithm above (or an

equi val ent algorithn) proves that X does not exist by proving that an
ancestor of X is its closest encloser.

8.4. Validating Name Error Responses

A validator MJST verify that there is a closest encl oser proof for
ONAME present in the response and that there is an NSEC3 RR t hat
covers the wildcard at the cl osest encloser (i.e., the nane forned by
prependi ng the asterisk |label to the closest encloser).

8.5. Validating No Data Responses, QIYPE is not DS

The validator MJUST verify that an NSEC3 RR that matches QNAME i s
present and that both the QIYPE and the CNAME type are not set inits
Type Bit Maps field.

Note that this test also covers the case where the NSEC3 RR exi sts
because it corresponds to an enpty non-termnal, in which case the
NSEC3 RR wi Il have an enpty Type Bit Maps field.

8.6. Validating No Data Responses, QIYPE is DS

If there is an NSEC3 RR that matches QNAME present in the response,
then that NSEC3 RR MUST NOT have the bits corresponding to DS and
CNAME set in its Type Bit Maps field.

If there is no such NSEC3 RR, then the validator MJST verify that a
cl osest provabl e encl oser proof for QNAME is present in the response,
and that the NSEC3 RR that covers the "next closer” name has the Opt-
Qut bit set.
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8.7. Validating WIldcard No Data Responses

The validator MJST verify a cl osest encloser proof for QNAVE and MJUST
find an NSEC3 RR present in the response that matches the wildcard
nane generated by prepending the asterisk |abel to the cl osest
encloser. Furthernore, the bits corresponding to both QIrYPE and
CNAME MUST NOT be set in the w ldcard matching NSEC3 RR.

8.8. Validating WIdcard Answer Responses

The verified wildcard answer RRSet in the response provides the
validator with a (candidate) closest encloser for QNAVME. This
cl osest encloser is the i medi ate ancestor to the generating

wi | dcar d.

Val idators MUST verify that there is an NSEC3 RR that covers the
"next closer" name to QNAME present in the response. This proves
that ONAME itself did not exist and that the correct wildcard was
used to generate the response.

8.9. Validating Referrals to Unsigned Subzones

The del egation name in a referral is the owner nane of the NS RRSet
present in the authority section of the referral response.

If there is an NSEC3 RR present in the response that matches the

del egati on nanme, then the validator MJST ensure that the NS bit is
set and that the DS bit is not set in the Type Bit Maps field of the
NSEC3 RR. The validator MJST al so ensure that the NSEC3 RRis from
the correct (i.e., parent) zone. This is done by ensuring that the
SQA bit is not set in the Type Bit Maps field of this NSEC3 RR

Note that the presence of an NS bit inplies the absence of a DNAME
bit, so there is no need to check for the DNAME bit in the Type Bit
Maps field of the NSEC3 RR

If there is no NSEC3 RR present that matches the del egati on nane,
then the validator MJUST verify a closest provable encl oser proof for
the del egation name. The validator MJST verify that the Opt-Qut bit
is set in the NSEC3 RR that covers the "next closer" nane to the
del egati on nane.

9. Resolver Considerations

9.1. NSEC3 Resource Record Caching

Caching resol vers MIUST be able to retrieve the appropriate NSEC3 RRs
when returning responses that contain them |In DNSSEC [ RFC4035], in

Laurie, et al. St andards Track [ Page 25]



RFC 5155 NSEC3 February 2008

9.

10.

10.

10.

La

many cases it is possible to find the correct NSEC RR to return in a
response by name (e.g., when returning a referral, the NSEC RR wi ||
al ways have the same owner nane as the delegation). Wth this
specification, that will not be true, nor will a cache be able to
cal cul ate the nane(s) of the appropriate NSEC3 RR(s).

| mpl enent ati ons may need to use new nethods for caching and
retrieving NSEC3 RRs.

2. Use of the AD Bit

The AD bit, as defined by [ RFC4035], MJUST NOT be set when returning a
response containing a closest (provable) encloser proof in which the
NSEC3 RR that covers the "next closer" name has the Opt-Qut bit set.

This rule is based on what this closest encl oser proof actually
proves: nanes that woul d be covered by the Opt-Qut NSEC3 RR may or
may not exist as insecure delegations. As such, not all the data in
responses containing such closest encl oser proofs will have been
cryptographically verified, so the AD bit cannot be set.

Speci al Consi derations
1. Domain Nane Length Restrictions

Zones signed using this specification have additional domain name
I ength restrictions inposed upon them |In particular, zones with
nanes that, when converted into hashed owner names exceed the 255
octet length limt inposed by [ RFC1035], cannot use this

speci fication.

The actual maxi mumlength of a domain name in a particular zone
depends on both the I ength of the zone name (versus the whol e domain
nane) and the particul ar hash function used.

As an exanple, SHA-1 produces a hash of 160 bits. The base-32
encoding of 160 bits results in 32 characters. The 32 characters are
prepended to the nane of the zone as a single |abel, which includes a
length field of a single octet. The maxi num | ength of the zone nane,
when using SHA-1, is 222 octets (255 - 33).

2. DNAME at the Zone Apex
The DNAME specification in Section 3 of [RFC2672] has a ’'no-
descendants’ limtation. |If a DNAME RRis present at node N, there

MUST be no data at any descendant of N

If Nis the apex of the zone, there will be NSEC3 and RRSI G types
present at descendants of N This specification updates the DNAME
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specification to all ow NSEC3 and RRSI G types at descendants of the
apex regardl ess of the existence of DNAME at the apex.

10.3. Iterations

Setting the nunmber of iterations used allows the zone owner to choose
the cost of computing a hash, and therefore the cost of generating a
dictionary. Note that this is distinct fromthe effect of salt,

whi ch prevents the use of a single preconputed dictionary for al

time.

Qobviously the nunber of iterations also affects the zone owner’s cost
of signing and serving the zone as well as the validator’s cost of
veri fying responses fromthe zone. W therefore inpose an upper
limt on the nunber of iterations. W base this on the nunber of
iterations that approxi mates the cost of verifying an RRSet.

The linmits, therefore, are based on the size of the snallest zone
signing key, rounded up to the nearest table value (or rounded down
if the key is larger than the |argest table val ue).

A zone owner MJUST NOT use a val ue hi gher than shown in the table

bel ow for iterations for the given key size. A resolver MAY treat a
response with a higher value as insecure, after the validator has
verified that the signature over the NSEC3 RR is correct.

Fom e - Fom e e o +
| Key Size | lterations

[ SR TS +
| 1024 | 150 I
| 2048 | 500 [
| 4096 | 2,500 |
Fom e - Fom e e o +

This table is based on an approxinmation of the ratio between the cost
of an SHA-1 cal culation and the cost of an RSA verification for keys
of size 1024 bits (150 to 1), 2048 bits (500 to 1), and 4096 bits
(2500 to 1).

The ratio between SHA-1 cal cul ation and DSA verification is higher
(1500 to 1 for keys of size 1024). A higher iteration count degrades
performance, while DSA verification is already nore expensive than
RSA for the sanme key size. Therefore the values in the table MJST be
used i ndependent of the key al gorithm
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10. 4.

Transitioning a Signed Zone from NSEC t o NSEC3

When transitioning an already signed and trusted zone to this
specification, care nust be taken to prevent client validation

fail
The

1.

4.

10. 5.

ures during the process.
basi ¢ procedure is as foll ows:

Transition all DNSKEYs to DNSKEYs using the algorithmaliases
described in Section 2. The actual nmethod for safely and
securely changi ng the DNSKEY RRSet of the zone is outside the
scope of this specification. However, the end result MJST be
that all DS RRs in the parent use the specified algorithm

al i ases.

After this transition is conplete, all NSEC3-unaware clients will
treat the zone as insecure. At this point, the authoritative
server still returns negative and wildcard responses that contain
NSEC RRs.

Add signed NSEC3 RRs to the zone, either incrementally or all at
once. |If adding increnentally, then the | ast RRSet added MJUST be
t he NSEC3PARAM RRSet .

Upon the addition of the NSEC3PARAM RRSet, the server switches to
serving negative and wildcard responses with NSEC3 RRs accordi ng
to this specification.

Renove the NSEC RRs either increnentally or all at once.

Transitioning a Signed Zone from NSEC3 to NSEC

To safely transition back to a DNSSEC [ RFC4035] signed zone, sinply
reverse the procedure above:

1

2.

Lauri e,

Add NSEC RRs increnentally or all at once.

Renmove t he NSEC3PARAM RRSet. This will signal the server to use
the NSEC RRs for negative and w | dcard responses.

Renove the NSEC3 RRs either increnentally or all at once
Transition all of the DNSKEYs to DNSSEC al gorithmidentifiers.

After this transition is conplete, all NSEC3-unaware clients will
treat the zone as secure
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11.

| ANA Consi der ati ons

Al t hough the NSEC3 and NSEC3PARAM RR formats include a hash al gorithm
paraneter, this docunent does not define a particul ar nechanismfor
safely transitioning fromone NSEC3 hash algorithmto another. Wen
speci fying a new hash algorithmfor use with NSEC3, a transition
mechani sm MUST al so be defi ned.

Thi s docunment updates the | ANA registry "DOVAIN NAVE SYSTEM
PARAMETERS" (http://ww. i ana. org/ assi gnnent s/ dns-paranmeters) in sub-
registry "TYPES', by defining two new types. Section 3 defines the
NSEC3 RR type 50. Section 4 defines the NSEC3PARAM RR type 51

Thi s docunment updates the | ANA registry "DNS SECURI TY ALGORI THM
NUMBERS -- per [RFC4035]"
(http://ww.iana. org/assi gnnment s/ dns-sec-al g- nunbers). Section 2
defines the aliases DSA-NSEC3- SHAL (6) and RSASHALl- NSEC3- SHA1 (7) for
respectively existing registrations DSA and RSASHALl i n conbi nation

wi th NSEC3 hash al gorithm SHAL.

Since these al gorithm nunbers are aliases for existing DNSKEY
al gorithm nunbers, the flags that exist for the original algorithm
are valid for the alias algorithm

This docunment creates a new | ANA registry for NSEC3 flags. This
registry is named "DNSSEC NSEC3 Fl ags". The initial contents of this
registry are:

0 1 2 3 4 5 6 7
S

I I I I I I I | Opt |
I I I I I I I | Qut |
e

bit 7 is the Opt-Qut flag.
bits O - 6 are avail able for assignnent.

Assi gnnent of additional NSEC3 Flags in this registry requires | ETF
St andards Action [ RFC2434].

This docunent creates a new | ANA registry for NSEC3PARAM flags. This
registry i s named "DNSSEC NSEC3PARAM Fl ags". The initial contents of
this registry are:
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0 1 2 3 4 5 6 7
M S Sy S S

| | | | | | | | O]
B T, I S S S
bit 7 is reserved and nust be O.

bits O - 6 are avail able for assignnent.

Assi gnnent of additional NSEC3PARAM Flags in this registry requires
| ETF Standards Action [RFC2434].

Finally, this docunent creates a new | ANA registry for NSEC3 hash
algorithms. This registry is naned "DNSSEC NSEC3 Hash Al gorithns".
The initial contents of this registry are:

0 is Reserved

1is SHA-1.

2-255 Avail able for assignnent.

Assi gnnent of additional NSEC3 hash algorithnms in this registry
requi res | ETF Standards Action [ RFC2434].

Security Considerations
1. Hashing Considerations

1.1. Dictionary Attacks

The NSEC3 RRs are still susceptible to dictionary attacks (i.e., the
attacker retrieves all the NSEC3 RRs, then cal cul ates the hashes of
all likely donmain names, conparing agai nst the hashes found in the

NSEC3 RRs, and thus enunerating the zone). These are substantially
nore expensive than enunerating the original NSEC RRs woul d have
been, and in any case, such an attack could also be used directly
agai nst the nane server itself by perform ng queries for all likely
nanes, though this would obviously be nore detectable. The expense
of this off-line attack can be chosen by setting the nunber of
iterations in the NSEC3 RR

Zones are al so susceptible to a pre-calculated dictionary attack --
that is, a list of hashes for all likely names is conputed once, then
NSEC3 RR i s scanned periodically and conpared agai nst the preconputed
hashes. This attack is prevented by changing the salt on a regul ar
basi s.
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12.

The salt SHOULD be at | east 64 bits |long and unpredictable, so that
an attacker cannot anticipate the value of the salt and conmpute the
next set of dictionaries before the zone is published.

1.2. Collisions

Hash col i sions between QNAME and the owner name of an NSEC3 RR nay
occur. Wien they do, it will be inpossible to prove the non-

exi stence of the colliding QNAME. However, with SHA-1, this is
highly unlikely (on the order of 1 in 27160). Note that DNSSEC
already relies on the presunption that a cryptographic hash function
is second pre-inmage resistant, since these hash functions are used
for generating and validating signatures and DS RRs.

1.3. Transitioning to a New Hash Al gorithm

Al t hough the NSEC3 and NSEC3PARAM RR fornmats include a hash al gorithm
paraneter, this docunent does not define a particul ar nechanismfor
safely transitioning fromone NSEC3 hash algorithmto another. Wen
speci fying a new hash algorithmfor use with NSEC3, a transition
mechani sm MUST al so be defined. It is possible that the only
practical and pal atable transition nechanisns nay require an
intermediate transition to an insecure state, or to a state that uses
NSEC records instead of NSECS3.

1.4. Using High Iteration Val ues

Since validators should treat responses containing NSEC3 RRs with
high iteration values as insecure, presence of just one signed NSEC3
RR with a high iteration value in a zone provides attackers with a
possi bl e downgrade attack.

The attack is sinply to renove any existing NSEC3 RRs from a
response, and replace or add a single (or nultiple) NSEC3 RR that
uses a high iterations value to the response. Validators will then
be forced to treat the response as insecure. This attack would be
effective only when all of followi ng conditions are net:

o0 There is at | east one signed NSEC3 RR that uses a high iterations
val ue present in the zone.

0 The attacker has access to one or nore of these NSEC3 RRs. This
is trivially true when the NSEC3 RRs with high iteration val ues
are being returned in typical responses, but may also be true if
the attacker can access the zone via AXFR or | XFR queries, or any
ot her net hodol ogy.
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Using a high nunber of iterations also introduces an additiona
deni al - of -servi ce opportunity agai nst servers, since servers nust
cal cul ate several hashes per negative or wldcard response.

2. Opt-Qut Considerations

The Opt-Qut Flag (O allows for unsigned names, in the form of

del egations to unsigned zones, to exist within an otherw se signed
zone. Al unsigned nanes are, by definition, insecure, and their
validity or existence cannot be cryptographically proven

I n general

0 Resource records w th unsigned nanmes (whether existing or not)
suffer fromthe same vulnerabilities as RRs in an unsigned zone.
These vulnerabilities are described in nore detail in [RFC3833]
(note in particular Section 2.3, "Nane Chai ning" and Section 2.6,
"Aut henti cated Denial of Donain Names").

0 Resource records with signed nanmes have the same security whether
or not Opt-Qut is used.

Note that with or without Opt-Qut, an insecure del egation nay be
undetectably altered by an attacker. Because of this, the primary
difference in security when using Opt-Qut is the loss of the ability
to prove the existence or nonexi stence of an insecure del egation
within the span of an Opt-Qut NSEC3 RR

In particular, this nmeans that a nmalicious entity nay be able to
insert or delete RRs with unsigned nanes. These RRs are normally NS
RRs, but this also includes signed wildcard expansions (while the
wildcard RRitself is signed, its expanded nane is an unsigned nane).

Note that being able to add a delegation is functionally equival ent
to being able to add any RR type: an attacker nerely has to forge a
del egation to nanme server under his/her control and place whatever
RRs needed at the subzone apex.

VWhile in particular cases, this issue may not present a significant
security problem in general it should not be lightly di sm ssed.
Therefore, it is strongly RECOMVENDED t hat Opt-Qut be used sparingly.
In particular, zone signing tools SHOULD NOT default to using Opt-
Qut, and MAY choose to not support Opt-Qut at all
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12.3. O her Considerations

Wal king the NSEC3 RRs will reveal the total number of RRs in the zone
(plus enpty non-termnals), and also what types there are. This
could be mtigated by addi ng dummy entries, but certainly an upper
limt can always be found.

13. Ref er ences
13.1. Normative References

[ RFC1034] Mockapetris, P., "Domain names - concepts and
facilities", STD 13, RFC 1034, Novenber 1987.

[ RFC1035] Mockapetris, P., "Domain names - inplenmentation and
specification", STD 13, RFC 1035, Novenber 1987.

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi rement Level s", BCP 14, RFC 2119, March 1997.

[ RFC2136] Vi xie, P., Thomson, S., Rekhter, Y., and J. Bound,
"Dynami c Updates in the Donmai n Nane System ( DNS
UPDATE) ", RFC 2136, April 1997.

[ RFC2181] Elz, R and R Bush, "Carifications to the DNS
Speci fication", RFC 2181, July 1997.

[ RFC2308] Andrews, M, "Negative Caching of DNS Queries (DNS
NCACHE) ", RFC 2308, March 1998.

[ RFC2434] Narten, T. and H Al vestrand, "Cuidelines for
Witing an | ANA Consi derations Section in RFCs",
BCP 26, RFC 2434, Cctober 1998.

[ RFC2929] Eastl ake, D., Brunner-WIlians, E., and B. Manning,
"Domai n Nanme System (DNS) | ANA Consi derati ons",
BCP 42, RFC 2929, Septenber 2000.

[ RFC3597] Gust af sson, A., "Handling of Unknown DNS Resource
Record (RR) Types", RFC 3597, Septenber 2003.

[ RFC4033] Arends, R, Austein, R, Larson, M, Mssey, D.,
and S. Rose, "DNS Security Introduction and
Requi rements", RFC 4033, March 2005.

[ RFC4034] Arends, R, Austein, R, Larson, M, Massey, D.,

and S. Rose, "Resource Records for the DNS Security
Ext ensi ons", RFC 4034, March 2005.

Laurie, et al. St andards Track [ Page 33]



RFC 5155

[ RFC4035]

[ RFC4648]

13. 2.

[ DNSEXT- NQ

[ DNSEXT- NSEC2v 2]

NSEC3 February 2008

Arends, R, Austein, R, Larson, M, Mssey, D.,
and S. Rose, "Protocol Mbdifications for the DNS
Security Extensions", RFC 4035, March 2005.

Josefsson, S., "The Basel6, Base32, and Base64 Data
Encodi ngs", RFC 4648, Cctober 2006.

I nformati ve References

[ RFC2672]

[ RFC2898]

[ RFC3833]

[ RFC4592]

[ RFCA956]

Lauri e,

et al.

Josefsson, S., "Authenticating Denial of Existence
in DNS with M nimum Di scl osure", Wrk in Progress,
July 2000.

Laurie, B., "DNSSEC NSEC2 Omer and RDATA Fornmat",
Wirk in Progress, Decenber 2004.

Crawford, M, "Non-Ternm nal DNS Nane Redirection",
RFC 2672, August 1999.

Kal i ski, B., "PKCS #5: Password-Based Cryptography
Speci fication Version 2.0", RFC 2898,
Sept enber 2000.

Atkins, D. and R Austein, "Threat Analysis of the
Domai n Nanme System (DNS)", RFC 3833, August 2004.

Lewis, E., "The Role of Wldcards in the Donain
Nane Systent, RFC 4592, July 2006.

Arends, R, Kosters, M, and D. Bl acka, "DNS
Security (DNSSEC) Opt-In", RFC 4956, July 2007.

St andards Track [ Page 34]



RFC 5155

Appendi x A. Exanpl e Zone

NSEC3 February 2008

This is a zone showing its NSEC3 RRs. They can al so be used as test
vectors for the hash al gorithm

The overall TTL and class are specified in the SOA RR, and are
subsequently onmtted for clarity.

The zone is preceded by a list that contains the hashes of the

ori gi nal ownernanes.

;. H(exanpl e)

; H(a.exanpl e)
H(ai . exanpl e)
H(ns1. exanpl e)
H(ns2. exanpl e)
H(w. exanpl e)
H(*. w. exanpl e)
H( x. w. exanpl e)
H(y. w. exanpl e)
H(x.y.w exanpl e)
H( xx. exanpl e)

IR

xanpl e. 3600 |IN SQA

RRSI G

RRSI G

RRSI G

DNSKEY

Laurie, et al.

Op9nmhaveqvn®bt 7vbl 51 op2u3t 2r p3t om
35m hgpgculqg68f ab165kl nsnk3dpvl
gj eqe526pl bf 1g8nkl p59enf d789nj gi
2t 7b4gdvsabsm 47k61nv5bvia22boj r
q04j kcevqvnu85r 014c7dkba3800j i 5r
k8udenvplj 2f 7eg6j ebps17vp3n8i 58h
r 53bg7cc2uvnubf uSocnmBper s9t k9en
b4unB6eghhds6neal96snvmm o4or s995
j 1 6neoaepv8b506k4ev33abha8ht 9f gc
2vpt ubti mangt t gl 41 uu9kg21eOaor 3s
t 644ebgk9bi bcna874gi vr 6j o] 62m hv
H( 2t 7b4g4vsabsni 47k61mv5bv1a22boj r. exanpl e)

= kohar 7nmbb8dc2ce8a9qvl 8hon4k53uhi

nsl. exanpl e. bugs.x.w exanple. 1 3600 300 (
3600000 3600 )

SOA 7 1 3600 20150420235959 20051021000000 (
40430 exanpl e.

Hu25Ul yNPmvPI VBr | dN+9M p9Zql 39gaUd8i

g4ZLl YW UUbbAS41pG+68281glxhk YAcEyHd

VI 2LnKusbZsTOQ== )

nsl. exanpl e.

ns2. exanpl e.

NS 7 1 3600 20150420235959 20051021000000 (
40430 exanpl e.

PVOgt MK1HHe STau+HWDWC8Ts+6C8qt qd4pQJ

qO dEVgg+MA+ai 4f WDEhu3qHJyLc @t bD2vv
CnKXj t z6Sy Cbx A==

1 xx. exanpl e.

MX 7 1 3600 20150420235959 20051021000000 (
40430 exanpl e.
GgQLA9Xs47k42VPvpL/ alBWJz/ 6XsnHkj ot w
9So8MYX Zt | 2wIBsnOQaoHr RCr Rbyri El / &Z

n9M o/ Kx+wBo+w== )

256 3 7 AwEAAaet i dLzsKWIJt 4sWMR8yuOwPHPI Ui 8LU (
sADOQPWHwWzt 89ep 06t Hzk MBVDKk C7qphQQO2h
TYAhHNONpWFRWSBYUbE= )
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DNSKEY 257 3 7 AwEAAcU FV1vhngx6NSOUOY2R/ dsR7XmBupd (

RRSI G

j 71 omm\SpJ ABVF WBQOr Ov XdMbkzt +TAU92L9
AbsUdbl MFi n8CVF3n4s= )

DNSKEY 7 1 3600 20150420235959 (
20051021000000 12708 exanpl e.

Aul4j uU9RaxescSntt r ks3Gh9Fbl GBI VU31
uzMz/ U FpsUb8aC6QZS+sTsIXnLnz7f | GOsm

MGQZf 3bH+Qs Ot g== )

NSEC3PARAM 1 0 12 aabbccdd

RRSI G

NSEC3PARAM 7 1 3600 20150420235959 (
20051021000000 40430 exanpl e.

Cl1d 8t PZNt nj | r YWDeeUV/ sGLCyy/ | Hi e2re
r NO5XSA3Pq0OU3+4VWw GAYWIUM f | Qdx qnXHwd
TLQsj | kynhGeCg==

Op9mhaveqvnbt 7vbl 51 op2u3t 2r p3t om exanple. NSEC3 1 1 12 aabbccdd (

RRSI G

2t 7b4gdvsabsm 47k61nv5bvia22bojr MX DNSKEY NS
SOA NSEC3PARAM RRSI G )

NSEC3 7 2 3600 20150420235959 20051021000000 (
40430 exanpl e.

OSgWen26B+c S+dDL8b5Qr W/ dEWAt CsKI wKL

| BHYH6bI RxK9r CObMI Pw4nLl uw85H2EY762
BOCXJZMhpuwhpA==

2t 7b4gd4vsaSsm 47k61nv5bvla22bojr. exanple. A 192.0. 2. 127

RRSI G

NSEC3

RRSI G

A 7 2 3600 20150420235959 20051021000000 (
40430 exanpl e.

h6c++bzhRuWN 2bykN6nj aTNBc XNg5UUL5Ed

K+i DP4eY8I 0kSi Ka( g3t C1SQkel oMeub2GW
k8p6x HVPZumXl w== )

1 1 12 aabbccdd (

2vpt ubti mangtt gl 41 uu9kg21leOaor3s A RRSIG )
NSEC3 7 2 3600 20150420235959 20051021000000 (
40430 exanpl e.

OrBvJ1VgglhCKMXHFI Nel YHKOXVWDiI LDLwWJIN
ATFONXZuPO3gAXEl 634YWOc4YBNI Trj 413i q

NI 6nRk/ r 1dOSUw== )

2vpt ubti mamgt t gl 41 uu9kg2leOaor 3s. exanpl e. NSEC3 1 1 12 aabbccdd (

35mt hgpgculqg68f ab165kl

Lauri e,

et al.

RRSI G

RRSI G

35m hgpgculqg68f ab165kl nsnk3dpvl MX RRSI G )
NSEC3 7 2 3600 20150420235959 20051021000000 (
40430 exanpl e.

KL1V20FYghNVOHM7 T 2vpJdj MBI +0g1JCcVYG

VF 1 Ol Kr hPnirs QA96¢c LEACgo1x8l 7kApJX+ob

Tukt Z+sdsZPY1lw== )

nsnk3dpvl . exanple. NSEC3 1 1 12 aabbccdd (
b4unB6eghhds6neal96snvm 04ors995 NS DS RRSI G )
NSEC3 7 2 3600 20150420235959 20051021000000 (
40430 exanpl e.

g6j PUUpduAJKRI j UsN8gB4UagAXONX Y9shwQ
Aynzo8EWWH+z6hEl Bl UTPG 15eZl | 6VhQqgZ
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a. exanpl e.

nsl. a. exanpl e.
ns2. a. exanpl e.

ai . ex

anpl e.

RRSI G

NSEC3 February 2008

Xt Al R3chwgWSA==

nsl. a. exanpl e.

ns2. a. exanpl e.

58470 5 1 (
3079F1593EBADG6DC121E202A8B766A6A4837206C )
DS 7 2 3600 20150420235959 20051021000000 (
40430 exanpl e.
XacFcQVHLVzdoc45EJhN616zUnEXt E8Fz Uh

M2KW f y1VF RKD9r 1MeVOmvouk OKgJx BPFsWh
0722vZ4Uz2dl dA==

192.0.2.5

192.0.2.6

192.0.2.9

A 7 2 3600 20150420235959 20051021000000 (
40430 exanpl e.

hVe+wKYM b TRPhXONL67GxeZf dxqr/ QeR6F

t f dAj 5+FgYxyzPEj | zvKWOOhW | 6wD3Vws +

r znEn8sB4UdgA==

"KLH 10" "ITS"

H NFO 7 2 3600 20150420235959 20051021000000 (
40430 exanpl e.

Yi 42u0q43ey O6gXHNvwwf Fnl ust WgV5ur Fex
enkLvs6pKRhOOVBj ODnf 3Z4nMO71 A 6nHSQL
VOWLHPEZG7 Xj 2w== )

2001: db8: 0: 0: 0: 0: f 00: baa9

AAAA 7 2 3600 20150420235959 20051021000000 (
40430 exanpl e.
LcdxKaCB5bGZwPDg+3JJ4002z0MBr j xql f 6W
uaHQZZf TUpb9NF 2nx FGe2 XRPf R5t pJ T6 GARG
cHueLuXkM BAr Q== )

b4unB6eghhds6neal96snvim o4or s995. exanpl e. NSEC3 1 1 12 aabbccdd (

C. exa

nsl. c. exanpl e.
ns2. c. exanpl e.

mpl e.

RRSI G

NS
NS
A
A

gj eqe526pl bf 1g8mkl p59enf d789nj gi MX RRSI G )
NSEC3 7 2 3600 20150420235959 20051021000000 (
40430 exanpl e.

ZkPG3M32| noHVBpa3D6gZFGB/ r hL/ / Bs30mh

5u4ni CUi wt bl EVOaAKKZd7S959Cei X43aL X3

pOvOTSTyi TxI Zg==

nsl. c. exanpl e.

ns2. c. exanpl e.

192.0.2.7

192.0.2.8

gj eqe526pl bf 1g8mkl p59enf d789nj gi . exanple. NSEC3 1 1 12 aabbccdd (

Lauri e,

et al.

RRSI G

j 1 6neoaepv8b506k4ev33abha8ht 9f gc HI NFO A AAAA
RRSI G )

NSEC3 7 2 3600 20150420235959 20051021000000 (
40430 exanpl e.

I VnezTJ9i gbl FF97vPSnf XZ5Zozngx3KX3by
LTZCA@BH2dFWhf 6scr GFZB980Af CxoD9gbbK
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Dy+r dG eRSVNyw== )
j 1 6neoaepv8b506k4ev33abha8ht 9f gc. exanpl e. NSEC3 1 1 12 aabbccdd (
k8udenvplj 2f 7eg6j ebps17vp3n8i 58h )
RRSIG NSEC3 7 2 3600 20150420235959 20051021000000 (
40430 exanpl e.
gPkFpls2QDQewQzcgluSebz61WB3r UBDcTj 7
2F3kQA490f Edp7k1BUI f bcZt PbX3YCpE+slt 0
Mpz VSKf Twx4uYA==
k8udenvplj 2f 7eg6j ebps17vp3n8i 58h. exanpl e. NSEC3 1 1 12 aabbccdd (
kohar 7nbb8dc2ce8a9qvl 8hon4k53uhi
RRSIG NSEC3 7 2 3600 20150420235959 20051021000000 (
40430 exanpl e.
Ft XCovFO+wf 8i Vikyo73enAuVx03kl N+pl LBK
S6qCcft Vt f HAyVzsEZquJd27NHR7r ux JWDNM
O x7WOW cl g62A==
kohar 7nbb8dc2ce8a9qvl 8hon4k53uhi . exanpl e. NSEC3 1 1 12 aabbccdd (
q04j kcevqvnu85r 014c7dkba3800j i 5r A RRSIG)
RRSIG NSEC3 7 2 3600 20150420235959 20051021000000 (
40430 exanpl e.
Vr DXs2uVWR1N08SyQ z88zm +y4ZCl nTwgDr
6zz43yAg+LFER] Orj 3Q ct 51ac7Dp4ezZbf 9F
QlazmMASFKGxGXg==
nsl. exanpl e. A 192.0.2.1
RRSIG A 7 2 3600 20150420235959 20051021000000 (
40430 exanpl e.
bu6kx73n6XEunoVGURf AgY7EF/ AJqHy 7hj Oj
ki qJj BOdOr x3wuz9SaBe& qW dn/ ut a3SavN
4FRVZRISCFHF5Q== )
ns2. exanpl e. A 192.0.2.2
RRSIG A 7 2 3600 20150420235959 20051021000000 (
40430 exanpl e.
kt BTqEOCE Rf ki ORb/ | p5BMDVnxel buej CC4
zpLbFKA/ 7eD7UNAWxMgxJPt bdST+syj YSJa]
4] Hf eX6n8vf 0GA== )
q04j kcevqvnu85r 014c7dkba3800j i 5r. exanple. NSEC3 1 1 12 aabbccdd (
r 53bq7cc2uvnubf usocrmbper s9t k9en A RRSI G )
RRSIG NSEC3 7 2 3600 20150420235959 20051021000000 (
40430 exanpl e.
hV5I 89b+4FHIDATp09g4bbNOR1F845CaXpL3
Zx| MKi noPAyql et M EWWLf Fi a7sdpSzn+ZI N
N kxWeLs! | Mrig==
r 53bg7cc2uvnubf ubSocmmbper s9t k9en. exanpl e. NSEC3 1 1 12 aabbccdd (
t 644ebgk9bi bcna874gi vr 6j oj 62m hv MX RRSI G )
RRSIG NSEC3 7 2 3600 20150420235959 20051021000000 (
40430 exanpl e.
aupvi Vi r uXxs4bDg9r ChezzBM 9h1Zl DvbW C
ZFKul | GXXLj 8B/ f sDJar XYDA9bnUoRhEbKp+
HF1FVWKW/RI Jdt Q== )
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t 644ebgk9bi bcna874gi vr 6j o] 62m hv. exanple. NSEC3 1 1 12 aabbccdd (
Op9mhaveqvnbt 7vbl 51 op2u3t 2r p3t om H NFO A AAAA
RRSI G )
RRSIG NSEC3 7 2 3600 20150420235959 20051021000000 (
40430 exanpl e.
RAj GECB8P70O+F4Pa4Dx 3t COM-Z3Km LKI nta
f b9XWux +NWUNz 7NBEDBQHI vI yKPVDk ChcePl
X1x Pl 1ATNa+8Dw== )
* . w. exanpl e. VX 1 ai.exanple.
RRSIG MX 7 2 3600 20150420235959 20051021000000 (
40430 exanpl e.
Ci kebj QvGQPwi j VexgeZeSIKt f ynugt | Bi Kb
9FcBTr nDoy 41 noWudhCwsh/ URX3I c4VWRUM
i VEBP6+4KS3| dA==
X. w. exanpl e. VX 1 xx. exanpl e.
RRSIG MX 7 3 3600 20150420235959 20051021000000 (
40430 exanpl e.
I r K3t g/ t HFI BFOscHi E/ 11 wWWAvckS/ 55hAw
QyxTFbkAdDI oP3NbZzu+yoSsr 3b30X6qgbBpY
TWCt winvek LKRAWQ== )
X.y.w exanpl e. MX 1 xx.exanpl e
RRSIG MX 7 4 3600 20150420235959 20051021000000 (
40430 exanpl e.
Mg St 5HgJI N8+SLI zTA nr h5h9Xa6gDvAW Gn
nbdPc6Z7nXvCpLPJj / 51 Omx3VuzVQg kbvXze
8/ 8Ccl 2Zn2hbug==
xX. exanpl e. A 192.0.2. 10
RRSIG A 7 2 3600 20150420235959 20051021000000 (
40430 exanpl e.
T35hBWEZO17VC5u2c4Cr i KyVn/ pu+f VK4Al X
YOxJ6i Qyl f V2HQ Kj v6b7Dz1 NB3aF/ wj JqgX
pQvhq+Ac6+Zi Fg==
H NFO  "KLH 10" "TOPS-20"
RRSIG HINFO 7 2 3600 20150420235959 20051021000000 (
40430 exanpl e.
Ki mnGtr Dd+7VA1zRsuOl TNAQUTRI pnsnmgW i h
FRnU+bRa93v2e50FNFYCs 3Rqgv62K93N7 AhW
6Jf gj / 8NzW vKg==
AAAA 2001: db8: 0: 0: 0: 0: f 00: baaa
RRSIG  AAAA 7 2 3600 20150420235959 20051021000000 (
40430 exanpl e.
| XBcXORI TNwd8h3gNwy xt YFvAupS/ CYWif Ve
uBUX0C25i vBCULj Zj pDxFSxf ohb/ KA7YRdAXE
NzYf Mt pl LI/ Xw==)
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Appendi x B. Exanpl e Responses

The exanples in this section show response nessages using the signed
zone exanple in Appendix A

B. 1. Nanme Error

An authoritative nane error. The NSEC3 RRs prove that the name does
not exist and that there is no wildcard RR that should have been
expanded.

i, Header: QR AA DO RCODE=3
;: Question
a.c. x. w. exanpl e. IN A

;o Answer
v, (enpty)

;7 Authority

exanpl e. SQA nsl. exanpl e. bugs. x.w exanple. 1 3600 300 (
3600000 3600 )

exanpl e. RRSIG SOA 7 1 3600 20150420235959 20051021000000 (
40430 exanpl e.
Hu25Ul yNPrmv Pl VBr | dN+9M p9Zql 39gald8
g4zZLl YW UUbbAS41pG+68z81glxhk YAcEyHd
VI 2LnmKusbZsT0Q== )

;7 NSEC3 RR that covers the "next closer"” nane (c.Xx.w exanple)
7 H(c.x.w exanpl e) = OvaSbpr20uOvkOl bgeel j ri 88l ai psfh

Op9mhaveqvnbt 7vbl 51 op2u3t 2r p3t om exanple. NSEC3 1 1 12 aabbccdd (
2t 7b4gdvsabsm 47k61nv5bvia22bojr MX DNSKEY NS
SOA NSEC3PARAM RRSI G )
Op9mhaveqvnbt 7vbl 51 op2u3t 2r p3t om exanpl e. RRSI G NSEC3 7 2 3600 (
20150420235959 20051021000000 40430 exanpl e.
OSgWBmM26B+c S+dDL8b5Qr W/ dEWht CsKI wKL
| BHYH6bl RxK9r CObMI Pw4nLl uw85H2EY762
BOCXJZMhpuwhpA==

;7 NSEC3 RR that matches the closest encl oser (x.w exanple)
77 H(x.w exanpl e) = b4unB6eghhds6neal96snvmi o4or s995

b4unB6eghhds6neal96snvm o4or s995. exanpl e. NSEC3 1 1 12 aabbccdd (
gj eqe526pl bf 1g8nkl p59enf d789nj gi MX RRSI G )

b4unB6eghhds6neal96snvm o4or s995. exanpl e. RRSI G NSEC3 7 2 3600 (
20150420235959 20051021000000 40430 exanpl e.
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ZkPG3MB2I moHVBpa3D6gZFGR/ r hi/ / Bs3Omh
5u4m CUi wt bl EVORAKKZA7S9590ei X43aLX3
pOvOTSTyi Tx| Zg==

;7 NSEC3 RR that covers wildcard at the closest encloser (*.x.w exanple)
;7 H(*. x.w. exanpl e) = 92pgneegt aue7pj at c3l 3qnk738c6v5m

35m hgpgculqg68f ab165kl nsnk3dpvl . exanple. NSEC3 1 1 12 aabbccdd (
b4unB6eghhds6neal96snvm 04ors995 NS DS RRSI G )
35nt hgpgculqg68f ab165kl nsnk3dpvl . exanpl e. RRSIG NSEC3 7 2 3600 (
20150420235959 20051021000000 40430 exanpl e.
g6j PUUpduAJKRI j UsN8gB4UagAXONX Y9shwQ
Aynzo8EWWH+z6hEl Bl UTPG 15eZl | 6VhQqgZ
Xt Al R3chwgWSA==

;; Additiona
v, (enpty)

The query returned three NSEC3 RRs that prove that the requested data
does not exist and that no wildcard expansion applies. The negative
response is authenticated by verifying the NSEC3 RRs. The
corresponding RRSIGs indicate that the NSEC3 RRs are signed by an
"exanpl e" DNSKEY of algorithm7 and with key tag 40430. The resol ver
needs the corresponding DNSKEY RR in order to authenticate this
answer .

One of the owner nanes of the NSEC3 RRs matches the cl osest encl oser
One of the NSEC3 RRs prove that there exists no | onger nane. One of
the NSEC3 RRs prove that there exists no wildcard RRSets that should
have been expanded. The cl osest encloser can be found by applying
the algorithmin Section 8. 3.

In the above exanpl e, the nane ’x.w exanpl e hashes to

" b4unB6eghhds6neal96snmvnl 04ors995’. This indicates that this night
be the cl osest encloser. To prove that ’'c.x.w exanple' and

"*.x.w. exanpl e’ do not exist, these names are hashed to,
respectively, ’Ovabbpr2ouOvkOl bgeeljri 88l ai psfh’ and

' 92pqgneegt aue7pj at c3l 3qnk738c6v5mi . The first and | ast NSEC3 RRs
prove that these hashed owner nanmes do not exist.

B. 2. No Data Error

A "no data" response. The NSEC3 RR proves that the name exists and
that the requested RR type does not.
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., Header: QR AA DO RCODE=0

7 Question

nsl. exanpl e. I N MX

7 Answer

7 (enpty)

;; Authority

exanpl e. SQA nsl. exanpl e. bugs. x.w exanple. 1 3600 300 (
3600000 3600 )

exanpl e. RRSIG SOA 7 1 3600 20150420235959 20051021000000 (

40430 exanpl e.

Hu25Ul yNPrmv Pl VBr | dN+9M p9Zql 39gald8i
g4ZLI YW UUbbAS41pG+68z81glxhk YAcEyHd
VI 2LnKusbZsTOQ== )

;7 NSEC3 RR matches the QNAME and shows that the MX type bit is not set.

2t 7b4g4vsabsm 47k61nv5bvia22bojr. exanple. NSEC3 1 1 12 aabbccdd (
2vpt ubti mangtt gl 41 uu9kg21eOaor3s A RRSIG )
2t 7b4gdvsabsm 47k61nv5bvila22bojr. exanpl e. RRSI G NSEC3 7 2 3600 (
20150420235959 20051021000000 40430 exanpl e.
OnBvJ1VgglhCKMXHFi Nel YHKOXVW)i LDLWIN
ATFoNxZuPO3gAXEl 634YWCc4YBNI Trj 413i q
NI 6nmRk/ r 1dCSUn== )
;; Additional
;; (enpty)
The query returned an NSEC3 RR that proves that the requested nane
exists ("nsl.exanple." hashes to "2t 7b4g4vsa5sm 47k61nv5bvl1a22bojr"),
but the requested RR type does not exist (type MX is absent in the

type code list of the NSEC3 RR), and was not a CNAME (type CNAME is
al so absent in the type code list of the NSEC3 RR).

B.2.1. No Data Error, Enpty Non-Term nal

A "no data" response because of an enpty non-terminal. The NSEC3 RR
proves that the name exists and that the requested RR type does not.
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Header: QR AA DO RCODE=0

Question
y. w. exanpl e. IN A
7 Answer
7 (enpty)
;; Authority
exanpl e. SQA nsl. exanpl e. bugs. x.w exanple. 1 3600 300 (
3600000 3600 )
exanpl e. RRSIG SOA 7 1 3600 20150420235959 20051021000000 (

40430 exanpl e.

Hu25Ul yNPrmv Pl VBr | dN+9M p9Zql 39gald8
g4ZLI YW UUbbAS41pG+68z81glxhk YAcEyHd
VI 2LnKusbZsTOQ== )

;7 NSEC3 RR matches the QNAME and shows that the A type bit is not set.

j 1 6neoaepv8b506k4ev33abha8ht 9f gc. exanpl e. NSEC3 1 1 12 aabbccdd (
k8udenvplj 2f 7eg6j ebps17vp3n8i 58h )

j 1 6neoaepv8hb506k4ev33abha8ht 9f gc. exanpl e. RRSI G NSEC3 7 2 3600 (
20150420235959 20051021000000 40430 exanpl e.
gPkFpls2QDQwQzcgluSebz61WB3r UBDcTj 7
2F3kQA90f Edp7k1BUI f bcZt PbX3YCpE+sl t 0
Mpz VSKf Twx4uYA==

;; Additiona
v, (enpty)

The query returned an NSEC3 RR that proves that the requested name
exists ("y.w exanple." hashes to "ji6neoaepv8b506k4ev33abha8ht 9f gc"),
but the requested RR type does not exist (Type A is absent in the
Type Bit Maps field of the NSEC3 RR). Note that, unlike an enpty
non-term nal proof using NSECs, this is identical to a No Data Error
This exanple is solely nmentioned to be conpl ete.

B.3. Referral to an Opt-CQut Unsigned Zone

The NSEC3 RRs prove that nothing for this del egation was signed.
There is no proof that the unsigned del egation exists.
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., Header: QR DO RCODE=0

Question
nc. c. exanpl e.

o Answer
; (enpty)

Aut hority

c. exanpl e. NS
NS

I'N MX

nsl. c. exanpl e.
ns2. c. exanpl e.

;7 NSEC3 RR that covers the "next closer" nane (c.exanple)
H(c. exanpl e) = 4g6p9u5gvf shp30pqgecj 98b3nagbnlck

35nt hgpgeculqg68f ab165kl nsnk3dpvl . exanple. NSEC3 1 1 12 aabbccdd (

b4unB6eghhds6neal96snvm 04ors995 NS DS RRSI G )

35m hgpgculqg68f ab165kl nsnk3dpvl . exanpl e. RRSIG NSEC3 7 2 3600 (

20150420235959 20051021000000 40430 exanpl e.
g6j PUUpduAJKR j UsN8gB4UagAXONX Y9s hwQ
Aynzo8EUH+z6hEI Bl UTPG 15eZl | 6VhQqgZ

Xt Al R3chwgWSA==

;7 NSEC3 RR that matches the cl osest encl oser (exanple)
;7 H(exanpl e) = Op9mhaveqvnbt 7vbl 51 op2u3t 2r p3t om

Op9mhaveqvnbt 7vbl 51 op2u3t 2r p3t om exanple. NSEC3 1 1 12 aabbccdd (

2t 7b4gdvsabsm 47k61nv5bvia22bojr MX DNSKEY NS
SOA NSEC3PARAM RRSI G )

Op9mhaveqvnbt 7vbl 51 op2u3t 2r p3t om exanpl e. RRSI G NSEC3 7 2 3600 (

;; Additiona
nsl.c.exanple. A
ns2.c.exanple. A

20150420235959 20051021000000 40430 exanpl e.
OSgWBNM26B+c S+dDL8b5Qr W / dEWht CsKI wKL

| BHYH6b! RxK9r CObMI PwQ4nL| uw85H2EY762
BOCXJZMhpuwhpA==

192.0.2.7
192.0.2.8

The query returned a referral to the unsigned "c.exanple." zone. The
response contains the closest provable encloser of "c.exanple" to be
"exanpl e", since the hash of "c.exanple"

(" 49g6p9ubgvf shp30pgecj 98b3magbnlck™) is covered by the first NSEC3 RR

and its Opt-Qut bit

Laurie, et al.
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B.4. WIdcard Expansion

A query that was answered with a response containing a wldcard
expansion. The label count in the RRSIG RRSet in the answer section
i ndicates that a wildcard RRSet was expanded to produce this
response, and the NSEC3 RR proves that no "next closer" name exists
in the zone.
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., Header: QR AA DO RCODE=0

Question
a.z.w exanple. I N MX
vy Answer
a.z.w. exanple. MX 1 ai.exanple.

a.z.w.exanple. RRSIG MX 7 2 3600 20150420235959 20051021000000 (
40430 exanpl e.
Ci kebj QvGQPw j VexgcZcSJKt f ynugt | Bi Kb
9FcBTr nDoy 41 noWudhCWwsh/ URX3I c4WRUM
i VEBP6+4KS3| dA==

Aut hority
exanpl e. NS nsl. exanpl e.
exanpl e. NS ns2. exanpl e.
exanpl e. RRSIG NS 7 1 3600 20150420235959 20051021000000 (

40430 exanpl e.

PVQgt MK1HHe STau+HWDWCBTs+6C8qt qd4pQJ
qOG dEVgg+MA+ai 4f WDEhu3qHJyLc @t bD2vv
CnVKXj t z6Sy Cbx A==

;7 NSEC3 RR that covers the "next closer"” nane (z.w. exanple)
;7 H(z.w exanple) = qglu7gtfaeh0Oek0Oc05ksf hdpbcggl be03

q04j kcevqvmu85r 014c7dkba3800j i 5r. exanple. NSEC3 1 1 12 aabbccdd (
r 53bq7cc2uvrmubf uSocrmbper s9t k9en A RRSI G )
q04j kcevqvnu85r 014c7dkba3800j i 5r. exanpl e. RRSIG NSEC3 7 2 3600 (
20150420235959 20051021000000 40430 exanpl e.
hV5! 89b+4FHIDATp09g4bbNOR1F845CaXpL3
Zx| MKi noPAyql et M EWWLT Fi a7sdpSzn+ZI N
N kxWeLsl | MrJg==

;; Additional
ai . exanpl e. A 192.0.2.9
ai . exanpl e. RRSIG A 7 2 3600 20150420235959 20051021000000 (
40430 exanpl e.
hVe+wKYM b TRPhXONL67GxeZf dxqr/ QeR6F
t f dAj 5+FgYxyzPEj | zvKWOOhW | 6wD3Vws +
r znEn8s B4UdqA==
ai . exanpl e. AAAA 2001: db8: 0: 0: 0: 0: f 00: baa9
ai . exanpl e. RRSIG AAAA 7 2 3600 20150420235959 20051021000000 (

40430 exanpl e.
LcdxKaCB5bGZwPDg+3JJ4002z0MBr j xql f 6W
uaHQZZf TUpb9Nf 2nx FGe2XRPf R5t pJT6GIRG
cHueLuXkM BAr Q== )
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The query returned an answer that was produced as a result of a

wi | dcard expansion. The answer section contains a wildcard RRSet
expanded as it would be in a traditional DNS response. The RRSIG
Label s field value of 2 indicates that the answer is the result of a
wi | dcard expansion, as the "a.z.w exanple" nane contains 4 |abels.
This also shows that "w exanple" exists, so there is no need for an
NSEC3 RR that matches the cl osest encl oser.

The NSEC3 RR proves that no closer match coul d have been used to
answer this query.

B.5. W Ildcard No Data Error
A "no data" response for a nane covered by a wildcard. The NSEC3 RRs
prove that the matching w |l dcard nane does not have any RRs of the
requested type and that no closer match exists in the zone.

; Header: QR AA DO RCODE=0

a. z. w. exanpl e. IN AAAA

Question
v, Answer
;5 (enpty)
;7 Authority
exanpl e. SQA nsl. exanpl e. bugs. x.w exanple. 1 3600 300 (
3600000 3600 )
exanpl e. RRSIG SOA 7 1 3600 20150420235959 20051021000000 (

40430 exanpl e.

Hu25Ul yNPmvPI VBr | dN+9OM p9Zgl 39gaud8
q4ZLI YW UUbbAS41pG+68z81qlxhk YAcEyHd
VI 2LnKusbZsTOQE== )

;7 NSEC3 RR that matches the closest encl oser (w. exanple)
;7 H(w. exanpl e) = k8udenvplj 2f 7eg6j ebps17vp3n8i 58h

k8udenvplj 2f 7eg6j ebps17vp3n8i 58h. exanpl e. NSEC3 1 1 12 aabbccdd (
kohar 7mbb8dc2ce8a9qvl 8hon4k53uhi )
k8udenvplj 2f 7eg6j ebps17vp3n8i 58h. exanpl e. RRSI G NSEC3 7 2 3600 (
20150420235959 20051021000000 40430 exanpl e.
Ft XCovFO+wf 8i Vikyo73enAuVx03kl N+pl LBK
S6qCcft Vt f HAyVzsEZquJd27NHR7r ux JVDNM
O x7WOW cl g62A==

;7 NSEC3 RR that covers the "next closer"” nane (z.w. exanple)
;7 H(z.w. exanple) = gl u7gtfaeh0ek0c05ksf hdpbcggl be03
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q04j kcevqvnmu85r 014c7dkba3800j i 5r. exanple. NSEC3 1 1 12 aabbccdd (
r 53bq7cc2uvrmubf uSocrmbper s9t k9en A RRSI G )
q04j kcevgqvmu85r 014c7dkba3800j i 5r. exanpl e. RRSI G NSEC3 7 2 3600 (
20150420235959 20051021000000 40430 exanpl e.
hV5!| 89b+4FHIDATp09g4bbNORLF845CaXpL3
Zx| MKi noPAyqgl et M EWWLf Fi a7sdpSzn+ZI N
N kxWeLsl | MrJg==

;7 NSEC3 RR that matches a wildcard at the cl osest encl oser.
;7 H(*.w. exanpl e) = r53bg7cc2uvnubf usocnmbper s9t k9en

r 53bg7cc2uvnubf ubSocmmbper s9t k9en. exanpl e. NSEC3 1 1 12 aabbccdd (
t 644ebgk9bi bcna874gi vr 6j oj 62m hv MX RRSI G )
r 53bq7cc2uvrmubf uSocrmbper s9t k9en. exanpl e. RRSI G NSEC3 7 2 3600 (
20150420235959 20051021000000 40430 exanpl e.
aupvi Vi r uXxs4bDg9r ChezzBM 9h1Zl DvbW C
ZFKul | GXXLj 8B/ f sDJar XYDA9bnUoRhEbKp+
HF1FVWKW/RI Jdt Q== )

;; Addi tional
.5 (enpty)

The query returned the NSEC3 RRs that prove that the requested data
does not exist and no wildcard RR appli es.

B. 6. DS Child Zone No Data Error

A "no data" response for a QIYPE=DS query that was m stakenly sent to
a nanme server for the child zone.
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., Header: QR AA DO RCODE=0

7 Question

exanpl e. IN DS

7 Answer

7 (enpty)

;; Authority

exanpl e. SQA nsl. exanpl e. bugs. x.w exanple. 1 3600 300 (
3600000 3600 )

exanpl e. RRSIG SOA 7 1 3600 20150420235959 20051021000000 (

40430 exanpl e.

Hu25Ul yNPrmv Pl VBr | dN+9M p9Zql 39gald8
g4ZLI YW UUbbAS41pG+68z81glxhk YAcEyHd
VI 2LnKusbZsTOQ== )

;7 NSEC3 RR matches the QNAME and shows that the DS type bit is not set.

Op9mhaveqvnbt 7vbl 51 op2u3t 2r p3t om exanple. NSEC3 1 1 12 aabbccdd (
2t 7b4g4vsabsm 47k61nv5bvia22bojr MX DNSKEY NS
SOA NSEC3PARAM RRSI G )
Op9mhaveqvnbt 7vbl 51 op2u3t 2r p3t om exanpl e. RRSI G NSEC3 7 2 3600
20150420235959 20051021000000 40430 exanpl e.
OSgWBn26B+c S+dDL8b5Qr W/ dEVWht CsKI wKL
| BHYH6bI RxK9r CObMI Pw4 Ll uw85H2EY762
BOCXJZMhpuwhpA==

;. Additiona
v, (enpty)

The query returned an NSEC3 RR showi ng that the requested was
answered by the server authoritative for the zone "exanple". The
NSEC3 RR indicates the presence of an SOA RR, showi ng that this NSEC3
RRis fromthe apex of the child, not fromthe zone cut of the
parent. Queries for the "exanple" DS RRSet should be sent to the
parent servers (which are in this case the root servers).

Appendi x C. Speci al Considerations

The follow ng paragraphs clarify specific behavior and explain
speci al considerations for inplenmentations.

C. 1. salting
Augnenting original owner nanes with salt before hashing increases

the cost of a dictionary of pre-generated hash-val ues. For every bit
of salt, the cost of a preconputed dictionary doubl es (because there
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nmust be an entry for each word conbined with each possible salt
value). The NSEC3 RR can use a maxi mum of 2040 bits (255 octets) of
salt, nmultiplying the cost by 272040. This means that an attacker
must, in practice, reconpute the dictionary each tine the salt is
changed.

Including a salt, regardl ess of size, does not affect the cost of
constructing NSEC3 RRs. It does increase the size of the NSEC3 RR

There MUST be at | east one conplete set of NSEC3 RRs for the zone
usi ng the sane salt val ue.

The salt SHOULD be changed periodically to prevent pre-conputation
using a single salt. It is RECOWENDED that the salt be changed for
every re-signing.

Note that this could cause a resolver to see RRs with different salt
val ues for the same zone. This is harm ess, since each RR stands
alone (that is, it denies the set of owner nanes whose hashes, using
the salt in the NSEC3 RR, fall between the two hashes in the NSEC3
RR) -- it is only the server that needs a conplete set of NSEC3 RRs
with the sane salt in order to be able to answer every possible

query.

There is no prohibition with having NSEC3 RRs with different salts
within the same zone. However, in order for authoritative servers to
be able to consistently find covering NSEC3 RRs, the authoritative
server MJST choose a single set of paraneters (algorithm salt, and
iterations) to use when selecting NSEC3 RRs.

C 2. Hash Col |i si on

Hash col Ii sions occur when different messages have the sane hash

val ue. The expected nunber of donmmin nanes needed to give a 1l in 2
chance of a single collision is about 22(n/2) for a hash of length n
bits (i.e., 2780 for SHA-1). Though this probability is extrenely
low, the follow ng paragraphs deal with avoiding collisions and
assessi ng possi ble damage in the event of an attack using hash

col I'i sions.

C.2.1. Avoiding Hash Collisions During CGeneration
During generation of NSEC3 RRs, hash val ues are supposedly uni que.

In the (acadenmi c) case of a collision occurring, an alternative salt
MUST be chosen and all hash val ues MJST be regenerat ed.
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C.2.2. Second Prei mage Requirenment Anal ysis

A cryptographi c hash function has a second- prei mage resi stance
property. The second-prei nage resistance property neans that it is
conmputationally infeasible to find anot her nessage with the sanme hash
val ue as a given nmessage, i.e., given preimage X, to find a second
preimage X != X such that hash(X) = hash(X ). The work factor for
finding a second preimage is of the order of 27160 for SHA-1. To
mount an attack using an existing NSEC3 RR, an adversary needs to
find a second prei mage.

Assum ng an adversary is capable of nmounting such an extrene attack
the actual damage is that a response nessage can be generated that
clains that a certain QNAMVE (i.e., the second pre-image) does exi st,
while in reality QNAME does not exist (a false positive), which wll
either cause a security-aware resolver to re-query for the non-

exi stent nane, or to fail the initial query. Note that the adversary
can’'t nount this attack on an existing name, but only on a nane that
the adversary can’'t choose and that does not yet exist.
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Ful I Copyright Statenent
Copyright (C) The IETF Trust (2008).

This docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights

Thi s docunment and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR |'S SPONSCRED BY (I F ANY), THE | NTERNET SCCI ETY, THE | ETF TRUST AND
THE | NTERNET ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS
OR | MPLI ED, | NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF
THE | NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPGCSE.

Intellectual Property

The |1 ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that nmight be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |license under such rights

m ght or might not be avail able; nor does it represent that it has
made any independent effort to identify any such rights. Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures nade to the | ETF Secretariat and any
assurances of licenses to be nade available, or the result of an
attenpt nmade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF on-line |IPR repository at
http://ww.ietf.orgl/ipr

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that nmay be required to inpl enent
this standard. Please address the information to the | ETF at
ietf-ipr@etf.org.
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