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Abstract. Denialof serviceby server resourceexhaustionhasbecomea major
securitythreatin opencommunicationsnetworks.Public-key authenticationdoes
not completelyprotectagainstthe attacksbecausethe authenticationprotocols
often leave ways for an unauthenticatedclient to consumea server’s memory
spaceandcomputationalresourcesby initiating a largenumberof protocolruns
and inducing the server to performexpensive cryptographiccomputations.We
show how statelessauthenticationprotocolsandthe client puzzlesof Juelsand
Brainardcanbeusedto preventsuchattacks.

1 Introduction

Denial-of-service(DOS)attacksthatexhausttheserver’s resourcesarea growing con-
cernon theInternetandotheropencommunicationssystems.For example,in theSYN
attack,a client floodsthe server with the openingmessagesof the TCP protocoland
fills thespacereservedin theserver for storinghalf-openconnections.

A solutionto suchthreatsis to authenticatetheclientbeforetheservercommitsany
resourcesto it. Theauthentication,however, createsnew opportunitiesfor DOSattacks
becauseauthenticationprotocolsusuallyrequiretheserverto storesession-specificstate
data,suchasnonces,andto computeexpensive public-key operations.Onesolutionis
to begin with a weakbut inexpensiveauthentication,andto applystrongerandcostlier
methodsonly after the lessexpensive oneshave succeeded.An exampleof a weak
authenticationis the SYN-cookieprotectionagainstthe SYN attackwherethe return
addressis verifiednot to be fictional by sendingthe client a noncethat it mustreturn
in its next message.This strategy is not entirely unproblematicbecausethe gradually
strengtheningauthenticationresultsin longerprotocolrunswith moremessagesandthe
securityof theweakauthenticationmechanismsmaybedifficult to analyze.

In thispaper, weadvocatethedesignprinciplethattheclientshouldalwayscommit
its resourcesto theauthenticationprotocolfirst andtheservershouldbeableto verify
the client commitmentbefore allocating its own resources. The rule of thumbis that,
at any point beforereliableauthentication,thecostof theprotocolrun to thetheclient
shouldbe greaterthanto the server. The client’s costscanbe artificially increasedby
askingit to computesolutionsto puzzlesthatareeasyto generateandverify but whose
difficulty for thesolvercanbeadjustedto any level. Theservershouldremainstateless



andrefuseto performexpensivecryptographicoperationsuntil it hasverifiedtheclient’s
solutionto apuzzle.

2 Related work

Classicalmodelsof denialof serviceby Gligor andYu [6,17],Amoroso[1], andMillen
[13] concentratethespecificationanddesignof fair multi-useroperatingsystems.They
assumethatall servicerequestsarearbitratedby a trustedcomputingbase(TCB) that
enforcesthepolicy setby asinglesecurityofficer. Their ideasdonotextendwell to open
distributedsystemsliketheInternetwherethereis nocentraltrustedadministrationand
noglobalpolicy or meansfor enforcingone,andtherearetoomany simultaneoususers
to theoreticallyguaranteetheavailability of any service.

Graph-theoreticalmodelsof network reliability by Cunningham[4] and Phillips
[14] assessthevulnerabilityof a communicationsnetwork to thedestructionof nodes
andlinks. Thesemodelsareusefulin thedesignof network topologieson thephysical
layerbut their applicabilitydoesnot easilyextendto higherprotocollayers.

TheSYN attackagainsttheTCPconnectionprotocolon theInternetwasreported
e.g. in [3]. The attackand possibleremedieswere analyzedin detail by Schubaet
al. [15]. Cookieshavebeenpreviouslyusedin thePhoturisprotocolby KarnandSimp-
son[11] andin theInternetKey Exchange(IKE) by HarkinsandCarrel[7]. Criticism
of the latter [16] shows that thegraduallystrengtheningauthenticationis not straight-
forwardto designanda carefulanalysisof theserver resourceusageis needed.

Meadows [12] formalizedthe ideaof graduallystrengtheningauthentication.The
designgoalsof acryptographicprotocolshouldspecifyhow muchresourcestheserver
mayallocateateachlevelwhenits assuranceof theclient’sidentityandhonestpurposes
stepby stepincreases.This assuranceis measuredby the resourcesthe client would
needto mountasuccessfulattack.

Theadvantagesof statelessnessin thebeginningof anauthenticationprotocolwere
recognizedby Janson& al. [9] in theKryptoKnight protocolsuite.Aura andNikander
[2] generalizedthecookieapproachto createstatelessserversthatmaintainconnections
by passingthestatedatato theclient.Thepaperalsogivesexamplesof authentication
protocolswherethe server avoids saving a stateuntil the authenticationof the client
is complete.HiroseandMatsuura[8] appliedtheseideasto a DOS-resistantversion
of their KAP protocol.In additionto remainingstateless,the server in their protocol
postponesexpensive exponentiationoperationsuntil it hasverified that the client has
performedsimilar operations.This way, theserver commitsits memoryandcomputa-
tional resourcesonly aftertheclienthasdemonstratedits sincerity.

The ideaof requiring the client to commit its resourcesfirst wasdescribedearly
by Dwork andNaor[5]. They suggestedincreasingthecostof electronicjunk mailing
by askingthesenderto solve a smallcryptographicpuzzlefor eachmessage.Thecost
wouldbenegligible for normalusersbut high for massmailers.JuelsandBrainard[10]
recentlypresentedasimplerpuzzlethatcouldbesentto TCPclientsduringasuspected
SYN attack.If theserver thinks it is undera denial-of-serviceattack,it canaskclients
to computethe reverseof a secureone-way function by brute force beforethey are
allowedto carryon with restof theprotocol.Thecostof thebruteforcecomputationis



parameterizedby revealingsomeinputbits to theclientandletting it find theremaining
ones.

However, Juelsand Brainardconcentrateon the SYN attackand don’t consider
DOS attacksagainstauthenticationprotocols.They, in fact,suggestthat a certificate-
basedclientauthenticationsolvestheDOSproblemand,hence,wouldnotbenefitfrom
the puzzles.We disagreewith this andusethe client puzzlesto generalizethe design
principlesof the DOS-resistantKAP to any authenticationprotocol.We alsoimprove
theefficiency of theclientpuzzlesby reducingthelengthof thepuzzleandits solution,
by minimizing thenumberof hashoperationsneededin theverificationof thesolution
(atthecostof slightly coarserpuzzledifficulty levels),andby observingthatthepuzzles
canin somenetworksbebroadcastto thepotentialclients.

3 Client puzzles

Theserver in anauthenticationprotocolscanasktheclient to solveapuzzlebeforethe
servercreatesa protocolstateor computesexpensivefunctionssuchasexponentiation.

C S

Puzzle�������������	�����	���
� Sdoesnotsave statedataor do
expensive computations.

C commitsits resourcesinto
solvingthepuzzle. Solution�������	�����	���������
�

Sverifiesthesolution.
S may now commit resources
to expensive parts of the
authentication.

Fig. 1. Server suspectinga DOSattacksendspuzzlesto new clients

A goodpuzzleshouldhave thefollowing properties,thetwo lastof which arenew
in comparisonto [10]:

1. Creatingapuzzleandverifying thesolutionis inexpensivefor theserver.
2. Thecostof solvingthepuzzleis easyto adjustfrom zeroto impossible.
3. The puzzlecanbe solved on mosttypesof client hardware(althoughit may take

longerwith slow hardware).
4. It is not possibleto precomputesolutionsto thepuzzles.
5. While theclient is solvingthepuzzle,theserverdoesnotneedto storethesolution

or otherclient-specificdata.
6. The samepuzzlemay begiven to severalclients.Knowing thesolutionof oneor

moreclientsdoesnot helpanew client in solvingthepuzzle.
7. A client canreusea puzzleby creatingseveralinstancesof it.

The puzzlewe useis the brute-forcereversalof a one-way hashfunction suchas
MD5 or SHA. This is a practicalchoicebecausethe hashfunctionsare computable



with a wide varietyof hardwareandthebrute-forcetestingof differentinputsis likely
to remainthe most efficient way for computingthe inverseof thesefunctions.(The
difficulty of solvingnumber-theoreticpuzzleslike factoringmaydependheavily onthe
sophisticationof thealgorithmsusedby client.)

To createnew puzzles,theserverperiodicallygeneratesanonce
���

andsendsit to
theclients.To preventtheattacker from precomputingsolutions,thenonceneedsto be
randomandnot predictablelike, for example,time stamps.(About 64 bits of entropy
is sufficient to prevent the attacker from creatinga databaseof solutionsfrom which
it could frequentlyfind a matchingnonce.Birthday-styleattacksthat may result in
occasionalmatcheswill not do muchharmhere.)Theserveralsodecidesthedifficulty
level � of thepuzzle.

� �
and � togetherform thepuzzlethatis sentto theclient.

To solve thepuzzle,theclient generatesa randomnonce
���

. Thepurposeof this
nonceis twofold. First, if theclient reusesa server nonce

���
, it createsa new puzzle

by generatinga new
� �

. Second,without theclient nonceanattacker couldconsume
a specificclient’s puzzlesby computingsolutionsandsendingthemto the server be-
fore the client does.(About 24 bits of entropy is enoughto prevent an attacker from
exhaustingthevaluesof

� �
giventhat

� �
changesfrequently.)

Theclient solves � (and � , which will bediscarded)from thefollowing equation
by bruteforceandsendsthesolution � to theserver.

������� � ��� � ��� � �"!
the # first bitsof thehash$ %
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therestof thehashbits

.
= a cryptographichashfunction(e.g.MD5 or SHA)/
= theclient indentity021
= theserver’s nonce023
= theclient’snonce4
= thesolutionof thepuzzle5
= thepuzzledifficulty level6-6-6�7878796-6-6
= the

5
first bitsof thehashvalue;mustbezero:

= therestof thehashvalue;maybeanything

The server changesthe valueof
� �

periodically(for example,every 60 seconds)
to limit thetime clientshave for precomputingsolutions.As long astheserver accepts
solutionsfor a certainvalueof

� �
, it mustkeepbookof thecorrectlysolvedinstances

sothatthesolutionscannotbereused.
The above puzzlesatisfiesthe criteria for goodpuzzles.The server only needsto

generatea singlerandomnonceto createa new puzzle.Theonly efficient way to solve
the puzzleis to try valuesof � by brute force until a solution is found. The costof
solving thepuzzledependsexponentiallyon the requirednumber� of zerobits in the
beginningof thehash.If �;! ( , no work is required.If �<!>=-?	@ (for MD5), theclient
must reversethe entireone-way hashfunction,which is computationallyimpossible.
Reasonablevaluesof � lie between0 and 64. The puzzlecan be solved on a wide
rangeof hardwarebecausethe hashfunctionsare oneof the simplestcryptographic
operations.



We believe theexponentialscalefor puzzledifficulty is sufficient for applications.
That way, the server canverify the solution in a constanttime with a singlehash.A
moreaccuratescalecouldbeachievedby combiningseveralpuzzleswith varyingsize
� . Thiswould,however, increasethecostof verification.(Combiningpuzzlesof varying
sizewould achieve the samegranularityof puzzledifficulty as the setsof equal-size
subpuzzlesin [10] but at a slightly lower cost to the server.) The parameter� should
normallybesetto zeroandincreasedgraduallywhentheserver resourcesarecloseto
beingexhausted.Later, whentheserveragainhasfreecapacity, it is time to decrement
� . This way, the correctvalueis found dynamicallyandwe do not needto know the
exactcostof thebrute-forcecomputationfor therangeof parametervalues.

Thesolutionscannotbeprecomputedbecausethesame
���

is usedonly for a short
time. The client identity

�
is usedas a parameterin the puzzleso that solving the

puzzlefor one
�

doesnot help in finding solutionsfor another
�

. This meansthat it
is expensive for oneclient to impersonateseveralclientsbecausethesolutionmustbe
recomputedfor eachclient. The client may reusethe same

� �
by solving the puzzle

with a new
� �

.
Finally, it is feasibleto usetheabove puzzlein the statelessphaseof theprotocol

becausethesameperiodicallygenerated
� �

maybeusedfor all clients.This makesit
alsopossibleto broadcastthepuzzle.

4 An authentication protocol

Wewill now look athow theclientpuzzlesareusedto improvetheDOS-resistanceof an
authenticationprotocol.In theprotocolof Fig. 2, C andS authenticateeachotherwith
digital signaturesandnonces.Theprotocolcaneasilybeextendedinto a key exchange
by includingencryptedkey materialin themessages.

Theprotocolnormallybeginswith a broadcastmessagefrom theserver. In a non-
broadcastnetwork, thismessagemaybesentindividually to clientsthatgreettheserver
with a Hello message.Theserver broadcastconsistsof a randomnonce

� �
anda pa-

rameter� thatdeterminesthedifficulty of thepuzzle.Theservergeneratesafreshnonce
periodicallyandsendsthesamevalues

� ��� � to all clientsduringthatperiod.Themes-
sagemaytimestampedandsignedto preventanattacker from broadcastingfalsepuz-
zles.The timestampA � andthesignaturecanbe omittedif thepotentialDOSattacks
againtstheclientsarenot a concern.Theclient thengeneratesa nonce

�B�
, solvesthe

puzzle,andreturnsthesignedanswerto theserver. Theclientmayreusearecentpuzzle
by generatinga new nonce

���
.

The server first checksthat the sameclient
�

hasnot previously senta correct
solutionwith thesame

� �C� � �
. Replayedsolutionsareignored.Theserververifiesthe

client’s solution to the puzzleby computingthe hashand,only after seeingthat it is
correct,verifiesthesignatureandcontinueswith thelastmessageof theauthentication.
Theserverstoresthevalues

��� � ��� � �
aslongasit still considersthenonce

� �
recent.

If an attacker wantsto inducethe server to storefalsevaluesof this kind or to verify
falsesignatures,it mustcomputea solutionto a new puzzlefor every storeddataitem
andverifiedsignature.



C S
Hello�������	�����	���������
�

OPTIONAL

D 1FEHGI1KJ 5 J 0 1ML�������������	�����	���
�
BROADCAST

Speriodicallydecides
5
,

generates
0N1

, andtimestampsand
signsthefollowing message.

C verifiesthetimestamp
GI1

andsignature
D 1

.
C generates

0N3
and

solves
4

by bruteforcefrom. E / J 0N1 J 0N3 J 4 LPO 6 � 6 � 787Q7+6,R : .
C signsthefollowing message. D 3 E D J / J 0N1 J 0N3 J 4 L�������	�����	���������
�

D 1IE D J / J 0 3PL�������������	�����	���
�

Sverifiesthat
021

is recent,/ J 0N1 J 0N3
notusedbefore,and. E / J 0 1IJ 0 3SJ 4 L�O 6 � 6 � 7
787+6-R : .

S may now commit resources.
A stores

/ J 0N1 J 0N3
while

0N1
recent

andverifiesthesignature
D 3

.
S has now authenticated C.
Ssignsthefollowing message.

C verifiesthesignature
D 1

.
C has now authenticated S.

Fig. 2. DOS-resistantauthenticationwith public-key signatures



The puzzleincreasesthe length of the messagesonly minimally: onebyte for �
and up to about8 bytesfor the solution � . The noncesare neededin any casefor
theauthentication.Puzzlesshouldonly beusedwhentheserversuspectsit is underan
attackandits capacityis becomingexhausted.Otherwise,theservercanset �T! ( . This
meansthatthereis no puzzleto solveandany valueof � is ok.

5 Conclusion

We showedhow therobustnessof authenticationprotocolsagainstdenialof serviceat-
tackscanbe improved by askingthe client to commit its computationalresourcesto
theprotocolrunbeforetheserverallocatesits memoryandprocessingtime.Theserver
sendsto theclientapuzzlewhosesolutionrequiresabrute-forcesearchfor somebitsof
theinverseof aone-wayhashfunction.Thedifficulty of thepuzzleis parameterizedac-
cordingto theserver load.Theserverstorestheprotocolstateandcomputesexpensive
public-key operationsonly afterit hasverifiedtheclient’ssolution.Thepuzzlesprotects
serversthatauthenticatetheirclientsagainstresourceexhaustionattacksduringthefirst
messagesof the connectionopeningbeforethe client hasbeenreliably authenticated.
It shouldbe noted,however, othertechniquesareneededto protectindividual clients
againstdenialof serviceandto preventexhaustionof communicationsbandwidth.
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