DOS-resistant Authentication with Client Puzzles
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Abstract. Denial of serviceby sener resourceexhaustionhasbecomea major
securitythreatin opencommunicationsietworks. Public-key authenticatiooes
not completelyprotectagainstthe attacksbecausehe authenticatiorprotocols
often leave ways for an unauthenticatedlient to consumea sener's memory
spaceandcomputationalesourcedy initiating a large numberof protocolruns
andinducingthe sener to performexpensve cryptographiccomputationsWe
shav how statelessauthenticatiorprotocolsandthe client puzzlesof Juelsand
Brainardcanbe usedto preventsuchattacks.

1 Introduction

Denial-of-servicg DOS) attacksthat exhaustthe sener’s resourcesrea growing con-
cernonthelnternetandotheropencommunicationsystemsFor example,in the SYN
attack,a client floodsthe sener with the openingmessagesf the TCP protocoland
fills the spaceeseredin thesenerfor storinghalf-openconnections.

A solutionto suchthreatds to authenticatéhe client beforethe senercommitsary
resourceso it. Theauthenticationhowever, createsiew opportunitiefor DOS attacks
becausauthenticatioprotocolsusuallyrequirethesenerto storesession-specifistate
data,suchasnoncesandto computeexpensve public-key operationsOnesolutionis
to begin with a weakbut inexpensve authenticationandto apply strongerandcostlier
methodsonly after the lessexpensie oneshave succeededAn example of a weak
authenticatioris the SYN-cookie protectionagainstthe SYN attackwherethe return
addresss verified not to be fictional by sendingthe client a noncethatit mustreturn
in its next messageThis stratgyy is not entirely unproblematidbecausehe gradually
strengtheninguthenticatiomesultsin longerprotocolrunswith moremessageandthe
securityof theweakauthenticatioomechanismsnay bedifficult to analyze.

In this paperwe adwcatethe designprinciplethatthe client shouldalwayscommit
its resoucesto the authenticatiorprotocolfirst andthe servershouldbe ableto verify
the client commitmenbefore allocating its own resouces The rule of thumbis that,
atary point beforereliableauthenticationthe costof the protocolrunto the the client
shouldbe greaterthanto the sener. The client’s costscanbe artificially increasedy
askingit to computesolutionsto puzzleghatareeasyto generatendverify but whose
difficulty for the solver canbe adjustedo ary level. The sener shouldremainstateless



andrefuseto performexpensvecryptographioperationaintil it hasverifiedtheclient’s
solutionto apuzzle.

2 Redated work

Classicaimodelsof denialof serviceby Gligor andYu [6,17], Amoroso[1], andMillen
[13] concentrate¢he specificatioranddesignof fair multi-useroperatingsystemsThey
assumehatall servicerequestsarearbitratedby a trustedcomputingbase(TCB) that
enforceghepolicy setby asinglesecurityofficer. Theirideasdo notextendwell to open
distributedsystemdik e the Internetwherethereis no centraltrustedadministratiorand
no globalpolicy or meandor enforcingone,andtherearetoo mary simultaneousisers
to theoreticallyguarante¢he availability of any service.

Graph-theoreticamodelsof network reliability by Cunningham[4] and Phillips
[14] assesshe vulnerability of a communicationsietwork to the destructionof nodes
andlinks. Thesemodelsareusefulin the designof network topologieson the physical
layerbut their applicability doesnot easilyextendto higherprotocollayers.

The SYN attackagainsthe TCP connectiornprotocolon the Internetwasreported
e.g.in [3]. The attackand possibleremedieswere analyzedin detail by Schubaet
al. [15]. Cookieshave beenpreviously usedin the Photurisprotocolby Karn andSimp-
son[11] andin the InternetKey ExchanggIKE) by HarkinsandCarrel[7]. Criticism
of the latter[16] shaws thatthe graduallystrengtheninguthentications not straight-
forwardto designanda carefulanalysisof the senerresourcaisages needed.

Meadaws [12] formalizedthe idea of graduallystrengtheningauthenticationThe
designgoalsof a cryptographigrotocolshouldspecifyhow muchresourceshe sener
mayallocateateachlevel whenits assurancef theclient’sidentity andhonespurposes
stepby stepincreasesThis assurancés measuredy the resourceghe client would
needto mountasuccessfuhttack.

Theadwantage®f statelessnesn the beginningof anauthenticatiomprotocolwere
recognizedby Jansor& al.[9] in the KryptoKnight protocolsuite.AuraandNikander
[2] generalizedhecookieapproacthio createstatelessenersthatmaintainconnections
by passinghe statedatato the client. The paperalsogivesexamplesof authentication
protocolswherethe sener avoids saving a stateuntil the authenticatiorof the client
is complete.Hirose and Matsuura[8] appliedtheseideasto a DOS-resistantersion
of their KAP protocol.In additionto remainingstatelessthe sener in their protocol
postponesxpensve exponentiationoperationsuntil it hasverified thatthe client has
performedsimilar operationsThis way, the sener commitsits memoryandcomputa-
tional resource®nly afterthe clienthasdemonstrateds sincerity

The ideaof requiringthe client to commitits resourcedirst was describedearly
by Dwork andNaor [5]. They suggestedncreasinghe costof electronicjunk mailing
by askingthe sendetto solve a smallcryptographigpuzzlefor eachmessageThe cost
would benggligible for normalusersbut high for masamailers.JuelsandBrainard[10]
recentlypresented simplerpuzzlethatcouldbesentto TCP clientsduringasuspected
SYN attack.If thesenerthinksit is undera denial-of-servicattack,it canaskclients
to computethe reverseof a secureone-way function by brute force beforethey are
allowedto carryon with restof the protocol. The costof the bruteforce computatioris



parameterizetly revealingsomeinputbitsto theclientandlettingit find theremaining
ones.

However, Juelsand Brainard concentrateon the SYN attackand don't consider
DOS attacksagainstauthenticatiorprotocols.They, in fact, suggesthat a certificate-
basectlientauthenticatiorsolvesthe DOS problemand,hencewould not benefitfrom
the puzzles.We disagreewith this andusethe client puzzlesto generalizehe design
principlesof the DOS-resistanKAP to any authenticatiorprotocol.We alsoimprove
theefficiengy of theclient puzzlesby reducingthelengthof the puzzleandits solution,
by minimizing the numberof hashoperationsieededn the verificationof the solution
(atthecostof slightly coarseipuzzledifficulty levels),andby observinghatthe puzzles
canin somenetworksbe broadcasto the potentialclients.

3 Client puzzles

Thesenerin anauthenticatiorprotocolscanasktheclientto solve a puzzlebeforethe
sener creates protocolstateor computesexpensie functionssuchasexponentiation.

C S
S doesnot save statedataor do
; Puzzle expensve computations.

C commitsits resourcesnto

solvingthepuzzle. Solution
Sverifiesthe solution.
S may now commit resources
to expensive parts of the
authentication.

Fig. 1. Senersuspectinga DOS attacksenduzzlesto new clients

A goodpuzzleshouldhave thefollowing propertiesthe two lastof which arenewn
in comparisorto [10]:

1. Creatinga puzzleandverifying the solutionis inexpensve for the sener.

. Thecostof solvingthepuzzleis easyto adjustfrom zeroto impossible.

3. The puzzlecanbe solved on mosttypesof client hardware (althoughit may take
longerwith slow hardware).

. It is not possibleto precomputesolutionsto the puzzles.

. While theclientis solvingthe puzzle the sener doesnot needto storethesolution
or otherclient-specificdata.

6. The samepuzzlemay be givento several clients.Knowing the solutionof oneor

moreclientsdoesnothelpanew clientin solvingthepuzzle.
7. A clientcanreusea puzzleby creatingseveralinstancef it.

N
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The puzzlewe useis the brute-forcereversalof a one-way hashfunction suchas
MD5 or SHA. This is a practicalchoicebecausahe hashfunctionsare computable



with a wide variety of hardwareandthe brute-forcetestingof differentinputsis likely
to remainthe most efficient way for computingthe inverseof thesefunctions.(The
difficulty of solvingnumbertheoreticpuzzledik e factoringmaydepencheaily onthe
sophisticatiorof thealgorithmsusedby client.)

To createnew puzzlesthesenerperiodicallygeneratesanonceNg andsendst to
theclients.To preventthe attacler from precomputingsolutions the nonceneedgo be
randomand not predictablelik e, for example,time stamps(About 64 bits of entrogy
is sufficient to prevent the attacler from creatinga databasef solutionsfrom which
it could frequentlyfind a matchingnonce.Birthday-styleattacksthat may resultin
occasionamatcheswill notdo muchharmhere.)Thesener alsodecideghedifficulty
level k of the puzzle.Ng andk togetherform the puzzlethatis sentto theclient.

To solve the puzzle,the client generates randomnonceN¢. The purposeof this
nonceis twofold. First, if the clientreusesa sener nonceNg, it createsa new puzzle
by generatinga new N¢. Secondwithout the client noncean attacler could consume
a specificclient’s puzzlesby computingsolutionsand sendingthemto the sener be-
fore the client does.(About 24 bits of entrofy is enoughto preventan attacler from
exhaustinghevaluesof N¢ giventhat Ng changesrequently)

Theclientsolves X (andY, which will be discardedfrom thefollowing equation
by bruteforceandsendshe solution X to thesener.

the k first bits of thehash
—_——
h(C,Ns,N¢, X) = 000...000 Y
—~—~

therestof the hashbits

h = acryptographicashfunction(e.g.MD5 or SHA)
C = theclientindentity

Ns = thesener’snonce

Ne = theclient'snonce

X = thesolutionof thepuzzle

k = thepuzzledifficulty level

000...000 = thek first bits of thehashvalue;mustbe zero

Y = therestof thehashvalue;maybearything

The sener changeghe value of Ng periodically (for example,every 60 seconds)
to limit thetime clientshave for precomputingsolutions.As long asthe sener accepts
solutionsfor a certainvalueof Ng, it mustkeepbookof the correctlysolvedinstances
sothatthesolutionscannotbereused.

The above puzzlesatisfiesthe criteria for good puzzles.The sener only needsto
generatea singlerandomnonceto createa new puzzle.Theonly efficientwayto solve
the puzzleis to try valuesof X by bruteforce until a solutionis found. The cost of
solvingthe puzzledependsxponentiallyon the requirednumberk of zerobitsin the
beginning of the hash.If £ = 0, nowork is required.If £ = 128 (for MD5), theclient
mustreversethe entire one-way hashfunction, which is computationallyimpossible.
Reasonablevaluesof £ lie between0 and 64. The puzzle can be solved on a wide
rangeof hardware becausdhe hashfunctionsare one of the simplestcryptographic
operations.



We believe the exponentialscalefor puzzledifficulty is sufficient for applications.
That way, the sener canverify the solutionin a constanttime with a single hash.A
moreaccuratescalecould be achieved by combiningseveral puzzleswith varyingsize
k. Thiswould, however, increasehecostof verification.(Combiningpuzzlesof varying
sizewould achieve the samegranularityof puzzledifficulty asthe setsof equal-size
subpuzzlesn [10] but at a slightly lower costto the sener) The parametet should
normally be setto zeroandincreasedyraduallywhenthe sener resourcesrecloseto
beingexhaustedLater, whenthe sener againhasfree capacity it is time to decrement
k. This way, the correctvalueis found dynamicallyandwe do not needto know the
exactcostof the brute-forcecomputatiorfor the rangeof parametewalues.

Thesolutionscannotbe precomputedecausehe sameNg is usedonly for ashort
time. The client identity C' is usedas a parameteiin the puzzle so that solving the
puzzlefor oneC' doesnot helpin finding solutionsfor anotherC'. This meansthatit
is expensve for oneclient to impersonateseveral clientsbecausehe solutionmustbe
recomputedor eachclient. The client may reusethe sameNg by solving the puzzle
with anew Ng.

Finally, it is feasibleto usethe above puzzlein the statelesphaseof the protocol
because¢he sameperiodicallygeneratedVs may be usedfor all clients. This makesit
alsopossibleto broadcasthe puzzle.

4 An authentication protocol

Wewill now look athow theclientpuzzlesareusedio improvetheDOS-resistancef an
authenticatiorprotocol.In the protocolof Fig. 2, C andS authenticateachotherwith
digital signatures@ndnoncesThe protocolcaneasilybe extendednto akey exchange
by includingencryptedkey materialin the messages.

The protocolnormally beginswith a broadcastmessagdrom the sener. In a non-
broadcashetwork, this messagenaybesentindividually to clientsthatgreetthesener
with a Hello messageThe sener broadcastonsistof a randomnonceNg anda pa-
rameterk thatdetermineshedifficulty of thepuzzle Thesenergenerateafreshnonce
periodicallyandsendghe samevaluesNg, & to all clientsduringthatperiod. The mes-
sagemay timestampedndsignedto preventan attacler from broadcastindalsepuz-
zles. Thetimestampl's andthe signaturecanbe omittedif the potentialDOS attacks
againtsthe clientsarenot a concern.The clientthengenerates nonceN¢, solvesthe
puzzle andreturnsthesignedanswetto thesener. Theclientmayreusearecentpuzzle
by generatinga new nonceN¢.

The sener first checksthat the sameclient C' hasnot previously senta correct
solutionwith thesameNg, N¢-. Replayedsolutionsareignored.The sener verifiesthe
client’s solutionto the puzzleby computingthe hashand, only after seeingthatit is
correct,verifiesthesignatureandcontinueswith thelastmessagef theauthentication.
ThesenerstoreghevaluesC, Ng, N aslongasit still considershenonceNg recent.
If an attacler wantsto inducethe sener to storefalsevaluesof this kind or to verify
falsesignaturesit mustcomputea solutionto a new puzzlefor every storeddataitem
andverifiedsignature.



Hello
OPTIONAL
S periodicallydecidesk,

generatesVs, andtimestampsand
Ss(Ts,k, Ns) signsthefollowing message.
<—

BROADCAST
C verifiesthetimestampl’s

andsignatureSs.

C generatesV¢ and

solves X by bruteforcefrom
h(C,Ns,Nc,X) =0102...0,Y.
C signsthefollowing message.

Sc(S,C,Ng, N¢, X)
Sverifiesthat Ng is recent,
C, Ns, N¢ notusedbefore,and
h(C,Ns,Nc,X) =0102...0; Y.
S may now commit resour ces.
A storesC, Ns, N¢ while Ng recent
andverifiesthesignatureSc.
Shasnow authenticated C.
Ssignsthefollowing message.

Ss(S,C, Nc)

C verifiesthe signatureSs.
C hasnow authenticated S.

Fig. 2. DOS-resistan&uthenticatiorwith public-key signatures



The puzzleincreaseghe length of the messagesnly minimally: one byte for &
and up to about8 bytesfor the solution X. The noncesare neededn ary casefor
theauthenticationPuzzlesshouldonly be usedwhenthe sener suspectdt is underan
attackandits capacityis becomingexhaustedOtherwisethesenercansetk = 0. This
meanghatthereis no puzzleto solve andary valueof X is ok.

5 Conclusion

We shavedhow therobustnes®f authenticatiorprotocolsagainstdenialof serviceat-
tackscanbe improved by askingthe client to commitits computationaresourceso
theprotocolrun beforethe senerallocatests memoryandprocessindime. Thesener
sendgo theclientapuzzlewhosesolutionrequiresa brute-forcesearcHor somebits of
theinverseof a one-way hashfunction. Thedifficulty of thepuzzleis parameterizedc-
cordingto thesenerload. The sener storesthe protocolstateandcomputesxpensve
public-key operation®nly afterit hasverifiedtheclient's solution.Thepuzzlesrotects
senersthatauthenticatéheir clientsagainsresourcesxhaustiorattacksduringthefirst
messagesf the connectionopeningbeforethe client hasbeenreliably authenticated.
It shouldbe noted,however, othertechniquesare neededo protectindividual clients
againstdenialof serviceandto preventexhaustionof communicationdandwidth.
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