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a key K to produce a ciphertext C. 
We write this cipher’s operation 
as C = EK(M). A tweakable block 
cipher uses E to operate on M, K, 
and tweak T to produce C. We 
write this cipher’s operation as 
C = EK(T, M). The tweak oper-
ates much like an initialization 
vector but has different security 
 properties: an initialization vector 
must be random, whereas a tweak 
doesn’t have to be.

A tweak aims to provide vari-
ability of the ciphertext, whereas 
the key provides security against 
an adversary recovering the plain-
text. It’s not necessary to keep 
a tweak secret, and a tweakable 
block cipher must remain secure 
even if an adversary can control 
the tweak inputs into an encryp-
tion operation.

Rogaway’s XEX
Suppose that N and a1 through ak 
are elements of GF(2n)* and that i1 
through ik are integers. (GF stands 
for Galois field.) Rogaway showed 
that if E is a secure block cipher, 
then EK(N, i1, …, ik, M) = EK(M 
⊕ D) ⊕ D, where
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is also a secure block cipher that 
uses the k + 1 tweaks N and i1 
through ik. Figure 1 shows en-
cryption using this construction.

XTS
The SISWG modified XEX by 
limiting the number of tweaks to 

proven more elusive. This is 
due partly to the constraints that 
 storage technologies can impose 
on encryption technologies. Hard 
disks are a good example of this.

The IEEE Security in Stor-
age Working Group (SISWG) has 
developed the XTS mode of the 
Advanced Encryption Standard 
(AES) that the IEEE 1619-2007 
standard defines.1 (XTS stands 
for XEX-based tweaked code-
book mode with ciphertext steal-
ing.) This mode works within the 
constraints of hard disks while 
keeping the security that the AES 
algorithm provides.

The US National Institute of 
Standards and Technology (NIST) 
has approved XTS for US govern-
ment use.2 Approval of a new AES 
mode happens rarely, so this event is 
interesting and newsworthy. Here, 
I describe what motivates XTS’s 
construction, how it works, and 
what level of security it provides.

The Motivation for XTS
Hard disks are partitioned into 
circular paths called tracks—physi-
cal divisions of data that are deter-
mined by the data’s location on the 
disk. Tracks are in turn partitioned 
into fixed-sized logical sectors, 
which can be individually read 
from or written to a disk. Sectors 

are the smallest accessible subdi-
vision of a track, typically com-
prising 512 bytes. A sector might 
be subdivided into logical blocks, 
which are the same size as the 
block of data encrypted by a block 
cipher. The number of bytes in a 
sector might or might not be an 
integer multiple of the block size.

Because a sector’s bytes are all 
dedicated to storage, no additional 
space is available for other informa-
tion. So, inputs to an encryption 
algorithm for data on hard disks 
should include only the data itself, 
the key used in the encryption al-
gorithm, and available metadata 
such as the sector number and the 
block number in that sector. XTS 
does exactly this. It also protects 
better against ciphertext manipu-
lation and cut-and-paste attacks 
than other AES modes working 
with the same set of constraints.

XTS is based on Phil Roga-
way’s XEX (Xor-Encrypt-Xor) 
construction3 and uses cipher-
text stealing4 to handle sectors 
not containing a number of bytes 
equal to an integer multiple of the 
AES block size.

Tweakable  
Block Ciphers
Suppose we have a block cipher E 
that operates on a message M and 
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two and using two keys instead of 
one. The two tweaks correspond 
to the sector and block number 
where data is stored. The use of 
two keys isn’t a criticism of XEX. 
Rather, it results from the influ-
ence of the technology’s commer-
cial users, who believe that two 
keys are better than one.

XTS calculates a ciphertext 
from M and two keys K1 and K2 as 
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. It sets the 
value of j to the sector number be-
ing encrypted and sets the value of 
i to the block number in this sec-
tor. The constant a is either

• the primitive element GF(2128) 
represented by the value 2 if the 
elements of GF(2128) are repre-
sented as bit strings, or

• the polynomial x if the elements 
of GF(2128) are represented by 
polynomials.

Figure 2 shows encryption us-
ing this construction.

Ciphertext Stealing
This approach cleverly combines 
the last two blocks of ciphertext.

Suppose we want to use E and 
K to encrypt m blocks of mes-
sages M1 through Mm to produce 
ciphertext blocks C1 through Cm, 
where M1 through Mm–1 are the 
same size as the cipher block but 
Mm is shorter, having only s bits 
instead of the full n. To encrypt 
this sequence of messages using 
ciphertext stealing, we initially 
encrypt the first m - 2 blocks nor-
mally to get C1 through Cm–2.

Let B[1, …, l] denote the low-
est l bits of message block B. To 
process the last two blocks, we 
first create an intermediate value 
C = EK(Mm–1) and parse this val-
ue into C = Cm[1, …, s] ∥ C′. We 
then calculate the value of Cm–1 as 
Cm–1 = EK(Mm[1, …, s] ∥ C′).

Figure 3 shows encryption us-
ing ciphertext stealing.

XTS seems to have been fairly 
successful so far. As of April 

2009, 14 vendors had supported it.5

The SISWG will soon start 
amending IEEE 1619-2007 to 
include the option of using only 
one key. This will simplify key 
management slightly at no cost 
in cryptographic security. Future 
versions of the standard might also 
let you use additional metadata as 
tweaks; XEX’s inherent flexibility 
makes this easy to do. 
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Figure 1. Encryption using Phil 

Rogaway’s XEX (Xor-Encrypt-Xor) 

construction. XEX forms the basis 

for the XTS mode of the Advanced 

Encryption Standard (AES). (XTS 

stands for XEX-based tweaked 

codebook mode with ciphertext 

stealing.)
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Figure 2. Encryption using the XTS 

construction. XTS modifies XEX by 

using only two tweaks and using 

two keys instead of one.

Mm–1[1, ..., n]

EK

Mm[1, ..., s] || C‘

Cm[1, ..., s] || C‘ Cm–1[1, ..., n]

EK

Figure 3. Encryption using ciphertext 

stealing. This approach handles 

sectors not containing a number of 

bytes equal to an integer multiple of 

the AES block size.


