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13.1 Introduction

Thischapter considerskey management techniquesfor controlling thedistribution, use, and
update of cryptographickeys. Whereas Chapter 12 focuses on details of specific key estab-
lishment protocolswhich provide shared secret keys, here the focusis on communications
modelsfor key establishment and use, classification and control of keys based on their in-
tended use, techniques for the distribution of public keys, architectures supporting auto-
mated key updates in distributed systems, and the roles of trusted third parties. Systems
providing cryptographic services require techniques for initialization and key distribution
aswell as protocolsto support on-line update of keying material, key backup/recovery, re-
vocation, and for managing certificatesin certificate-based systems. This chapter examines
techniques related to these issues.

Chapter outline

The remainder of this chapter is organized as follows. §13.2 provides context including
background definitions, classification of cryptographic keys, simple models for key estab-
lishment, and a discussion of third party roles §13.3 considers techniques for distributing
confidentia keys, including key layering, key trandation centers, and symmetric-key cer-
tificates. §13.4 summarizes techniques for distributing and authenticating public keysin-
cluding authentication trees, public-key certificates, the use of identity-based systems, and
implicitly-certified keys. §13.5 presents techniquesfor controlling the use of keying mate-
rial, including key notarization and control vectors. §13.6 considers methodsfor establish-
ing trust in systems involving multiple domains, certification authority trust models, and
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certification chains. The key management life cycle is summarized in §13.7, while: §13.8
discusses selected specialized third party services, including trusted timestamping and no-
tary services supporting non-repudiation of digital signatures, and key escrow. Notes and
sources for further information are provided in §13.9.

13.2 Background and basic concepts

A keying relationship is the state wherein communi cating entiti es share common data (key-
ing material) to facilitate cryptographic techniques. This data may include public or secret
keys, initialization values, and additional non-secret parameters.

13.1 Definition Key management isthe set of techniquesand procedures supporting the estab-
lishment and maintenance of keying relationships between authorized parties.

K ey management encompasses techniques and procedures supporting:
initialization of system users within a domain;

generation, distribution, and installation of keying material;
controlling the use of keying material;

update, revocation, and destruction of keying material; and
storage, backup/recovery, and archival of keying material.

gk wbdhpE

13.2.1 Classifying keys by algorithm type and intended use

The terminology cf Table 13.1 is used in reference to keying material. A symmetric cryp-
tographic system is a system involving two transformations — one for the originator and
one for the recipient — both of which make use of either the same secret key (symmetric
key) or two keys easily computed from each other. An asymmetric cryptographic system
isasystem involving two related transformations— one defined by a public key (the public
transformation), and another defined by aprivatekey (the privatetransformation) —with the
property that it is computationally infeasible to determine the private transformation from
the public transformation.

[ Term | Meaning |
private key, public key | paired keysin an asymmetric cryptographic system
symmetric key key in asymmetric (single-key) cryptographic system
secret adjective used to describe private or symmetric key

Table 13.1: Private, public, symmetric, and secret keys.

Table 13.2 indicates various types of algorithms commonly used to achieve the spec-
ified cryptographic objectives. Keys associated with these algorithms may be correspond-
ingly classified, for the purpose of controlling key usage (§13.5). The classification given
requires specification of both the type of algorithm (e.g., encryption vs. signature) and the
intended use (e.g., confidentiality vs. entity authentication).
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Algorithm type

J Cryptographic objective (usage) public-key | symmetric-key
confidentialityt encryption encryption
data origin authentication: signature MAC
key agreement Diffie-Hellman | various methods
entity authentication 1. signature 1. MAC
(by challenge-response protocols) | 2. decryption 2. encryption

3. customized

Table 13.2: Types of algorithms commonly used to meet specified objectives.
tMay include data integrity, and includes key transport; seealso §13.3.1.
IIncludes data integrity; and in the public-key case, non-repudiation.

13.2.2 Key management objectives, threats, and policy

Key management plays a fundamental role in cryptography as the basis for securing cryp-
tographic techniques providing confidentiality, entity authentication, data origin authenti-
cation, data integrity, and digital signatures. The goa of a good cryptographic design is
to reduce more complex problems to the proper management and safe-keeping of a small
number of cryptographic keys, ultimately secured through trust in hardware or software
by physical isolation or procedural controls. Reliance on physical and procedural secu-
rity (e.g., secured roomswith isolated equipment), tamper-resistant hardware, and trust in a
large number of individualsis minimized by concentrating trust in asmall number of easily
monitored, controlled, and trustworthy elements.

K eying relationshipsin a communications environment involve at least two parties (a
sender and areceiver) in real-time. In a storage environment, there may be only a single
party, which stores and retrieves data at distinct pointsin time.

The objective of key management is to maintain keying relationships and keying ma-
terial in a manner which counters relevant threats, such as.

1. compromise of confidentiality of secret keys.

2. compromise of authenticity of secret or public keys. Authenticity requirementsin-
clude knowledge or verifiability of the true identity of the party a key is shared or
associated with.

3. unauthorized use of secret or public keys. Examplesinclude using akey whichisno
longer valid, or for other than an intended purpose (see Remark 13.32).

In practice, an additional objective is conformanceto arelevant security policy.

Security policy and key management

Key management is usually provided within the context of a specific security policy. A se-
curity policy explicitly or implicitly definesthe threatsa system isintended to address. The
policy may affect the stringency of cryptographi c requirements, depending on the suscepti-
bility of the environment in question to various types of attack. Security policiestypically
also specify:
1. practices and proceduresto be followed in carrying out technical and administrative
aspects of key management, both automated and manual;
2. theresponsibilities and accountability of each party involved; and
3. thetypesof records (audit trail information) to be kept, to support subsequent reports
or reviews of security-related events.
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13.2.3 Simple key establishment models
Thefollowing key distribution problem motivates more efficient key establishment models.

The n? key distribution problem

In a system with n users involving symmetric-key techniques, if each pair of users may
potentially need to communicate securely, then each pair must share a distinct secret key.
In this case, each party must have n — 1 secret keys; the overall number of keysin the
system, which may need to be centrally backed up, isthen n(n — 1)/2, or approximately
n?. Asthe size of asystem increases, this number becomes unacceptably large.

In systems based on symmetric-key techniques, the solution is to use centralized key
servers. astar-like or spoked-wheel network is set up, with atrusted third party at the cen-
ter or hub of communications (see Remark 13.3). This addresses the n? key distribution
problem, at the cost of the requirement of an on-line trusted server, and additional commu-
nicationswith it. Public-key techniques offer an alternate solution.

Point-to-point and centralized key management

Point-to-point communications and centralized key management, using key distribution
centers or key trandation centers, are examples of simple key distribution (communica
tions) modelsrelevant to symmetric-kev svstems. Here“simple” impliesinvolving at most
onethird party. These are illustrated in Figure 13.1 and described below, where K xy de-
notes asymmetric key shared by X andY'.

(a) Point-to-point key distribution

K
5
(b) Key distribution center (KDC)
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KDC KDC
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Figure 13.1: Smple key distribution models (symmetric-key).
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1. point-to-point mechanisms. These involve two parties communicating directly (see
§12.3.1).

2. key distribution centers (KDCs). KDCs are used to distribute keys between users

which share distinct keys with the KDC, but not with each other.
A basic KDC protocol proceedsasfollows.’ Upon request from A to shareakey with
B,theKDC T generatesor otherwise acquiresakey K, then sendsit encrypted under
K a7 to A, along with acopy of K (for B) encrypted under Kpr. Alternatively, T’
may communicate K (secured under K pr) to B directly.

3. key trandation centers (KTCs). The assumptions and objectives of KTCs are as for
KDCs above, but here one of the parties (e.g., A) suppliesthe session key rather than
the trusted center.

A basic KTC protocol proceedsasfollows.? .4 sendsakey K tothe K TC T encrypted
under K 4. The KTC deciphers and re-enciphers K under K g7, then returns this
to A (torelay to B) or sendsit to B directly.

KDCs provide centralized key generation, while KTCs allow distributed key genera-
tion. Both are centralized techniquesin that they involve an on-line trusted server.

13.2 Note (initial keying requirements) Point-to-point mechanismsrequirethat A and B share
asecret key apriori. Centralized key management involving atrusted party 7" requiresthat
A and B each share a secret key with T'. These shared long-term keys are initialy estab-
lished by non-cryptographic, out-of-band techniques providing confidentiality and authen-
ticity (e.g., in person, or by trusted courier). By comparison, with public keys confidential-
ity is not required; initial distribution of these need only guarantee authenticity.

13.3 Remark (centralized key management — pros and cons) Centralized key management in-
volving third parties (KDCs or KTCs) offersthe advantage of key-storage efficiency: each
party need maintain only one long-term secret key with the trusted third party (rather than
one for each potential communications partner). Potential disadvantagesinclude: vulner-
ability to loss of overall system security if the central node is compromised (providing an
attractivetarget to adversaries); aperformancebottleneck if the central node becomesover-
loaded; loss of serviceif the central nodefails (acritical reliability point); and the require-
ment of an on-linetrusted server.

13.2.4 Roles of third parties

Below, trusted third parties (TTPs) arefirst classified based on their real-time interactions
with other entities. Key management functions provided by third partiesare then discussed.

() In-line, on-line, and off-line third parties
From a communi cations viewpoint, three categories of third partiesT' can be distinguished

based on relative location to and interaction with the communicating parties A and B (see
Figure 13.2):

1. in-line: T is an intermediary, serving as the real-time means of communication be-
tween A and B.

2. on-line: T isinvolved in real-time during each protocol instance (communicating
with A or B or both), but A and B communicate directly rather than through T'.

L For specific examples of such protocols including Kerberos (Protocol 12.24), see §12.3.2.
2 specific example is the message-trandation protocol, Protocol 13.12, wth M = K.
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3. off-line: T is not involved in the protocol in real-time, but prepares information a
priori, whichisavailableto A or B or both and used during protocol execution.

(a) in-line
in-line
- -
A TTP B
(b) on-line
on-line
/ TTP ‘Winau
A -4+——m————— » B
(c) off-line
off-line
| TTP | v, .
... [optional]
s A

A4-—————» B

------------- communications carried out prior to protocol run

Figure 13.2: In-line, on-line, and off-line third parties.

In-line third parties are of particular interest when A and B belong to different secu-
rity domainsor cannot otherwiseinteract directly due to non-interoperable security mecha-
nisms. Examples of an in-line third party include aKDC or KTC which providesthe com-
munications path between A and B, asin Figure 13.1(b)(ii) or (c)(ii). Parts (b)(i) and (c)(i)
illustrate examples of on-linethird parties which are not in-line. An example of an off-line
third party is a certification authority producing public-key certificates and placing themin
a public directory; here, the directory may be an on-line third party, but the certification
authority is not.

Remark (prosandcons; in-line, on-line, off-line) Protocol swith off-linethird parties usu-
ally involvefewer real-time message exchanges, and do not requirereal-time availability of
third parties. Revocation of privileges (e.g., if asecret key is compromised) is more easily
handled by in-line or on-line third parties.

(i Third party functions related to public-key certificates

Potential roles plaved by third parties within a key management system involving public-
key certificates (§13.4.2) are listed below. Their relationshipisillustrated in Figure 13.3.

1. certification authority (CA) — responsible for establishing and vouching for the au-
thenticity of public keys. In certificate-based systems:(§13.4.2), tnisincludesbinding
public keys to distinguished names through signed certificates, managing certificate
serial numbers, and certificate revocation.?

3 Certificate creation requires verification of the authenticity of the entity to be associated with the public key.
This authentication may be delegated to a registration authority. The CA may carry out the combined functions
of aregistration authority, name server, and key generation facility; such acombined facility is called either aCA
or akey management facility.
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2. name server — responsible for managing a name space of unique user names (e.g.,
uniquerelativeto a CA).

3. registration authority — responsible for authorizing entities, distinguished by unique
names, as members of a security domain. User registration usually involves associ-
ating keying material with the entity.

4. key generator — creates public/private key pairs (and symmetric keys or passwords).
Thismay be part of the user entity, part of the CA, or an independent trusted system
component.

5. certificate directory — a certificate database or server accessible for read-access by
users. The CA may supply certificates to (and maintain) the database, or users may
manage their own database entries (under appropriate access control).

name
server

registration
authority

key
generator

User A |= »| certification
authority

certificate
directory

Figure 13.3: Third party services related to public-key certification.

(iii) Other basic third party functions
Additional basic functions atrusted third party may provideinclude:

1. key server (authentication server) — facilitates key establishment between other par-
ties, including for entity authentication. ExamplesincludeKDCsand KTCs(§13.2.3).

2. key management facility — provides a number of servicesincluding storage and arch-
ival of keys, audit collection and reporting tools, and (in conjunction with a certifi-
cation authority or CA) enforcement of life cycle requirements including updating
and revoking keys. The associated key server or certification authority may provide
arecord (audit trail) of all eventsrelated to key generation and update, certificate gen-
eration and revocation, €etc.

13.5 Note (keyaccessserver) A key server may begeneralizedto akey access server, providing
shared keysunder controlled accessto individua membersof groupsof two or moreparties,
asfollows. A key K issecurely deposited with the server by party A along with an access
control list specifying entities authorized to access it. The server stores the key and the
associated list. Subsequently, entities contact the server and request the key by referencing
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akey identifier supplied by A. Upon entity authentication, the server grants access to the
keying material (using KTC-like functionality) if the entity is authorized.

13.6 Note (digital enveloping of files) A key access server may be employed to storeakey K
used to symmetrically encrypt a file. The source party A may make the (encrypted) file
available by attaching it to the encrypted key, posting it to a public site, or communicating
it independently over a distinct (unsecured) channel. Retrieval of the key from the server
by an authorized party then allows that party access to the (decrypted) file. The same end
goal can be attained by public-key techniques directly, without key access servers, as fol-
lows. A encryptsthefileunder K asabove; asymmetrically encrypts K using the intended
recipient’s public encryption key (or recipients’ keys); and includesthe encrypted key(s) in
a header field preceding the encrypted file.

13.7 Remark (levelsoftrust vs. competency) Variousthird party servicesrequiredifferenttypes
of trust and competency in the third party. For example, athird party possessing secret de-
cryption keys (or entity authentication keys) must be trusted not to disclose encrypted in-
formation (or impersonate users). A third party required (only) to bind an encryption public
key to an identity must still be trusted not to create fal se associations and thereafter imper-
sonate an entity. In general, three levels of trust in athird party T responsible for certify-
ing credentials for users may be distinguished. Level 1. T' knows each user’s secret key.
Level 2: T does not know users' secret keys, but can create false credentials without de-
tection. Level 3: T does not know users’ secret keys, and generation of false credentiasis
detectable.

(iv) Advanced third party functions

Advanced service roles which may be provided by trusted third parties, discussed further
in §13.8, include:

1. timestamp agent — used to assert the existence of a specified document at a certain
point in time, or affix atrusted date to a transaction or digital message.

2. notary agent — used to verify digital signatures at a given point in time to support
non-repudiation, or more generally establish the truth of any statement (which it is
trusted on or granted jurisdiction over) at agiven point in time.

3. key escrow agent — used to providethird-party accessto users' secret keysunder spe-
cial circumstances. Here distinction isusually made between key types; for example,
encryption private keys may need to be escrowed but not signature private keys (cf.
Remark 13.32).

13.2.5 Tradeoffs among key establishment protocols

A vast number of key establishment protocols are available (Chapter 12). To choose from
among these for a particular application, many factors aside from cryptographic security
may berelevant. §12.2.2 discusses different types of assurances provided, and characteris-
tics useful in comparing protocols.

In selected key management applications, hybrid protocols involving both symmet-
ric and asymmetric techniques offer the best aternative (e.g., Protocol 12.44; see aso
Note 13.6). More generally, the optimal use of available techniques generally involves
combining symmetric techniques for bulk encryption and data integrity with public-key
techniquesfor signatures and key management.
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Public-key vs. symmetric-key techniques (in key management)

Primary advantages offered by public-key (vs. symmetric-key) techniquesfor applications
related to key management include:

1. simplified key management. To encrypt data for another party, only the encryption
public key of that party need be obtained. This simplifies kev management as only
authenticity of public keys is required, not their secrecy. Table 13.3 illustrates the
case for encryption keys. The situation is analogous for other types of public-key
pairs, e.g., signature key pairs.

2. on-line trusted server not required. Public-key techniques allow a trusted on-line
server to be replaced by atrusted off-line server plus any means for delivering au-
thentic public keys (e.g., public-key certificates and a public database provided by
an untrusted on-line server). For applications where an on-line trusted server is not
mandatory, thismay makethe system more amenableto scaling, to support very large
numbers of users.

3. enhancedfunctionality. Public-key cryptography offersfunctionality whichtypically
cannot be provided cost-effectively by symmetric techniques (without additional on-
linetrusted third parties or customized secure hardware). The most notable such fea-
tures are non-repudiation of digital signatures, and true (single-source) data origin

authentication.
Symmetric keys Asymmetric keys
secrecy | authenticity | secrecy | authenticity
encryption key yes yes no yes
decryption key yes yes yes yes

Table 13.3: Key protection requirements. symmetric-key vs. public-key systems.

Figure 13.4 compares key management for symmetric-key and public-key encryption.
The pairwise secure channel in Figure 13.4(a) isoften atrusted server with which each party
communicates. The pairwise authentic channel ir Figure 13.4(b) may bereplaced by apub-
lic directory through which public keys are available via certificates; the public key in this
caseistypically used to encrypt asymmetric data key (c*. Note 13.6).

13.3 Techniques for distributing confidential keys

Varioustechniques and protocols are availabl e to distribute cryptographic keys whose con-
fidentiality must be preserved (both private keys and symmetric keys). These include the
use of key layering (§13.3.1) and symmetric-key certificates (§13.3.2).

13.3.1 Key layering and cryptoperiods

Table 13.2 (page 545) may be used to classify keys based on usage. The class “confiden-
tiality” may be sub-classified on the nature of theinformation being protected: user datavs.
keying material. This suggests a natural key layering asfollows:
1. master keys — keys at the highest level in the hierarchy, in that they themselves are
not cryptographically protected. They are distributed manually or initially installed
and protected by procedural controls and physical or electronic isolation.
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13.8

13.9

(a) Symmetric-key encryption

secret key secret key

symmetric

- (T
key generator J

(b) Public-key encryption

N A private key
U] e

asymmetric key
pair generation

—@— secure channel (privacy and authentication)
—@— secure channel (authentication only)

777777 unsecured channel (no protection)

Figure 13.4: Key management: symmetric-key vs. public-key encryption.

2. key-encrypting keys — symmetric keys or encryption public keys used for key trans-
port or storage of other keys, e.g., in the key transport protocolsof Chapter 12. These
may aso be called key-transport keys, and may themselves be secured under other
keys.

3. data keys — used to provide cryptographic operations on user data (e.g., encryption,
authentication). These are generally short-term symmetric keys; however, asymmet-
ric signature private keys may also be considered data keys, and these are usually
longer-term keys.

Thekeysat onelayer areused to protectitemsat alower level. Thisconstraintisintendedto
make attacks more difficult, and to limit exposure resulting from compromise of a specific
key, as discussed below.

Note (protection of key-encrypting keys) Compromise of akey-encryptingkey (and more-
over, amaster key as a specia case thereof) affects all keys protected thereunder. Conse-
guently, special measuresare used to protect master keys, including severely limiting access
and use, hardware protection, and providing access to the key only under shared control
(§12.7.2).

Example (key layering with master and terminal keys) Assume each terminal X from a
predefined set shares a key-encrypting key (terminal key) K x with atrusted central node
C, and that C stores an encrypted list of al terminal keys under a master key K ;. C may
then provide a session key to terminals X and Y asfollows. C' obtains arandom value R
(possibly from an external source) and defines the session key to be S = Dg,, (R), the
decryption of R under Kj;. Using K, C decryptsthekey list to obtain K x, computes S
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from R, then encrypts .S under K x and transmitsit to X. S isanaogoudly transmitted to
Y, and can be recovered by both X and Y. O

Cryptoperiods, long-term keys, and short-term keys

13.10 Definition The cryptoperiod of akey is thetime period over which it is valid for use by
legitimate parties.

Cryptoperiods may serveto:

1. limit the information (related to a specific key) available for cryptanaysis,

2. limit exposure in the case of compromise of asingle key;

3. limit the use of a particular technology to its estimated effective lifetime; and

4. limit the time available for computationally intensive cryptanal ytic attacks (in appli-
cations where long-term key protection is not required).

In addition to the key layering hierarchy above, keys may be classified based on tem-
poral considerations as follows.

1. long-termkeys. Theseinclude master keys, often key-encrypting keys, and keysused
to facilitate key agreement.

2. short-term keys. These include keys established by key transport or key agreement,
and often used as data keys or session keysfor a single communications session. See
Remark 13.11.

In general, communications applications involve short-term keys, while data storage
applications require longer-term keys. Long-term keys typically protect short-term keys.
Diffie-Hellman keys are an exception in some cases (see §12.6.1). Cryptoperiods limit the
use of keysto fixed periods, after which they must be replaced.

13.11 Remark (short-termusevs. protection) Theterm short asused in short-term keysrefersto
the intended time of the key usage by legitimate parties, rather than the protection lifetime
(=f. §13.7.1). For example, an encryption key used for only asingle session might nonethe-
less be required to provide protection sufficient to withstand long-term attack (perhaps 20
years), whereasif signatures are verified immediately and never checked again, asignature
key may need to provide protection only for a relatively short period of time. The more
severe the consequences of a secret key being disclosed, the greater the reward to an adver-
sary for obtaining access to it, and the greater the time or level of effort an adversary will
invest to do so. (See also §12.2.2, and §12.2.3 on perfect forward secrecy.)

13.3.2 Key translation centers and symmetric-key certificates

Further to centralized key management discussed in §13.2.3, this section considers tech-
niquesinvolving key trandation centers, including use of symmetric-key certificates.

(i) Key translation centers

A key trandation center (KTC) T is a trusted server which allows two parties A and B,
which do not directly share keying material, to establish secure communications through
use of long-term keys K 47 and K g1 they respectively sharewith 7. A may send a confi-
dential message M to B using Protocol 13.12. If M isakey K, thisprovidesakey transfer
protocol (=f. §13.2.3); thus, KTCs provide translation of keys or messages.
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13.12

13.13

Protocol Message translation protocol using a KTC

SUMMARY: A interacts with atrusted server (KTC) T" and party B.

RESULT: A transfers a secret message M (or session key) to B. See:Note 13.13.
1. Notation. E isasymmetric encryption algorithm. A may be asession key K.
2. One-timesetup. A and T sharekey K 4. Similarly B and T share K gr.
3. Protocol messages.

A—=T: A Ex,,(B,M) (1)
A«T: Eg,.(MA) (2
A= B: Ex, (M,A)  (3)

4. Protocol actions.
() A encrypts M (along with the identifier of the intended recipient) under K 47,
and sendsthisto 7" with its own identifier (to alow 7" to look up K 4r).
(b) Upon decrypting the message, T determinesit is intended for B, looks up the
key (K pr) of the indicated recipient, and re-encrypts M for B.
(c) T returns the translated message for A to send to (or post in a public site for)
B; dternatively, T' may send the responseto B directly.

Only oneof A and B need communicatewith T'. Asan alternativeto the protocol as given,
A may send thefirst messageto B directly, which B would then relay to 7" for trandation,
with T responding directly to B.

Note (security of Protocol 13.12)

(i) Theidentifier A, corresponding to the key under which message (1) was encrypted,
isincluded in message (2) as a secure indication (to B) of the original source. Key
notarization (§13.5.2) offers a more robust method of preventing key substitution.

(if) A recognizable distinction (e.g., re-ordering the message and identifier fields) be-
tween the format of messages (1) and (2) is required to prevent an adversary from
reflecting (1) back to A as amessage (3) purportedly originating from B.

(iii) Message replay is possible; attacks may be detected through the use of timestamps
or sequence numberswithin M. The protocol as given provides no entity authenti-
cation.

(iv) Anintegrity check mechanism on the encrypted text should be used to allow T' to
detect tampering of the cleartext identifier A in (1), aswell asin (2) and (3).

(v) A chosen-text attack on key Kpr in (2) may be prevented by an encryption mode
such as CBC, and inserting an initial field containing a random number.

(i) Symmetric-key certificates

Symmetric-key certificates provide a means for a KTC to avoid the requirement of either
maintaining a secure database of user secrets (or duplicating such a database for multiple
servers), or retrieving such keys from a database upon trand ation requests.

Asbefore, associated with each party B isakey K g sharedwith T', whichisnow em-
bedded in a symmetric-key certificate Ex.,. (K pr, B) encrypted under a symmetric master
key K7 knownonlytoT. (A lifetime parameter L could also be included in the certificate
asavalidity period.) The certificate servesasamemo from 7" toitself (who alone can open
it), and isgivento B so that B may subsequently present it back to 1" precisely when re-
quired to access B’s symmetric key K g7 for message trandation. Rather than storing all
user keys, T' now need securely storeonly K.
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Symmetric-key certificates may be used in Protocol 13.12 by changing only the first
message as below, where SCerty = Ex, (Kar, A), SCeltg = Ex, (Kpr, B):

A—T: SCerts, Ex,,(B,M), Lertg (1)

A public database may be established with an entry specifying the name of each user and its
corresponding symmetric-key certificate. To construct message (1), A retrieves B'ssymm-
etric-key certificate and includes this along with its own. T' carries out the trandation as
before, retrieving K 47 and K g from these certificates, but now also verifiesthat A’sin-
tended recipient B as specified in Ex . (B, M) matches the identifier in the supplied cer-
tificate SCertp.

13.14 Remark (public-key functionality via symmetric techniques) Thetrusted third party func-
tionality required when using symmetric-key certificates may be provided by per-user
tamper-resistant hardware units keyed with a common (user-inaccessible) master key
K. Thetrusted hardware unit H 4 of each user A generates a symmetric-key certificate
SCerts = Ex,(Kar,A), which is made available to B when required. Hp decrypts
the certificate to recover K 41 (inaccessibleto B) and theidentity A (accessibleto B). By
design, Hp isconstrained to use other users' keys K a7 = K 4 solely for verification func-
tions (e.q., MAC verification, message decryption). K 4 then functions as A's public key
(cf. Example 13.36), allowing data origin authentication with non-repudiation; an adju-
dicator may resolve disputes given a hardware unit containing K, a disputed (message,
signature) pair, and the authentic value SCert 4 from H 4.

13.15 Remark (symmetric-key vs. public-key certificates) Symmetric-key certificates differ
from public-key certificates as follows: they are symmetric-key encrypted under 7”s mas-
ter key (vs. signed using 7" s private key); the symmetric key within may be extracted only
by T' (vs. many parties being ableto verify apublic-key certificate); and 7" isrequired to be
on-linefor key translation (vs. an off-line certification authority). In both cases, certificates
may be stored in a public directory.

13.4 Techniques for distributing public keys

Protocolsinvolving public-key cryptography aretypically described assuming a priori pos-
session of (authentic) public keys of appropriate parties. Thisallowsfull generality among
various options for acquiring such keys. Alternatives for distributing explicit public keys
with guaranteed or verifiable authenticity, including public exponentialsfor Diffie-Hellman
key agreement (or more generally, public parameters), include the following.

1. Point-to-point delivery over a trusted channel. Authentic public keys of other users
are obtained directly from the associated user by personal exchange, or over a di-
rect channel, originating at that user, and which (procedurally) guarantees integrity
and authenticity (e.g., atrusted courier or registered mail). Thismethod issuitableif
used infrequently (e.g., one-time user registration), or in small closed systems. A re-
lated method isto exchange public keysand associated information over an untrusted
electronic channel, and provide authentication of thisinformation by communicating
a hash thereof (using a collision-resistant hash function) via an independent, lower-
bandwidth authentic channel, such as aregistered mail.
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Drawbacks of this method include: inconvenience (elapsed time); the requirement of
non-automated key acquisition prior to secured communicationswith each new party
(chronological timing); and the cost of the trusted channel.

2. Direct accessto a trusted public file (public-key registry). A public database, thein-

tegrity of which is trusted, may be set up to contain the name and authentic public
key of each system user. Thismay beimplemented as a public-key registry operated
by atrusted party. Users acquire keys directly from this registry.
While remote access to the registry over unsecured channels is acceptable against
passive adversaries, a secure channel isrequired for remote access in the presence of
activeadversaries. Onemethod of authenticatingapublicfileisby tree authentication
of public keys (§13.4.1).

3. Use of an on-line trusted server. An on-line trusted server provides access to the
equivalent of apublicfile storing authentic public keys, returning requested (individ-
ua) public keysin signed transmissions; confidentiality isnot required. The request-
ing party possesses a copy of the server’s signature verification public key, allowing
verification of the authenticity of such transmissions.

Disadvantagesof thisapproachinclude: thetrusted server must be on-line; thetrusted
server may become abottleneck; and communicationslinks must be established with
both the intended communicant and the trusted server.

4. Useof anoff-lineserver and certificates. Inaone-timeprocess, each party A contacts
an off-line trusted party referred to as a certification authority (CA), to register its
public key and obtainthe CA'ssignatureverification public key (allowing verification
of other users’ certificates). The CA certifies A’s public key by binding it to astring
identifying A, thereby creating a certificate (§13.4.2). Parties obtain authentic public
keys by exchanging certificates or extracting them trom a public directory.

5. Use of systems implicitly guaranteeing authenticity of public parameters. In such
systems, including identity-based systems: (§13.4.3) and those using implicitly cer-
tified keys: (§13.4.4), by algorithmic design, modification of public parameters re-
sults in detectable, non-compromising failure of cryptographic techniques (see Re-
mark 13.26).

The following subsections discuss the above techniques in greater detail. Figure 13.7
(page 564) providesacomparison of the certificate-based approach, identity-based systems,
and the use of implicitly-certified public keys.

13.4.1 Authentication trees

Authentication trees provide a method for making public data available with verifiable au-
thenticity, by using atree structurein conjunction with asuitable hash function, and authen-
ticating the root value. Applicationsinclude:

1. authentication of public keys (asan alternativeto public-key certificates). An authen-
tication tree created by atrusted third party, containing users' public keys, allows au-
thentication of alarge number of such keys.

2. trusted timestamping service. Creation of an authentication tree by a trusted third
party, in asimilar way, facilitates a trusted timestamping service (se2 §13.8.1).

3. authentication of user validation parameters. Creation of atree by asingle user al-
lowsthat user to publish, with verifiable authenticity, alarge number of itsown public
validation parameters, such as required in one-time signature schemes (see §11.6.3).

To facilitate discussion of authentication trees, binary trees are first introduced.
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13.16

Binary trees

A binary tree is a structure consisting of vertices and directed edges. The vertices are di-
vided into three types:

1. aroot vertex. Theroot has two edges directed towards it, aleft and aright edge.

2. internal vertices. Each internal vertex has three edgesincident to it — an upper edge
directed away from it, and left and right edges directed towardsiit.

3. leaves. Each leaf vertex has one edge incident to it, and directed away fromit.

Theverticesincident with theleft and right edgesof aninternal vertex (or theroot) arecalled
the children of theinternal vertex. Theinterna (or root) vertex is called the parent of the
associated children. Figure 13.5 illustrates a binary tree with 7 vertices and 6 edges.

Root
Left Edge Right Edge

Figure 13.5: Abinary tree (with 4 shaded leaves and 3 internal vertices).

Fact Thereisaunique directed path from any non-root vertex in abinary tree to the root
vertex.

Constructing and using authentication trees

Consider abinary tree T which hast leaves. Let h be acollision-resistant hash function. T'
can be used to authenticate ¢ public values, Y1, Y5, ..., Y;, by constructing an authentica-
tiontree T* asfollows.

1. Label each of thet leaves by a unique public value ;.
2. Onthe edge directed away from the leaf labeled Y;, put the label h(Y;).
3. If theleft andright edge of aninternal vertex arelabeled h, and A, respectively, label
the upper edge of the vertex h(hy||hz).
4. If theedgesdirected toward theroot vertex arelabeled u, and uq, label theroot vertex
h(uql||usg).
Once the public values are assigned to leaves of the binary tree, such alabeling is well-
defined. Figure 13.6 illustrates an authentication tree with 4 |eaves. Assuming some means
to authenticate the label on the root vertex, an authentication tree provides a means to au-
thenticate any of the ¢ public leaf valuesY;, as follows. For each public value Y;, thereis
aunigue path (the authentication path) from Y; to the root. Each edge on the path is aleft
or right edge of an internal vertex or theroot. If e is such an edge directed towards vertex
x, record the label on the other edge (not ) directed toward x. This sequence of labels (the
authentication path values) used in the correct order providesthe authentication of Y;, asil-
lustrated by Example 13.17. Notethat if asingleleaf value (e.g., Y1) isaltered, maliciously
or otherwise, then authentication of that value will fail.
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13.17

13.18

13.19

13.20

13.21

R = h(hz[|h(Ya))

Figure 13.6: An authentication tree.

Example (key verification using authentication trees) Refer to Figure 13.6. The public
valueY; can be authenticated by providing the sequenceof labelsh(Yz), h(Y3), h(Yy). The
authentication proceedsasfollows: computeh(Y7); nextcomputehy = h(h(Y1))||R(Y2));
then compute hy = h(hy||h(Y3)); finally, accept Y; as authentic if h(ho||h(Ys)) = R,
where the root value R is known to be authentic. O

The advantage of authentication treesis evident by considering the storage required to
allow authentication of ¢ public valuesusing thefollowing (very simple) alternate approach:
an entity A authenticatest¢ public values Yy, Y, ... , Y; by registering each with a trusted
third party. This approach requiresregistration of ¢ public values, which may raise storage
issues at the third party when ¢ is large. In contrast, an authentication tree requiresonly a
single value be registered with the third party.

If apublickey Y; of an entity A isthevalue correspondingto aleaf inan authentication
tree, and A wishes to provide B with information allowing B to verify the authenticity of
Y;, then A must (store and) provide to B both Y; and all hash values associated with the
authentication path fromY; to the root; in addition, B must have prior knowledge and trust
in the authenticity of the root value R. These values collectively guarantee authenticity,
anal ogousto the signature on apublic-key certificate. The number of valueseach party must
store (and provideto othersto allow verification of itspublickey) islg(t), asper Fact 13.19.

Fact (depth of a binary tree) Consider the length of (or number of edgesin) the path from
each leaf to theroot in abinary tree. Thelength of thelongest such path is minimized when
thetreeisbalanced, i.e., when thetreeisconstructed such that all such pathsdiffer inlength
by at most one. The length of the path from a leaf to the root in a balanced binary tree
containing ¢ leavesis about 1g(¢).

Fact (length of authentication paths) Using a balanced binary tree (Fact 13.18) as an au-
thentication tree with ¢ public values as leaves, authenticating a public value therein may
be achieved by hashing lg(t) values along the path to the root.

Remark (time-space tradeoff) Authentication trees require only a single value (the root
value) in atree beregistered as authentic, but verification of the authenticity of any particu-
lar leaf value requires accessto and hashing of all valuesalong the authentication path from
leaf to root.

Remark (changing |leaf values) To change a public (leaf) value or add more valuesto an
authenti cation treerequiresrecomputation of thelabel ontheroot vertex. For largebalanced
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trees, this may involve a substantial computation. In all cases, re-establishing trust of all
usersin this new root value (i.e., its authenticity) is necessary.

The computational cost involved in adding more valuesto atree (Remark 13.21) may
motivate constructing the new tree as an unbalanced tree with the new leaf value (or a sub-
tree of such values) being the right child of the root, and the old tree, the left. Another
motivation for allowing unbalanced trees arises when some leaf values are referenced far
more fregquently than others.

13.4.2 Public-key certificates

13.22

Public-key certificates are avehicle by which public keys may be stored, distributed or for-
warded over unsecured media without danger of undetectable manipulation. The objective
isto make one entity’s public key availableto others such that its authenticity (i.e., its status
asthe true public key of that entity) and validity are verifiable. In practice, X.509 certifi-
cates are commonly used (see page 587). Further details regarding public-key certificates
follow.

Definition A public-key certificate is a data structure consisting of a data part and asig-
nature part. The data part contains cleartext data including, as a minimum, a public key
and a string identifying the party (subject entity) to be associated therewith. The signature
part consists of the digital signature of a certification authority over the data part, thereby
binding the subject entity’s identity to the specified public key.

The Certification Authority (CA) is atrusted third party whose signature on the cer-
tificate vouches for the authenticity of the public key bound to the subject entity. The sig-
nificance of this binding (e.g., what the key may be used for) must be provided by addi-
tional means, such as an attribute certificate or policy statement. Within the certificate, the
string which identifies the subject entity must be a unique name within the system (distin-
guished name), which the CA typically associateswith areal-world entity. The CA requires
itsown signature key pair, the authentic public key of which is made availableto each party
upon registering as an authorized system user. This CA public key alows any system user,
through certificate acquisition and verification, to transitively acquiretrust in the authentic-
ity of the public key in any certificate signed by that CA.

Certificates are a means for transferring trust, as opposed to establishing trust origi-
nally. Theauthenticity of the CA’spublic key may beoriginally provided by non-cryptogra-
phic means including personal acquisition, or through trusted couriers; authenticity is re-
quired, but not secrecy.

Examples of additional information which the certificate data part might contain in-
clude:

1. avadlidity period of the public key;
aserial number or key identifier identifying the certificate or key;
additional information about the subject entity (e.g., street or network address);
additional information about the key (e.g., algorithm and intended use);
quality measures related to the identification of the subject entity, the generation of
the key pair, or other policy issues;
information facilitating verification of the signature (e.g., asignature algorithmiden-
tifier, and issuing CA’s name);
7. the status of the public key (cf. revocation certificates, §13.6.3).

a bk wbd

o
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13.23

13.24

(i) Creation of public-key certificates

Before creating a public-key certificate for a subject entity A, the certification authority
should take appropriate measures (relative to the security level required, and customary
business practices), typically non-cryptographicin nature, to verify the claimed identity of
A and the fact that the public key to be certified is actually that of A. Two cases may be
distinguished.

Case 1: trusted party creates key pair. Thetrusted party creates a public-key pair, as-
signsit to a specific entity, and includes the public key and the identity of that entity in the
certificate. The entity obtains a copy of the corresponding private key over a secure (au-
thentic and private) channel after provingitsidentity (e.g., by showing a passport or trusted
photo-id, in person). All parties subsequently using this certificate essentially delegate trust
to this prior verification of identity by the trusted party.

Case 2: entity createsown key pair. The entity createsits own public-key pair, and se-
curely transfersthe public key to the trusted party in a manner which preservesauthenticity
(e.g., over atrusted channel, or in person). Upon verification of the authenticity (source) of
the public key, the trusted party creates the public-key certificate as above.

Remark (proof of knowledge of private key) In Case 2 above, the certification authority
should require proof of knowledge of the corresponding private key, to preclude (among
other possible attacks) an otherwiselegitimate party from obtaining, for malicious purposes,
apublic-key certificate binding its name to the public key of another party. For the case of
signature public keys, this might be done by the party providing its own signature on asub-
set of the data part of the certificate; or by responding to achallenger; randomized by the
party itself e.g., signing h(r1||r2) for an appropriate hash function ~ and arandom number
ro chosen by the signer.

(ii) Use and verification of public-key certificates

The overall processwhereby aparty B uses apublic-key certificate to obtain the authentic
public key of aparty A may be summarized as follows:

1. (One-time) acquire the authentic public key of the certification authority.

2. Obtain an identifying string which uniquely identifies the intended party A.

3. Acquire over some unsecured channdl (e.g. from acentral public database of certifi-
cates, or from A directly), a public-key certificate corresponding to subject entity A
and agreeing with the previous identifying string.

4. (&) Verify the current date and time against the validity period (if any) in the cer-

tificate, relying on alocal trusted time/day-clock;
(b) Verify the current validity of the CA’s public key itsdlf;
(c) Verify the signature on A’s certificate, using the CA's public key;
(d) Verify that the certificate has not been revoked (§13.6.3).
5. If all checks succeed, accept the public key in the certificate as A’s authentic key.

Remark (life cycle reasonsfor single-key certificates) Dueto differing life cycle require-
ments for different types of keys (e.g., differing cryptoperiods, backup, archival, and other
lifetime protection requirements — see §13.7), separate certificates are recommended for
separate keys, as opposed to including severa keys in a single certificate. See aso Re-
mark 13.32.
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(iii) Attribute certificates

Public-key certificates bind a public key and an identity, and include additional data fields
necessary to clarify this binding, but are not intended for certifying additional information.
Attribute certificatesare similar to public-key certificates, but specifically intended to allow
specification of information (attributes) other than public keys (but related to a CA, entity,
or public key), such that it may also be conveyedin atrusted (verifiable) manner. Attribute
certificates may be associated with a specific public key by binding the attribute informa-
tion to the key by the method by which the key isidentified, e.g., by the serial number of a
corresponding public-key certificate, or to a hash-value of the public key or certificate.

Attribute certificates may be signed by an attribute certification authority, created in
conjunction with an attribute registration authority, and distributed in conjunction with an
attribute directory service (cf. Figure 13.3). More generally, any party with asignature key
and appropriate recognizable authority may create an attribute certificate. One application
is to certify authorization information related to a public key. More specifically, this may
be used, for example, to limit liability resulting from a digital signature, or to constrain the
use of a public key (e.g., to transactions of limited values, certain types, or during certain
hours).

13.4.3 Identity-based systems

13.25

13.26

| dentity-based systems resemble ordinary public-key systems, involving a private transfor-
mation and a public transformation, but usersdo not have explicit public keysasbefore. In-
stead, the public key iseffectively replaced by (or constructed from) auser’spublicly avail-
ableidentity information (e.g., name and network or street address). Any publicly available
informationwhich uniquely identifies auser and can be undeniably associated with the user,
may serve as the identity information.

Definition An identity-based cryptographic system (ID-based system) is an asymmetric
system wherein an entity’s public identification information (unique name) plays the role
of its public key, and is used asinput by atrusted authority 7" (along with 7" s private key)
to compute the entity’s corresponding private key.

After computing it, T transfers the entity’s private key to the entity over a secure (au-
thenticand private) channel. Thisprivatekey iscomputed fromnot only the entity’sidentity
information, but must also be a function of some privileged information known only to T’
(T"s private key). Thisis necessary to prevent forgery and impersonation — it is essential
that only T' be able to create valid private keys corresponding to given identification in-
formation. Corresponding (authentic) publicly available system data must be incorporated
in the cryptographic transformations of the | D-based system, analogousto the certification
authority’s public key in certificate-based systems. Figure 13.7(b) on page 564 illustrates
the design of an identity-based system. In some cases, additional system-defined public
data D 4 must be associated with each user A in addition toits a priori identity ID 4 (see
Remark 13.27); such systems are no longer “purely” identity-based, although neither the
authenticity of D 4 nor ID 4 need be explicitly verified.

Remark (authenticityin ID-based systems) | D-based systems differ from public-key sys-
temsin that the authenticity of user-specific public datais not (and need not be) explicitly
verified, asis necessary for user public keysin certificate-based systems. The inherent re-
dundancy of user public datain 1D-based systems (derived through the dependence of the
corresponding private key thereon), together with the use of authentic public system data,
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implicitly protects against forgery; if incorrect user public datais used, the cryptographic
transformationssimply fail. More specifically: signature verification fails, entity authenti-
cationfails, public-key encryption resultsin undeci pherabl etext, and key-agreement results
in parties establishing different keys, respectively, for (properly constructed) identity-based
signature, authentication, encryption, and key establishment mechanisms.

The motivation behind | D-based systemsisto create a cryptographic system modeling
an ideal mail system wherein knowledge of a person’s name alone sufficesto allow mail to
be sent which that person alone can read, and to allow verification of signaturesthat person
alone could have produced. In such anideal cryptographic system:

1. users need exchange neither symmetric keys nor public keys,

2. public directories (files of public keys or certificates) need not be kept; and

3. the services of a trusted authority are needed solely during a set-up phase (during
which users acquire authentic public system parameters, to be maintained).

13.27 Remark (ideal vs. actual ID-based systems) A drawback in many concrete proposals of
I D-based systemsisthat the required user-specific identity dataincludes additional data (an
integer or public data value), denoted D 4 in Figure 13.7(b), beyond an a priori identity
ID 4. For example, see Note 10.29(ii) on Feige-Fiat-Shamir identification. Ideally, D 4 is
not required, as a primary motivation for identity-based schemes is to eliminate the need
to transmit public keys, to allow truly non-interactive protocols with identity information
itself sufficing asan authentic public key. Theissueislesssignificant in signatureand iden-
tification schemes where the public key of aclaimant isnot required until receiving ames-
sage from that claimant (in thiscase D 4 iseasily provided); but in this case, the advantage
of identity-based schemes diminishes. It is more critical in key agreement and public-key
encryption applications where another party’s public key is needed at the outset. See also
Remark 13.31.

13.28 Example (ID-based systemimplemented using chipcards) A simplified ID-based system
based on chipcards may be run asfollows. A third party T, acting as atrusted key genera-
tion system, isresponsible solely for providing each user a chipcard during a set-up phase,
containing that party’s | D-based private key, after carrying out a thorough identity check.
If no further users need be added, 7" may publish the public system data and cease to exist.
Users are responsible for not disclosing their private keys or losing their cards. O

13.4.4 Implicitly-certified public keys

Another variation of public-key systems is asymmetric systems with implicitly-certified
public keys. Here explicit user public keys exist (see Figure 13.7(c)). but they must be re-
constructed rather than transported by public-key certificates as per certificate-based sys-
tems. For other advantages, see Remark 13.30. Examples of specific such mechanismsare
givenin §12.6.2. Systemswith implicitly-certified public keys are designed such that:
1. Entities’ public keysmay be reconstructed (by other parties) from public data (which
essentially replace a certificate).
2. The public data from which a public key is reconstructed includes:
(a) public (i.e., system) data associated with atrusted party T';
(b) the user entity’sidentity (or identifying information, e.g., name and address);
(c) additional per-user public data (reconstruction public data).
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3. Theintegrity of areconstructed public key is not directly verifiable, but a*“correct”
public key can be recovered only from authentic user public data.

Regarding authenticity of reconstructed public keys, the system design must guarantee:

1. Alteration of either a user’s identity or reconstruction public data results in recov-
ery of a corrupted public key, which causes denial of service but not cryptographic
exposure (as per Remark 13.26).

2. Itis computationally infeasible for an adversary (without knowledge of 7's private
data) to computeaprivatekey correspondingto any party’spublic key, or to construct
a matching user identity and reconstruction public data for which a corresponding
private key may also be computed. Reconstructed public keysarethusimplicitly au-
thenticated by construction.

13.29 Remark (applicationsof implicitly-certified keys) Implicitly-certified public keys may be
used as an alternate means for distributing public keys (e.g., Diffie-Hellman keys — see
§12.6.3) invariouskey agreement protocols, or in conjunctionwith identification protocoals,
digital signature schemes, and public-key encryption schemes.

Classes of implicitly-certified public keys
Two classes of implicitly-certified public keys may be distinguished:

1. identity-based public keys (Class 1). The private key of each entity A is computed
by atrusted party T', based on A’s identifying information and 7"s private key; it is
also afunction of A’suser-specific reconstruction public data, whichisfixed a priori
by T'. A’sprivatekey isthen securely transferred by T'to A. An exampleis Mecha-
nism 12.59.

2. self-certified public keys (Class 2). Each entity A itself computesits private key and
corresponding publickey. A’sreconstruction public data(rather than A’sprivatekey,
asinClass1) iscomputed by T" asafunction of the publickey (transferredto T" by A),
A’sidentifying information, and T"s private key. An example is Mechanism 12.61.

Class 1 requiresmoretrust in the third party, which therein has accessto users' private
keys. Thisdiffersfrom Class 2, as emphasized by the term “self” in “ self-certified”, which
refersto the knowledge of this key being restricted to the entity itself.

13.4.5 Comparison of techniques for distributing public keys

§13.4 began with an overview of techniques for addressing authenticity in public key dis-
tribution. The basic approachesof §13.4.2, §13.4.3, and §13.4.4 are discussed further here.
Figure 13.7 ill ustrates corresponding classes of asymmetric signature systems, contrasting
public-key systems (with explicit public keys), identity-based systems (the public key isa
user’s identity information), and systems with imnlicitly-certified public keys (an explicit

public key is reconstructed from user public data).* The main differences are as follows:
1. Certificate-based public-key systems have explicit public keys, while ID-based sys-
tems do not; in implicitly-certified systems explicit public keys are reconstructed.

The explicit public key in public-key systems: (Figure 13.7(a)) i s replaced by:

(8) thetriplet (Dy, ID 4, Pr) for identity-based systems (Figure 13.7(b)). ID 4 is
anidentifying string for A, D 4 isadditional public data (defined by T" and re-
latedto ID 4 and A’sprivatekey), and Pr consists of thetrusted public key (or
system parameters) of atrusted authority 7.

4While the figure focuses (for concreteness) on signature systems, concepts carry over analogously for asym-
metric entity authentication, key establishment, and encryption systems.
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(a) Public key system (explicit public keys)
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(b) Identity-based system
ST, Pr are T's private, public keys; D 4 is A’s public data
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Figure 13.7: Key management in different classes of asymmetric signature systems.
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(c) System with implicitly-certified public keys
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See Figure 13.4 for further notation

Figure 13.7: (cont’d) Key management in different classes of asymmetric signature systems.
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(b) thetriplet (R4, ID 4, Pr) for systemswithimplicitly-certified publickeys(Fig-
ure 13.7(c)). Inthis case, an explicit public key P4 isreconstructed from ihese
parameters. The reconstruction public data R4 plays a role analogous to the
public data D 4 in Figure 13.7(b).

2. The authenticity of public keys can (and must) be explicitly verified in certificate-
based systems, but not (and need not) in ID-based or implicitly-certified systems.

3. The trusted authority need not know users' private keys in certificate-based public-
key systems or implicitly-certified systems with self-certified public keys; but does
in 1D-based systems, and in implicitly-certified systems with |D-based keys.

4. Similar to identity-based systems (§13.4.3), implicitly-certified public keys (of both
classes) depend on an entity’s identifying information, and in this sense are also
“identity-based”. However, |D-based systems avoid explicit public keys entirely (a
user’sidentity dataisessentialy itspublic key), whileimplicitly-certified publickeys
are not restricted to user identities and may be explicitly computed (and thus more
easily used in conjunction with ordinary public-key schemes).

5. Thetwo classes of implicitly-certified public keys (Figure 13.7(c)) differ in their re-
|ationship between users' reconstruction public data and private keys as follows.

(a) Class 1: auser's private key is computed as a function of the reconstruction
data, and this private key is computed by the trusted authority;

(b) Class 2: the reconstruction data is computed as a function of the user’s public
key, and the corresponding private key is computed by the party itself.

6. Inall three approaches, at some stage athird party whichistrusted to some level (cf.
Note 13.7) isrequiredto providealink transferring trust between userswho may have
never met each other and may share nothing in common other than authentic system
parameters (and possibly knowledge of other users’ identities).

Remark (implicitly-certified public keysvs. public-key certificates) Advantagesof implic-
itly-certified public keys over public-key certificates include: possibly reduced space re-
quirements (signed certificates require storage for signatures); possible computational sav-
ings (signature verification, as required for certificates, is avoided); and possible communi-
cationssavings (e.g. if identity-based and the identity isknown a priori). Countering these
points, computation is actually required to reconstruct a public key; and additional recon-
struction public datais typically required.

Remark (key revocationin ID-based systems) Revocation of public keys may be address-
ed in | D-based schemes and systems using implicitly-certified public keys by incorporating
information such asakey validity period or serial number into theidentification string used
to compute an entity’s public key (cf Remark 13.27). The revocation issue is then analo-
gousto that for public-key certificates. Additional information, e.g., pertainingto key usage
or an associated security policy, may similarly be incorporated.
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13.5 Techniques for controlling key usage

This section considers techniques for restricting keysto pre-authorized uses.

13.5.1 Key separation and constraints on key usage

13.32

Information that may be associated with cryptographic keysincludes both attributes which
restrict their use, and other information of operational use. Theseinclude:
1. owner of key
validity period (intended cryptoperiod)
key identifier (allowing non-cryptographic reference to the key)
intended use (see Table 13.2 for a coarse selection)
specific algorithm
system or environment of intended use, or authorized users of key
names of entities associated with key generation, registration, and certification
integrity checksum on key (usually part of authenticity requirement)

©NOOAWDN

Key separation and the threat of key misuse

In simplekey management systems, information associated with keys, including authorized
uses, are inferred by context. For additional clarity or control, information explicitly spec-
ifying allowed uses may accompany distributed keys and be enforced by verification, at
the time of use, that the attempted uses are authorized. If control information is subject to
mani pulation, it should be bound to the key by amethod which guaranteesintegrity and au-
thenticity, e.g., through signatures (cf. public-key certificates) or an encryption technique
providing dataintegrity.

The principle of key separation is that keys for different purposes should be crypto-
graphically separated (see Remark 13.32). The threat of key misuse may be addressed by
techniques which ensure that keys are used only for those purposes pre-authorized at the
time of key creation. Restrictions on key usage may be enforced by procedural techniques,
physical protection (tamper-resistant hardware), or cryptographic techniques as discussed
below.

Discussion of other methodsin §13.5.2 includes key tags, which allow key separation
with explicitly-defined uses; key variants, which separate keys without explicitly defining
authorized uses; and key notarization and control vectors, which bind control information
into the process by which keys are derived.

Remark (cryptographic reasons for key separation) A principle of sound cryptographic
designisto avoid use of the same cryptographic key for multiple purposes. A key-encrypt-
ing key should not be used interchangeably as a data encryption key, since decrypted keys
are not generally made available to application programs, whereas decrypted datais. Dis-
tinct asymmetric encryption and signature keys are also generally used, due to both dif-
fering life cycle requirements and cryptographic prudence. Flaws also potentially arise if:
asymmetric keys are used for both signatures and challenge-response entity authentication
(Remark 10.40); keys are used for both encryption and challenge-response entity authen-
tication (chosen-text attacks); symmetric keys are used for both encryption and message
authentication (Example 9.88). See aso Remark 13.24.
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13.5.2 Techniques for controlling use of symmetric keys

13.33

The main technique discussed below is the use of control vectors. For historical context,
key tagg/key variants and key notarization are al so discussed.

() Key tags and key variants

Key tagsprovideasimplified method for specifying allowed usesof keys(e.g., data-encryp-
ting vs. key-encrypting keys). A key tag is a bit-vector or structured field which accompa-
nies and remains associated with akey over itslifetime. The tag bits are encrypted jointly
with the key and thereby bound to it, appearing in plaintext form only when the key is de-
crypted. If the combination of tag bits and key are sufficiently short to allow encryptionin
asingle block operation (e.g., a 56-bit key with an 8-bit tag for a 64-bit block cipher), then
theinherent integrity provided by encryption precludes meaningful manipulation of thetag.

A naive method for providing key separation is to derive separate keys from a single
base key (or derivation key) using additional non-secret parameters and a non-secret func-
tion. Theresulting keys are called key variants or derived keys.

One technique for varying keys is key offsetting, whereby a key-encrypting key K is
modified on a per-use basis by a counter N incremented after each use. This may prevent
replay of encrypted keys. Themodified key K@ N isused to encrypt another (e.g., session)
key. The recipient likewise modifies K to decrypt the session key. A second technique,
complementing alternate 4-bit blocks of K commencing with the first 4 bits, is a special
case of fixed-mask offsetting (Example 13.33).

Example (keyvariants using fixed-mask offsets) Suppose exactly three classes of keysare
desired. Construct keys by using variations K; and K, of a master key K, with K; =
Kov,, Ky = Kdvg, and vy, vo nonsecret mask values. Using K, K1, and K to encrypt
other keysthen allows key separation of the latter into three classes. O

If the derivation processisinvertible, the base key can be recovered from the derived
key. Ideally, the derivation technique is non-reversible (one-way), implying that compro-
mise of one derived key would not compromise the base key or other derived keys (cf.
§13.7.1 on security impacts of related keys). Yet another example of key derivation (see
§12.3.1) hasthisproperty: compute K; = Ex (r;) wherer; isarandom number, or replace
theencryptionfunction E by aMAC, or simply hash K and r; using ahash function i with
suitable properties.

(ii) Key notarization

Key notarization is a technique intended to prevent key substitution by requiring explicit
specification of the identities of parties involved in a keying relationship. A key is au-
thenticated with respect to these identities (preventing impersonation) by modifying akey-
encrypting key such that the correct identities must be specified to properly recover the pro-
tected key. The key is said to be sealed with these identities. Preventing key substitution
isarequirement in all (authenticated) key establishment protocols. Notarization requires
proper control information for accurate recovery of encrypted keys, providing implicit pro-
tection analogousto implicitly-certified public keys (§13.4.4).

The basic technique (simple key notarization) involvesatrusted server (notary), or one
of the parties sharing the key, using akey-encryptingkey K to encrypt asessionkey S, in-
tended for use with the originating party i and therecipient j, as: Exq ;|5 (S). Herei and
j areassumed toidentify unique entitiesin the given system. The party intending to recover
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S fromthismust share K and explicitly specify i and j inthe correct order, otherwisearan-
dom key will berecovered. Theanal ogy to anotary originated from the assumption that the
third party properly authenticatesthe identities of the intended parties, and then providesa
session key which may only be recovered by these parties. A more involved process, key
notarization with offsetting, is given in Example 13.34

Example (key notarization with offsetting) Let E be a block cipher operating on 64-bit
blockswith 64-bitkey, K = K ||Kr bea128-bit key-encryptingkey, N a64-bit counter,
andi =1ipl|lig, j = jr||jr 128-bit source and destination identifiers. For key notarization
with offsetting, compute: Ky = Eg, @, (jr)OPKLON, Ko = Ex, @;, (ir) DKrRON.
The resulting 128-bit notarized key (K1, K2) then serves as a key-encrypting key in two-
key triple-encryption. Theleftmost terms f1 (K g, ¢, j) and f2(KL, %, j) in the computation
of K, K, aboveare caled notary seals, which, when combined with K, and K g, respec-
tively, result in quantities analogousto those used in simple key notarization (i.e., functions
of K, 1, 7). For K a64-bit (single-length) key, the process is modified as follows. using
K = Kr = K, computethenotary seals f1(Krg, i, j), f2(KL, %, j) asabove, concatenate
the leftmost 32 bits of f; with the rightmost of f, to obtain f, then compute f& KGN as
the notarized key. O

(iii) Control vectors

While key notarization may be viewed as a mechanism for establishing authenticated keys,
control vectors provide a method for controlling the use of keys, by combining the idea of
key tags with the mechanism of simple key notarization. Associated with each key S isa
control vector C, whichisadatafield (similar to akey tag) defining the authorized uses of
the key (effectively typing the key). It is bound to S by varying a key-encrypting key K
before encryption: Exq o (S).

Key decryption thus requires the control vector be properly specified, as well as the
correct key-encrypting key; if the combined quantity K &C' isincorrect, a spurious key of
no advantageto an adversary isrecovered. Cryptographically binding the control vector C
to S at thetime of key generation prevents unauthorized manipulation of C', assuming only
authorized parties have access to the key-encrypting key K.

Control vectors may encompass key notarization by using one or more fieldsin C' to
specify identities. In relation to standard modelsfor access control (Note 13.35), a control
vector may be used to specify a subject’s identity (.S;) and privileges (A; ;) regarding the
use of akey (kK;).

At time of usefor a specific cryptographic operation, the control vector isinput aswell
as the protected key. At thistime, a check is made that the requested operation complies
with the control vector; if so, the key is decrypted using the control vector. If the control
vector does not match that bound to the protected key (or if K isincorrect), the recovered
key S’ = S will be spurious. Security hereis dependent on the assumption that checking
isinseparable from use, and done within atrusted subsystem.

If the bitsize of the control vector C' differsfrom that of thekey K, acollision-resistant
hash function may be used prior to coupling. This alows arbitrary length control vectors.
Thusa 128-hit key K and a hash function h with 128-bit output may be used to encrypt S

as. Expnc)(95)-

Note (models for access control) Several methods are available to control access to re-
sources. The access matrix model uses a 2-dimensional matrix A;; with arow for each
subject (5;) and a column for each object (O;), and relies on proper identification of sub-
jects S;. Each access record A, ; specifies the privileges entity S; has on object O; (e.g.,
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13.6

13.38

an application program may have read, write, modify, or execute privilegeson afile). Col-
umn j may alternately serve as an accesslist for object O;, having entries (S;, P;;) where
P;; = A, ; specifies privileges. Another method of resource protection uses the idea of
capabilities: acapability (O, P) specifiesan object O and privilegeset P related to O, and
functions as a ticket — possession of capability (O, P) grants the holder the specified priv-
ileges, without further validation or ticket-holder identification.

Example (sample uses of control vectors) Control vectors may be used to provide a
public-key likefunctionality asfollows (cf. Remark 13.14). Two copiesof asymmetric key
are distributed, one typed to alow encryption only (or MAC generation), and a second al-
lowing decryption only (or MAC verification). Other sample uses of control fieldsinclude:
allowing random number generation; allowing ciphertext trandation (e.g., in KTCs); dis-
tinguishing data encryption and key encryption keys; or incorporation of any field within a
public-key certificate. O

Remark (key verification and preventing replay) Replay of keys distributed by key
transport protocols may be countered by the same techniques used to provide unique-
ness/timeliness and prevent replay of messages — sequence numbers, timestamps, and
challenge-responsetechniques (§10.3.1). Before akey resulting from akey derivation, no-
tarization, or control vector technique is actually used, verification of its integrity may be
desirable (cf. key confirmation, §12.2). This can be achieved using standard techniquesfor
dataintegrity (Figure9.8). A simple method involvesthe originator sending the encryption
(under the key in question) of a dataitem which the recipient can recognize.

Key management involving multiple domains

This section considers key management modelsfor systems involving multiple domainsor
authorities, as opposed to the simpler single-domain models of §13.2.3.

Definition A security domain (domain) is defined as a (sub)system under the control of a
single authority which the entitiestherein trust. The security policy in place over adomain
is defined either implicitly or explicitly by its authority.

Thetrust that each entity in adomain hasin its authority originates from, and is main-
tained through, an entity-specific shared secret key or password (in the symmetric case), or
possession of the authority’s authentic public key (in the asymmetric case). Thisallows se-
cure communications channels (with guaranteed authenticity and/or confidentiality) to be
established between the entity and authority, or between two entities in the same domain.
Security domains may be organized (e.g., hierarchically) to form larger domains.

13.6.1 Trust between two domains

Two parties A and B, belonging to distinct security domains D 4 and D with respective
trusted authoritiesT4 and T'g, may wish to communicate securely (or A may wish to access
resources from adistinct domain D). This can be reduced to the requirement that A and
B either:
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1. (sharea symmetric key) establish a shared secret key K 4 g which both trust asbeing
known only to the other (and possibly trusted authorities); or

2. (sharetrusted public keys) acquire trust in one or more common public keys which
may be used to bridge trust between the domains, e.g., allowing verification of the
authenticity of messages purportedly from the other, or ensure the confidentiality of
messages sent to the other.

Either of theseispossible provided T'4 and T's have an existing trust relationship, based on
either trusted public keys or shared secret keys.

If T4 and T's do have an existing trust relationship, either requirement may be met by
using thisand other initial pairwisetrust relationships, which allow secure communications
channelsbetweenthepairs (A, T4), (Ta,Ts), and (T's, B), to be successively used to es-
tablish the objective trust relationship (A, B). Thismay be done by A and B essentialy
delegating to their respective authorities the task of acquiring trust in an entity under the
other authority (as detailed below).

If T4 and T’ do not share an existing trust relationship directly, athird authority T,
in which they both do trust, may be used as an intermediary to achieve the same end result.
This is analogous to a chain of trust in the public-key case (§13.6.2). The two numbered
options beginning this subsection are now discussed in further detail.

Domain D 4 Domain Dg
Authority | ¢ ) »| Authority
Ta Ts
) T i (34) i(i‘»B)
- ) -
Party A |- > Party B

Figure 13.8: Establishing trust between usersin distinct domains.

1. trusted symmetric key: Trustin ashared secret key may be acquired through avariety
of authenticated key establishment techniques (see §12.3 for detailed protocols). An
outline of steps by which parties A and B above may do so follows, with reference
to Figure 13.8.

(a) A makesarequestto T4 to obtain akey to sharewith B (1).

(b) T4 and T's establish a short-term secret key K 4 (2).

() T4 and T, respectively, distribute K 45 to A and B, guaranteeing secrecy and
authenticity (3A, 3B).

(d) A uses K 4p for secure direct communicationswith B (4). Message (3B) may
beeliminatedif itscontentsarerelayed by T's to A viaT 4 aspart of theexisting
messages (2), (3A).

Inthiscase, from A’sviewpoint the composition of T4, T's and the trust relationship
(T4, Tp) may be seen asasingle (composite) authority, which A communicateswith
through T4, and which plays the role of the (simple) authority in the standard case
of aKDC or KTC (see §13.2.3).
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2. trusted public key: Trust in apublic key may be acquired, based on existing trust re-
| ationships, through data origin authentication by standard techniques such as digital
signatures or message authentication codes. A may acquire the trusted public key of
party B described above as follows (c*. Figure 13.8).

() A requestsfrom T'4 the trusted public key of user B (1).

(b) T4 acquiresthisfrom T'g, with guaranteed authenticity (2).

(c) T4 transfersthis public key to A, with guaranteed authenticity (3A).
(d) A usesthispublic key to secure direct communicationswith B (4).

13.39 Definition A cross-certificate (or CA-certificate) is a certificate created by one certifica-
tion authority (CA), certifying the public key of another CA.

13.40 Remark (user-specific vs. domain cross-trust) Method 2 abovetransfersto A trust specif-
ically in the public key of B; this may be called a user-specific transfer of trust. Alterna
tively, ageneral transfer of trust between domainsis possible asfollows, assuming T's has
created acertificate C'p containing theidentity and publickey of B. Inthiscase, T4 creates
a cross-certificate containing the identity and public key of Tz. A, possessing the trusted
signature verification key of T4, may verify the signature on this latter certificate, thereby
acquiring trust in T'g’ssignature verification key, and allowing A to verify and thereby trust
B’spublic key within C'g (or the public key in any other certificate signed by T'5). Thus,
user A from domain D 4 (with authority T'4) acquirestrust in public keys certifiedin Dp
by TB.

13.6.2 Trust models involving multiple certification authorities

Many alternatives exist for organizing trust relationships between certification authorities
(CAs) inpublic-key systemsinvolving multiple CAs. Thesearecalled trust modelsor certi-
fication topologies, and arelogically distinct from (although possibly coincident with) com-
munications models. (In particular, acommunicationslink does not imply atrust relation-
ship.) Trust relationships between CAs determine how certificates issued by one CA may
be utilized or verified by entities certified by distinct CAs (in other domains). Before dis-
cussing varioustrust models, certificate chains are first introduced.

() Certificate chains and certification paths

Public-key certificates provide a means for obtaining authenticated public keys, provided
the verifier has a trusted verification public key of the CA which signed the certificate. In
the case of multiple certification authorities, averifier may wish to obtain an authentic pub-
lic key by verifying a certificate signed by a CA other than one for which it (originally)
possesses a trusted public key. In this case, the verifier may still do so provided a chain of
certificates can be constructed which corresponds to an unbroken chain of trust from the
CA public key which the verifier doestrust, to the public key it wishesto obtain trust in.

Certificate chains correspond to directed paths in the graphical representation of a CA
trust model (see: Figure 13.9). The goal isto find a sequence of certificates corresponding
to a directed path (certification path) starting at the node corresponding to the CA whose
public key a verifier trusts a priori, and ending at the CA which has signed the certificate
of the public key to be verified.

13.41 Example (illustration of certificate chain) Consider Figure 13.9(e) on page 574. Suppose
an entity A in possession of the public key P5 of CAs5 wishesto verify the certificate of an
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entity B signed by C A3, and thereby obtaintrustin Pg. A directed path (CAs, CAy4, CA3)
exists. Let CA5;{CA,} denote a certificate signed by C'45 binding the name C'4, to the
public key P;. Then the certificate chain (CAs{CA4}, CA4{CAs}), dong with initial
trustin Ps, allows A to verify the signatureon CA5{ CA4} to extract atrusted copy of Py,
use Py to verify the signature on CA4{ CA3} to extract atrusted copy of Ps, and then use
P; to verify the authenticity of (the certificate containing) Ps. O

Given aninitial trusted public key and a certificate to be verified, if a certificate chain
is not provided to the verifier, a method is required to find (build) the appropriate chain
from publicly available data, prior to actual cryptographic chain verification. This non-
cryptographic task resembles that of routing in standard communications networks.

Example (building certificate chains using cross-certificate pairs) One search technique
for finding the certification path given in Example 13.41 involves cross-certificate pairs.
In a public directory, in the directory entry for each CA X, for every CA Y that either
cross-certifies X or that X cross-certifies, store the certificate pair (forward, reverse) =
(CAv{CAx}, CAx{CAy}), called across-certificate pair. Here notationisasin Exam-
ple 13.41, tne pair consists of the forward and reverse certificates of CAx (see page 575),
and at least one of the two certificates is present. In the absence of more advanced tech-
nigues or routing tables, any existent certification path could be found by depth-first or
breadth-first search of the reverse certificates in cross-certificate pairs starting at the CA
whose public key the verifier possessesinitialy. O

As part of signature verification with certificate chains, verification of cross-certificates
requires checking they themselves have not been revoked (see §13.6.3).

(i) Trust with separate domains

Figure 13.9 illustrates a number of possible trust models for certification, which are dis-
cussed below, beginning with the case of separated domains.

Simple public-key systems involve a single certification authority (CA). Larger sys-
temsinvolvetwo or more CAs. Inthiscase, atrust relationship between CAs must be spec-
ified in order for users under different CAs to interoperate cryntogranhically. By defaullt,
two distinct CAs define separate security domains as in Figure 13.9(a), with no trust re-
lationship between domains. Users in one domain are unable to verify the authenticity of
certificates originating in a separate domain.

(iii) Strict hierarchical trust model

Thefirst solution to the lack of cryptographicinteroperability between separate domainsis
theideaof astrict hierarchy, illustrated by Figure 13.9(b). Each entity startswith the public
key of theroot node—e.g., entity Efl) isnow given CAs’s public key at registration, rather
than that of CA; asinfigure (a). Thismodel is called the rooted chain model, as all trust
chains begin at theroot. It is acentralized trust model.

Several such rooted trees, each being a strict hierarchy, may be combined in a trust
model supporting multiple rooted trees asin Figure 13.9(c). ' n this case, a cross-certificate
isallowed between therootsof thetrees, illustrated by abi-directional arrow between roots.
Thearrow directed from CA x to CAy denotesacertificate for the public key of CAy cre-
ated by CAx. Thisalowsusersinthetree under CA x to obtain trust in certificates under
CAy through certificate chainswhich start at CAx and crossover to CAy-.

In the strict hierarchical model, al entities are effectively in a single domain (defined

by theroot). Despitethefact that, for example, C'A; signsthepublic-key certificate of EW .
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(a) Separate domains (b) Strict hierarchy

/TN /

EF) A EEQ) ..

CA = certification authority
E = user entity

E%l) A E%Q) ... E® EY‘) Et(4)

(c) Multiple rooted trees

(d) Hierarchy with reverse certificates  (e) Directed graph (digraph) trust model

Figure 13.9: Trust models for certification.
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Efl) trusts the root (CAs) directly but not CA;. Eil) trusts CA; only indirectly through
the root. Potential drawbacks of this model include:
1. all trust in the system is dependent on the root key
2. certificate chains are required even for two entities under the same CA
3. certificate chains becomelong in deep hierarchies
4. amore natural model in some organizationsis for trust to begin at alocal node (the
parent CA) rather than a distant node (the root).

(iv) Reverse certificates and the general digraph trust model

A more general hierarchical model, a hierarchy with reverse certificates, is illustrated in
Figure 13.9(d). This resembles the strict hierarchy of Figure 13.9(b), but now each CA
lower in the hierarchy also creates certificates certifying the public keys of its directly su-
perior (parent) CA. Two types of certificates may then be distinguished in a hierarchy:

1. forward certificate. A forward certificate (relativeto CAx) is created by the CA di-
rectly above CA x signing the public key of CA x, andillustrated in the hierarchy by
adownward arrow towards CA x .

2. reversecertificate. A reversecertificate (relativeto CAx) iscreated by CA x signing
the public key of itsimmediately superior CA, and illustrated in the hierarchy by an
upward arrow originating from CAx.

Inthismodel, each entity starts not with the public key of theroot, but rather with the public
key of the CA which created its own certificate, i.e., itslocal CA (parent). All trust chains
now begin at an entity’slocal CA. The shortest trust chain from any entity A to any other
entity B is now the path in the tree which travels upwards from A to the least-common-
ancestor of A and B, and downwardsfrom that node onto B.

A drawback of the hierarchical model with reverse certificates is that long certificate
chains may arise between entities which are under distinct CAs even if these entities com-
municate frequently (e.g., consider entitiesunder CA; and CA4 inFigure 13.9(d). Thissit-
uation can be ameliorated by allowing CA; to cross-certify C'A4 directly, even though this
edgeis not in the hierarchy. Thisisthe most general model, the directed graph (digraph)
trust modd asillustrated in Figure 13.9(e). The ana ogy to graph theory isasfollows. CAs
are represented by nodes or vertices in a graph, and trust relationships by directed edges.
(The complete graph on n vertices, with a directed edge from each vertex to every other,
corresponds to compl ete trust, with each CA cross-certifying every other directly.)

The digraph model is a distributed trust model. Thereis no central node or root, any
CA may cross-certify any other, and each user-entity begins with the trusted public key of
itslocal CA. The concept of a hierarchy remains useful as areference for organizing trust
relationships. Thismodel may be used to implement the other trust model sdiscussed above,
including strict hierarchiesif variation is permitted in the trusted public key(s) end-user en-
tities are provided with initially.

Remark (assigning end-usersto CAs) In hierarchical models, one optionisto specify that
only CAs at the lowest level certify end-users, while internal CAs serve (only) to cross-
certify other CAs. In the general digraph model, where all CAs are considered equadl, it is
more natural to allow every CA to certify end-users.

(v) Constraints in trust models

Trust obtained through certificate chains requires successful verification of each certificate
forming alink in the chain. Once a CA (CAx) cross-certifies the public key of another
CA (CAy), inthe absence of additional constraints, this trust extended by CA x istransi-
tively granted to all authoritieswhich may be reached by certificate chains originating from
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CAy . To limit the scope of trust extended by a single cross-certificate, a CA may impose
constraints on cross-certificates it signs. Such constraints would be enforced during verifi-
cation of certificate chains, and might be recorded explicitly through additional certificate
fields indicating specific policies, or through attribute certificates (§13.4.2). Examples of
simple constraints on cross-certificates include:

1. limiting chain length. A constraint may be imposed on the length of the certificate
chain which may follow the cross-certificate in question. For example, a CA may
limit the extent of trust granted to CAswhich it directly cross-certifies by specifying,
in all cross-certificatesit signs, that that certificate must be the last CA-certificatein
any trust chain.

2. limiting the set of valid domains. A set of CAs(or domain names) may be specified as
valid with respect to agiven cross-certificate. All CAsinacertificate chainfollowing
the cross-certificate in question may be required to belong to this set.

Certification may also be carried out relative to a certification policy specifying the
conditions under which certification took place, including e.g., the type of authentication
carried out on the certificate subject before certifying a key, and the method used to guar-
antee unique subject namesin certificates.

13.6.3 Certificate distribution and revocation

A certificate directory (cf. §13.2.4) is a database which implements a pull model — users
extract (pull) certificates from the database as necessary. A different model of certificate
distribution, the push model, involves certificates being sent out (pushed) to all users upon
certificate creation or periodically; this may be suitable for closed systems. Alternatively,
individual users may providetheir certificates to others when specifically needed, e.g., for
signature verification. In certificate-based systemswith certificate revocation lists (CRLs—
see below), amethod for distribution of CRLs aswell as certificatesis required.

A certificatedirectory isusually viewed as an unsecured third party. While access con-
trol to the directory in the form of write and delete protection is necessary to allow mainte-
nance and update without denial of service, certificatesthemselvesareindividually secured
by the signaturesthereon, and need not be transferred over secured channels. An exception
is on-line certificates, which are created by a certification authority in real-time on request
and have no on-going lifetime, or are distributed by a trusted party which guarantees they
have not been revoked.

Certificate or CRL caching may be used, whereby frequently referenceditems are sav-
ed in short-term local storage to avoid the cost of repeated retrievals. Cached CRLs must
be refreshed sufficiently often to ensure recent revocations are known.

Certificate revocation and CRLs

Upon compromise of a secret key, damage may be minimized by preventing subsequent
use of or trust in the associated keying material. (Note the implications differ between sig-
nature and encryption keys.) Here compromise includes any situation whereby an adver-
sary gains knowledge of secret data. If public keys must be obtained in real-time from a
trusted on-line server, the keysin question may be immediately removed or replaced. The
situation involving certificatesis more difficult, asall distributed copies must be effectively
retracted. While (suspected or actual) key compromise may berare, there may be other rea-
sonsa CA will prematurely dissolve its binding of a public key to auser name (i.e., revoke
the certificate). Reasonsfor early termination of keying material include the associated en-
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tity leaving or changing its role within an organization, or ceasing to require authorization
as auser. Techniquesfor addressing the problem of revoked keysinclude:

1. expiration dates within certificates. Expiration dates limit exposure following com-
promise. The extreme case of short validity periods resembles on-line certificates
which expire essentially immediately. Short-term certificates without CRLs may be
compared to long-term certificates with frequently updated CRLSs.

2. manual notification. All system usersareinformed of therevoked key by out-of-band
means or special channels. This may be feasiblein small or closed systems.

3. public file of revoked keys. A public file is maintained identifying revoked keys, to
be checked by all users before key use. (The authenticity of data extracted from the
file may be provided by similar techniques as for public keys— see §13.4.)

4. certificate revocation lists (CRLS). A CRL is one method of managing a public file
of revoked keys (see below).

5. revocation certificates. An alternative to CRLS, these may be viewed as public-key
certificates containing a revocation flag and a time of revocation, serving to cancel
the corresponding certificate. The original certificate may be removed from the cer-
tificate directory and replaced by the revocation certificate.

A CRL isasigned list of entries corresponding to revoked public keys, with each en-
try indicating the serial number of the associated certificate, the time the revocation was
first made, and possibly other information such asthe revocation reason. Thelist signature,
guaranteeingitsauthenticity, isgenerated by the CA which originally issued the certificates;
the CRL typically includesthis name also. Inclusion of adate on the overall CRL provides
anindication of its freshness. If CRLs are distributed using a pull model (e.g., viaapublic
database), they should be issued at regular intervals (or intervals as advertised within the
CRL itself) even if there are no changes, to prevent new CRLs being maliciously replaced
by old CRLs.

Revoked cross-certificates may be specified on separate authority revocation lists
(ARLSs), analogousto CRLs (which are then restricted to revoked end-user certificates).

13.44 Note (CRL segmenting) For reasonsof operational efficiency when large CRLsmay arise,
an option is to distribute CRLs in pieces. One techniqueis to use delta-CRLs: upon each
CRL update, only new entries which have been revoked since the last issued CRL arein-
cluded. Thisrequires end-users maintain (and update) secured, local images of the current
CRL. A second techniqueisto partition a CRL into segments based on revocation reason.
A third isto segment a CRL by pre-assigning each certificate (upon creation) to a specified
sub-list, with alimit n,,, on the number of certificates pre-assigned to any segment and
new segments created as required. In all cases, for each certificate, available information
must indicate which CRL segment must be consulted.

13.7 Key life cycle issues

Key management is simplest when all cryptographic keys are fixed for all time. Cryptope-
riods necessitate the update of keys. Thisimposes additional requirements, e.g., on certifi-
cation authorities which maintain and update user keys. The set of stages through which a
key progresses during its existence, referred to as the life cycle of keys, isdiscussed in this
section.
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13.7.1 Lifetime protection requirements

Controlsare necessary to protect keys both during usage (cf. §13.5.2) and storage. Regard-
ing long-term storage of keys, the duration of protection required depends on the crypto-
graphic function (e.g., encryption, signature, data origin authentication/integrity) and the
time-sensitivity of the datain question.

Security impact of dependencies in key updates

Keying material should be updated prior to cryptoperiod expiry (see: Definition 13.10). Up-
dateinvolvesuse of existing keying material to establish new keying material, through ap-
propriate key establishment protocols (Chapter 12) and key layering (§13.3.1).

To limit exposure in case of compromise of either long term secret keys or past ses-
sion keys, dependenciesamong keying material should be avoided. For example, securing
anew session key by encrypting it under the old session key is not recommended (since
compromise of the old key compromisesthe new). See §12.2.3 regarding perfect forward
secrecy and known-key attacks.

Lifetime storage requirements for various types of keys

Stored secret keys must be secured so as to provide both confidentiality and authenticity.
Stored public keys must be secured such that their authenticity isverifiable. Confidentiality
and authenticity guarantees, respectively countering the threats of disclosure and modifica-
tion, may be provided by cryptographic techniques, procedural (trust-based) techniques, or
physical protection (tamper-resistant hardware).

Signature verification public keys may require archival to allow signature verification
at future points in time, including possibly after the private key ceases to be used. Some
applicationsmay requirethat signature private keysneither bebacked up nor archived: such
keysrevea ed to any party other than the owner potentially invalidates the property of non-
repudiation. Note here that loss (without compromise) of a signature private key may be
addressed by creation of anew key, andisnon-critical as such aprivatekey isnot needed for
access to past transactions; similarly, public encryption keys need not be archived. On the
other hand, decryption private keys may require archival, since past information encrypted
thereunder might otherwise be lost.

Keysused for entity authentication need not be backed up or archived. All secret keys
used for encryption or data origin authentication should remain secret for as long as the
data secured thereunder requires continued protection (the protection lifetime), and backup
or archival is required to prevent loss of this data or verifiability should the key be lost.

13.7.2 Key management life cycle

Except in smple systemswhere secret keysremain fixed for all time, cryptoperiodsassoci-
ated with keysrequirethat keys be updated periodically. Key update necessitates additional
procedures and protocols, often including communicationswith third partiesin public-key
systems. The sequence of states which keying material progressesthrough over itslifetime
is called the key management life cycle. Life cycle stages, as illustrated in Figure 13.10,
may include:

1. user registration — an entity becomes an authorized member of a security domain.
Thisinvolvesacquisition, or creation and exchange, of initial keying material suchas
shared passwords or PINs by a secure, one-time technique (e.g., personal exchange,
registered mail, trusted courier).
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Figure 13.10: Key management life cycle.

. user initialization — an entity initializes its cryptographic application (e.g., installs

and initializes software or hardware), involving use or install ation (see below) of ini-
tial keying material obtained during user registration.

. key generation— generation of cryptographickeys should include measuresto ensure

appropriate properties for the intended application or algorithm and randomnessin
the sense of being predictable (to adversaries) with negligible probability (see Chap-
ter 5). An entity may generate its own keys, or acquire keys from a trusted system
component.

. key installation — keying material is installed for operationa use within an entity’s

software or hardware, by avariety of techniquesincluding one or more of thefollow-
ing: manual entry of apassword or PIN, transfer of adisk, read-only-memory device,
chipcard or other hardwaretoken or device (e.g., key-loader). Theinitial keying ma-
terial may serveto establish a secure on-line session through which working keysare
established. During subsequent updates, new keying material isinstalled to replace
that in use, ideally through a secure on-line update technique.

. key registration — in association with key installation, keying material may be offi-

cially recorded (by aregistration authority) as associated with a unique name which
distinguishes an entity. For public keys, public-key certificates may be created by a
certification authority (which servesas guarantor of thisassociation), and made avail-
able to othersthrough a public directory or other means (s2¢ §13.4).
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6. normal use — the objective of the life cycle isto facilitate operational availability of
keying material for standard cryptographic purposes (cf §13.5 regarding control of
keysduring usage). Under normal circumstances, this state continuesuntil cryptope-
riod expiry; it may also be subdivided —e.g., for encryption public-key pairs, a point
may exist at which the public key is no longer deemed valid for encryption, but the
private key remainsin (normal) use for decryption.

7. key backup — backup of keying material in independent, secure storage media pro-
vides a data source for key recovery (point 11 below). Backup refers to short-term
storage during operational use.

8. key update— prior to cryptoperiod expiry, operational keying material isreplaced by
new material. This may involve some combination of key generation, key deriva-
tion (§13.5.2), execution of two-party key establishment protocols (Chapter 12), or
communications with a trusted third party. For public keys, update and registration
of new keys typically involves secure communications protocols with certification
authorities.

9. archival — keying material no longer in normal use may be archived to provide a
sourcefor key retrieval under special circumstances (e.g., settling disputesinvolving
repudiation). Archival refersto off-line long-term storage of post-operational keys.

10. key de-registration and destruction — once there are no further requirementsfor the
value of a key or maintaining its association with an entity, the key is de-registered
(removed from all official records of existing keys), and all copies of the key are de-
stroyed. In the case of secret keys, all traces are securely erased.

11. key recovery —if keying material islost in amanner free of compromise (e.g., dueto
equipment failure or forgotten passwords), it may be possible to restore the material
from a secure backup copy.

12. key revocation — it may be necessary to remove keys from operational use prior to
their originally scheduled expiry, for reasonsincluding key compromise. For public
keys distributed by certificates, thisinvolves revoking certificates (see §13.6.3).

Of the above stages, all are regularly scheduled, except key recovery and key revoca-
tion which arise under specia situations.

Remark (public-key vs. symmetric-key life cycle) Thelife cycle depicted in Figure 13.10
appliesmainly to public-key pairs, and involveskeying material of only asingle party. The
life cycle of symmetric keys (including key-encrypting and session keys) is generally less
complex; for example, session keys are typically not registered, backed up, revoked, or
archived.

Key states within life cycle
The typical events involving keying material over the lifetime of the key define stages of
the life cycle. These may be grouped to define a smaller set of states for cryptographic
keys, related to their availability for use. One classification of key statesis as follows (cf.
Figure 13.10):

1. pre-operational. The key is not yet available for normal cryptographic operations.

2. operational. The key isavailable, and in normal use.

3. post-operational. The key isno longer in normal use, but off-lineaccesstoit is pos-

sible for special purposes.
4. obsolete. The key isno longer available. All records of the key value are del eted.
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System initialization and key installation

K ey management systemsrequire an initial keying relationship to provide an initial secure
channel and optionally support the establishment of subsequent working keys (Ilong-term
and short-term) by automated techniques. Theinitialization processtypically involvesnon-
cryptographic one-time procedures such as transfer of keying material in person, by trusted
courier, or over other trusted channels.

The security of a properly architected system is reduced to the security of keying ma-
terial, and ultimately to the security of initial key installation. For this reason, initial key
installation may involve dual or split control, requiring co-operation of two or more inde-
pendent trustworthy parties (cf. Note §13.8).

13.8 Advanced trusted third party services

This section provides further details on trusted third party services of amore advanced na
ture, introduced briefly in §13.2.4.

13.8.1 Trusted timestamping service

13.46

A trusted timestamping service provides a user with a dated receipt (upon presentation of
a document), which thereafter can be verified by othersto confirm the presentation or ex-
istence of the document at the (earlier) date of receipt. Specific applicationsinclude estab-
lishing the time of existence of documents such as signed contracts or 1ah notes related to
patent claims, or to support non-repudiation of digital signatures(§13.8.2).

Thebasicideaisasfollows. A trusted third party T (the timestamp agent) appends a
timestamp ¢, to asubmitted digital document or datafile D, signs the composite document
(thereby vouching for the time of its existence), and returnsthe signed document including
t; to the submitter. Subsequent verification of T”s signature then establishes, based on trust
in T, the existence of the document at thetime ¢;.

If the data submitted for timestamping is the hash of a document, then the document
content itself need not be disclosed at the time of timestamping. This also provides privacy
protection from eavesdroppersin the case of submissions over an unsecured channel, and
reduces bandwidth and storage costs for large documents.

Remark (non-cryptographic timestamp service) A similar service may be provided by
non-cryptographic techniques as follows. T' stores D along with a timestamp ¢;, and is
trusted to maintain the integrity of this record by procedural techniques. Later some party
A submits the document again (now D’), and T' compares D’ to D on file. If these match,
T declaresthat D’ existed at thetime ¢, of the retrieved timestamp.

The timestamp agent T' is trusted not to disclose its signing key, and also to compe-
tently create proper signatures. An additional desirablefeatureis prevention of collusion: T’
should be unable to successfully collude (with any party) to undetectably back-date a doc-
ument. This may be ensured usingg Mechanism 13.47, ‘which combines digital signatures
with tree authentication based on hashing.
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13.47 Mechanism Trusted timestamping service based on tree authentication

SUMMARY: party A interacts with atrusted timestamping agent 7T'.
RESULT: A obtains atimestamp on adigital document D.

1. A submitsthe hash value h(D) to T'. (h isacollision-resistant hash function.)

2. T notesthe date and time ¢, of receipt, digitally signsthe concatenation of ~(D) and
t1, and returns ¢; and the signature to A. (The signature is called the certified time-
stamp.) A may verify the signature to confirm 7"'s competence.

3. At the end of each fixed period (e.g., one day), or more frequently if thereisalarge
number n of certified timestamps, 7":

(i) computesfrom these an authentication tree 7* with root label R (see:§13.4.1);
(i) returnsto A the authentication path valuesto its certified timestamp; and
(iif) makestheroot value R widely available through a means allowing both verifi-
able authenticity and establishment of the time of creation ¢, of T* (e.g., pub-
lishing in a trusted dated medium such as a newspaper).

4. To alow any other party B to verify (with T"s verification public key) that D was
submitted at time ¢;, A producesthe certified timestamp. If trust in T itself is chal-
lenged (with respect to backdating 1), A providestheauthentication path valuesfrom
its certified timestamp to theroot R, which B may verify (se2§13.4.1) against an in-
dependently obtained authentic root value R for the period ¢...

To guarantee verifiability, A should itself verify the authentication path upon receiving
the path valuesin step 3.

13.8.2 Non-repudiation and notarization of digital signatures

The timestamping service of §13.8.1 i< a document certification or document notarization
service. A notary serviceisamore general service capable not only of ascertaining the ex-
istence of a document at a certain time, but of vouching for the truth of more general state-
ments at specified pointsin time. Theterminology originatesfrom the dictionary definition
of a notary public — a public official (usually a solicitor) legally authorized to administer
oaths, and attest and certify certain documents. No specific legal connotationisintendedin
the cryptographic use of thisterm.

The non-repudiation aspect of digital signaturesis a primary advantage of public-key
cryptography. By this property, asigner is prevented from signing a document and subse-
guently being ableto successfully deny having done so. A non-repudiation servicerequires
specification of precise details including an adjudication process and adjudicator (judge),
what evidence would be submitted to the adjudicator, and what precise process the adju-
dicator is to follow to render judgement on disputes. The role of an adjudicator is distinct
from that of a timestamp agent or notary which generates evidence.

13.48 Remark (origin authentication vs. non-repudiable signature) A fundamental distinction
exists between aparty A being ableto convinceitself of the validity of adigital signature s
at apointintimet,, and that party being ableto convince othersat sometimet; > ¢, that s
wasvalid at time ty. The former resembles data origin authentication astypically provided
by symmetric-key origin authentication mechanisms, and may be accepted by averifier asa
form of authorizationin an environment of mutual trust. Thisdiffersfromdigital signatures
which are non-repudiablein the future.
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13.49

Data origin authentication as provided by a digital signature is valid only while the
secrecy of the signer’s private key is maintained. A threat which must be addressed is a
signer who intentionally discloses his private key, and thereafter claims that a previously
valid signature was forged. (A similar problem exists with credit cards and other methods
of authorization.) Thisthreat may be addressed by:

1. preventing direct access to private keys. Preventing users from obtaining direct ac-
cess to their own private keys precludes intentional disclosure. As an example, the
private keys may be stored in tamper-resistant hardware, and by system design never
available outside thereof.

2. use of atrusted timestamp agent. The party obtaining a signature on a critical docu-
ment submits the signatureto atimestamp agent, which affixesatimestamp to signa-
ture and then signsthe concatenation of these. Thisestablishesatimet; at whichthe
critical signaturemay be ascertained to have existed. If the private signature key cor-
responding to this signature is subsequently compromised, and the compromise oc-
curred after ¢4, then the critical signature may still be considered valid relativeto ¢, .
For reasons as given in Remark 13.49, use of a notary agent (below) may be prefer-
able.

3. useof atrusted notary agent. The party obtaining a signature on acritical document
(or hash thereof) submits the signature (and document or hash thereof) to an agent
for signature notarization. The agent verifies the signature and notarizes the result
by appending a statement (confirming successful signature verification) to the signa-
ture, aswell asatimestamp, and signing the concatenation of thethree. A reasonable
period of time (clearance period) may beallowed for declarationsof |ost private keys,
after which the notary’s record of verification must be accepted (by all parties who
trust the notary and verify its signature) asthe truth regarding the validity of the crit-
ical signature at that point in time.® even should the private key corresponding to the
critical signature subsequently be compromised.

For signed messages having short lifetimes (i.e., whose significance does not extend
far into the future), non-repudiationislessimportant, and notarization may be unnecessary.
For other messages, the requirement for a party to be able to re-verify signatures at alater
point in time (including during or after signature keys have been updated or revoked), as
well as the adjudication process related to non-repudiation of signatures, places additional
demands on practical key management systems. These may include the storage or archival
of keying material (e.g., keys, certificates, CRLS) possibly required as evidence at afuture
point in time.

A related support serviceisthat of maintaining arecord (audit trail) of security-related
eventsincluding registration, certificate generation, key update, and revocation. Audit trails
may provide sufficient information to allow resolution of disputed signatures by non-auto-
mated procedures.

Remark (reconstructing past trust) Both signature re-verification (relative to a past point
intime) and resolution of disputes may require reconstruction of chains of trust from a past
pointintime. Thisrequiresaccessto keying material and related informationfor (re)constr-
ucting past chains of trust. Direct reconstruction of such past chainsis unnecessary if a
notarizing agent was used. The original verification of the notary establishes existence of a
trust chain at that point in time, and subsequently its record thereof serves as proof of prior
validity. It may be of interest (for audit purposes) to record the details of the original trust
chain.

5More generally, the truth of the appended statement must be accepted, relative to the timestamp.
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13.8.3 Key escrow

The objective of a key escrow encryption system is to provide encryption of user traffic
(e.g., voice or data) such that the session keys used for traffic encryption are available to
properly authorized third parties under special circumstances (“emergency access’). This
grants third parties which have monitored user traffic the capability to decrypt such traf-
fic. Wide-scale public interest in such systems arose when law enforcement agencies pro-
moted their use to facilitate legal wiretapping of telephone callsto combat criminal activi-
ties. However, other usesin industry include recovery of encrypted data following loss of
keying material by a legitimate party, or destruction of keying material due to equipment
failure or malicious activities. One example of a key escrow system is given below, fol-
lowed by more general issues.

(i) The Clipper key escrow system

The Clipper key escrow system involves use of the Clipper chip (or asimilar tamper-resist-
ant hardware device— generically referred to below as an escrow chip) in conjunction with
certain administrative procedures and controls. The basic ideais to deposit two key com-
ponents, which jointly determine an encryption key, with two trusted third parties (escrow
agents), which subsequently allow (upon proper authorization) recovery of encrypted user
data.

More specifically, encryption of telecommunications between two users proceeds as
follows. Each party has atelephone combined with akey escrow chip. The users negotiate
or otherwise establish a session key Kg which isinput to the escrow chip of the party en-
crypting data (near end). Asafunction of K'g and aninitialization vector (1V), the chip cre-
ates by an undisclosed method a data block called alaw enforcement access field (LEAF).
TheLEAFand 1V aretransmitted to the far end during call set-up of acommunicationsses-
sion. Thenear end escrow chipthen encryptstheuser data D under K s producing Ex . (D),
by aU.S. government classified symmetric algorithm named SKIPJACK. The far end es-
crow chip decrypts the traffic only if the transmitted LEAF validates properly. Such veri-
fication requiresthat this far end chip has access to acommon family key K r (see below)
with the near end chip.

The LEAF (see Figure 13.11) contains a copy of the session key encrypted under a
device-specifickey K. Ky is generated and data-filled into the chip at the time of chip
manufacture, but prior to the chip being embedded in a security product. The system meets
its objective by providing third party access under proper authorization (as defined by the
Key Escrow System) to the device key Ky of targeted individuals.

To derivethe key Ky embedded in an escrow chip with identifier UID, two key com-
ponents (K1, K¢2) arecreated whose XOR is K. Each component is encrypted under a
key Kox = Kn1®K e, where Ky, isinput to the chip programming facility by thefirst
and second trusted key escrow agent, respectively. (Used to program a number of chips,
K ; is stored by the escrow agent for subsequent recovery of K¢ox.) One encrypted key
component is then given to each escrow agent, which stores it along with UID to service
later requests. Stored data from both agents must subsequently be obtained by an autho-
rized official to allow recovery of Ky (by recovering first K¢, and then K1, K2, and
Ky = Kc1®Kc2).

Disclosed details of the LEAF are given in Figure 13.11. Each escrow chip containsa
32-hit device uniqueidentifier (UID), an 80-bit device uniquekey (K¢ ), and an 80-bit fam-
ily key (Kr) common to alarger collection of devices. The LEAF contains a copy of the
80-bit session key K encrypted under Ky, the UID, and a 16-bit encryption authentica-
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tor (EA) created by an undisclosed method; these are then encrypted under K. Recovery
of K¢ from the LEAF thus requires both Kz and K. The encryption authenticator is a
checksum designed to allow detection of LEAF tampering (e.g., by an adversary attempting
to prevent authorized recovery of K¢ and thereby D).

session key Kg
userdata D — ]
) Escrow chip v
input from escrow agents _ -
™| Chip ) »UID Y
" | Programming —|
Facility —sP» Y
output e Ky B
to
escrow [ KFCy
agents family | KFC, 80 32 16
keys ‘ Exy (Ks) | UID ‘EA‘
recovery request Y E
Y > Kp 4{E]
Kr ~
L Escrow Agent 1 == - ’_y wiret Y Y to
-1 ”p Ery, (Ks) | UID EA Ex (D) far
| B u Kg
— Escrow Agent 2 = processmg end
/ LEAF ciphertext -
recover
components of escrowed Ky Ky

[to third party]
Key Escrow Decrypt Processor

Schematic representation:
Escrow component User component

UID = device unique identifier

K = family key

I
I
l
| Ky = device unique key
I
I
I
I
I

b i KFC = family key component

EA = encryption authenticator

Recovery component

Figure 13.11: Creation and use of LEAF for key escrow data recovery.

(i) Issues related to key escrow
K ey escrow encryption systemsmay serveawide variety of applications, and a correspond-
ing range of features exists. Distinguishing properties of escrow systemsinclude:

1. applicability to store-and-forward vs. real-time user communications

2. capability of real-time decryption of user traffic

3. requirement of tamper-resistant hardware or hardware with trusted clock

4. capability of user selection of escrow agents
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ol

user input into value of escrowed key

varying trust requirementsin escrow agents

7. extent of user data uncovered by one escrow access (e.g., limited to one session or
fixed time period) and implications thereof (e.g., hardware replacement necessary).

Threshold systems and shared control systemsmay be put in place to access escrowed key-
ing information, to limit the chances of unauthorized data recovery. Key escrow systems
may be combined with other life cyclefunctionsincluding key establishment, and key back-
up and archival (cf. key access servers— Notes 13.5 and 13.6).

o

13.9 Notes and further references

§13.1

§13.2

Davies and Price [308] provide a comprehensive treatment of key management, includ-
ing overviews of SO 8732 [578] and techniques introduced in several 1978 IBM Systems
Journal papers[364, 804]. Early work addressing protection in communications networks
and/or key management includes that of Feistel, Notz, and Smith [388], Branstad [189],
Kent [665], Needham and Schroeder [923], and the surveys of Popek and Kline [998] and
Voydock and Kent [1225]. Security issues in electronic funds transfer (EFT) systems for
point-of-sale (POS) terminals differ from those for remote banking machines due to the
weaker physical security of theformer; special key management techniques such as unique
(derived) transaction keys reduce the implications of terminal key compromise— see Beker
and Walker [85], Davies[305], and Davies and Price [308, Ch.10]. See Meyer and Matyas
[859] for general symmetric-key techniques, EFT applications, and PIN management; and
Ford [414] for directory services and standards, including the X.500 Directory and X.509
Authentication Framework [626].

For an overview of key management concepts and life cycles aspects, see Fumy and Lan-
drock [429]. Fumy and L eclerc[430] consider placement of key distribution protocol swith-
in the ISO Open Systems Interconnection (OSl) architecture. Regarding key management
principles, see Abadi and Needham [1], and Anderson and Needham [31]. See Vedder
[1220] for security issues and architectures relevant to wireless communications, includ-
ing European digital cellular (Global System for Mobile Communications— GSM) and the
Digital European Cordless Telephone (DECT) system. Regarding key management for se-
curity (authentication and encryption) in North American digital cellular systems, seelS-54
Rev B [365]. SO 11166-1[586] (see a so commentsby Rueppel [1082]) specifieskey man-
agement techniquesand life cycle principlesfor use in banking systems, and is used by the
Society for Worldwide Interbank Financial Telecommunications (SWIFT).

Various parts of ISO/IEC 11770 [616, 617, 618] contain background material on key man-
agement; Figure 13.3 is derived from an early draft of 11770-3. KDCs and KTCs were
popularized by ANSI X9.17 [37]. Related to tradeoffs, Needham and Schroeder [923]
compare symmetric and public-key techniques; the formalization proposed by Rueppel
[1080] allows analysis of security architectures to distinguish complexity-increasing from
complexity-reducing techniques.

The Kerberos authentication service (§12.3.2) includes aticket-granting service whereby a
client may re-authenticate itself multiple times using its long-term secret only once. The
client A first acquires a ticket-granting-ticket through a protocol with an Authentication
Server (AS). Thereafter, using a variation of Protocol 12.24, A may obtain authentication
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§13.3

§13.4

credentialsfor a server B from a Ticket-Granting-Server (TGS), extracting a TGS session
key from the time-limited ticket to secure protocol messages with the TGS. A’slong-term
secret (password) need neither be cached for an extended period in memory nor re-entered,
reducing thethreat of its compromise; compromiseof aTGS session key hastime-restricted
impact. See RFC 1510[1041] for details.

Ford and Wiener [417] describe key access serversi(Note 13.6), effectively an access control
mechanism where the resource is a key package. Girault [459] mentionsthe threelevels of
trust of Remark 13.7. Digital envelopes (Note 13.6) are discussed in PKCS #7 [1072].

Example 13.9isfrom Tuchman[1198]. Davisand Swick [310] discuss symmetric-key cer-
tificates as defined herein under the name private-key certificates (crediting Abadi, Bur-
rows, and Lampson) and propose protocols for their use with trusted third parties, includ-
ing a password-based initial registration protocol. Predating this, Davies and Price [308,
p.259] note that tamper-resistant hardware may replace the trusted third party requirement
of symmetric-key certificates (Note 13.14). A generalization of Protocol 13.12 eppears as
Mechanism 11 of ISO/IEC 11770-2[617], along with related KTC protocols offering ad-
ditional authenticity guarantees (c'. Note 13.13(iii)); these provide KTC variations of the
KDC protocols of §12.3.2).

Diffie and Hellman [345] suggested using a trusted public file, maintained by atrusted au-
thority with which each communi cant registers once (in person), and from which authentic
public keys of other users can be obtained. To secure requests by one party for the pub-
lic key of another, Rivest, Shamir, and Adleman [1060] and Needham and Schroeder [923]
note the trusted authority may respond via signed messages (essentially providing on-line
certificates).

Authenticationtreeswerefirst discussed in Merkle' sthesis[851, p.126-131] (seeaso [852,
853]). For security requirementson hash functions used for tree authentication, see Preneel
[1003, p.38]. Public-key certificates were first proposed in the 1978 B.Sc. thesis of Kohn-
felder [703]; theoverall thesis considersimplementation and systemsissuesrelated to using
RSA inpractice. Kohnfelder'soriginal certificate was an ordered triple containing aparty’s
name, public-key information, and an authenticator, with the authenticator a signature over
the value resulting from encrypting the name with the public key/algorithm in question.

X.509 certificates [626] were defined in 1988 and modified in 1993 (yielding Version 2 cer-
tificates); an extensionsfield was added by atechnical corrigendum [627] in 1995 (yielding
Version 3 certificates). Standard extensions for Version 3 certificates appear in an amend-
ment to X.509 [628]; these accommodate information related to key identifiers, key usage,
certificate policy, alternate names (vs. X.500 names) and name attributes, certification path
constraints, and enhancements for certificate revocation including revocation reasons and
CRL partitioning. For details, see Ford [416]. ANSI X9.45 [49] addresses attribute certifi-
cates. Thealternative of including hard-coded attribute fiel ds within public-key certificates
isproposed in PKCS #6 [1072]; suggested attributes are listed in PKCS#9 [1072].

In 1984 Shamir [1115] formul ated the general idea of asymmetric systemsemployinguser’s
identities in place of public keys (identity-based systems), giving a concrete proposal for
an | D-based signature system, and the model for an | D-based encryption scheme. Fiat and
Shamir [395] combined this idea with that of zero-knowledge interactive proofs, yielding
interactive identification and signature protocols. T. Okamoto [947] (based on a January
1984 paper in Japanese by Okamoto, Shiraishi, and Kawaoka [954]) independently pro-
posed a specific entity-authentication scheme wherein a trusted center T' distributes to a
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§135

§13.6

claimant A a secret accreditation value computed as a function of 7”s private key and A’s
identity (or uniqueindex value). The identity-based key-agreement scheme of Maurer and
Yacobi [824] (cf. §12.6 notes on page 538) is an exception to Remark 13.27: extra public
data D 4 isavoided, asideally desired.

Gunther [530] proposed a protocol for key agreement (Protocol 12.62) wherein users' pri-
vatekeysare constructed by atrusted authority 7" based on their identities, with correspond-
ing Diffie-Hellman public keysreconstructed from public dataprovided by T' (hereincalled
implicitly-certified public keys, identity-based subclass). The protocol introduced by Gi-
rault [459], based on the key agreement protocol of Paillés and Girault [962] (itself up-
dated by Girault and Pailles [461] and Girault [458]) similar to a protocol of Tanaka and
E. Okamoto [1184], involved what he christened self-certified public keys (herein called
implicitly-certified public keys, self-certified subclass); see Mechanism 12.61.

Related to self-certified public keys, Brands [185] has proposed secret-key certificates for
use in so-called restrictive blind signature schemes. These involve a data triple consisting
of aprivate key, matching public key, and an explicit (secret-key) certificate created by a
trusted third party to certify the public key. Users can themselves create pairsof publickeys
and matching (secret-key) certificates, but cannot create valid triples. Aswith self-certified
keys, performance of a cryptographic action relative to the public key (e.g., signing) im-
plicitly demonstrates that the performing party knows the private key and hence that the
corresponding public key was indeed issued by the trusted third party.

Key tags are due to Jones [642]. Key separation asin Example 13.33is based on Ehrsam
et al. [364], which outlines the use of master keys, key variants, key- and data-encrypting
keys. Smid [1153] introduced key notarization in the Key Notarization System (KNS), a
key management system designed by the U.S. National Bureau of Standards (now NIST),
and based on a Key Notarization Facility (KNF) —a KTC-like system component trusted
to handle master keys, and to generate and notarize symmetric keys. Key notarization with
key offsetting (Example 13.34) isfrom 1SO 8732[578], whichisderived from ANS| X9.17
[37].

The generalization of key notarization to control vectors is due to Matyas, Meyer, and
Brachtl [806], and described by Matyas [803] (also [802]), including an efficient method
for allowing arbitrary length control vectorsthat does not penalize short vectors. The IBM
proposal specifies E as two-key triple-DES, as per ANS| X9.17. Matyas notes that a sec-
ond approach to implement control vectors, using a MAC computed on the control vector
and the key (albeit requiring additional processing), has the property that both the control
vector and the recovered key may be authenticated before the key is used. The notion of a
capability (Note 13.35) was introduced in 1966 by Dennis and Van Horn [332], who also
considered the access matrix model.

Key distribution between domainsis discussed in ISO/IEC 11770-1 [616]; see also Kohl
and Neuman [1041] with respect to Kerberos V5, and Davisand Swick [310]. A Kerberos
domainis called arealm; authentication of clientsin one realm to serversin othersis sup-
portedin V5 by inter-realmkeys, with aconcept of authentication pathsanal ogousto public-
key certification paths.

Kent[666] overviewsthedesign and implementation of Privacy Enhanced Mail (PEM) (see
RFC 1421-1424[1036, 1037, 1038, 1039]), a prototyped method for adding security to In-
ternet mail. Encryption and signature capabilities are provided. The PEM infrastructure of
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§13.7

§13.8

RFC 1422 is based on a strict hierarchy of certification authorities, and includes specifica-
tion of Policy Certification Authorities (PCAs) which define policieswith respect to which
certificates are issued. Regarding certification paths, see Tarah and Huitema [1185].

The 1988 version of X.509[626] definesforward and reverse certificates, certificate chains,
and cross-certificate pairs, allowing support for the general digraphtrust model. Theformal
analysis of Gaarder and Snekkenes [433] highlights a practical difficulty in verifying the
validity of certificates— the requirement of trusted timeclocks. For reports on implementa-
tionsbased on X.509 certificates, see Tardo and Alagappan [1186] and others[660, 72, 839].
Techniquesfor segmenting CRLs (Note 13.44) areincluded in the above-cited work on Ver-
sion 3 certificate extensions [628]. Kohnfelder [703] noted many of the issues regarding
certificate revocation in 1978 when use of certificates was first proposed, and suggested
techniques to address revocation including manual notification, maintaining a public file
identifying revoked keys, and use of certificate expiration dates (cf. Denning [326, p.170]).

Matyas and Meyer [804] consider severa life cycle aspects. 1SO 11770-1 [616] provides
agenera overview of key management issues including key life cycle. ANSI X9.57 [52]
provides broad discussion on certificate management, including trust models, registration,
certificate chains, and life cycle aspects. 1SO 10202-7 [584] specifies a key management
life cyclefor chipcards.

Davies and Price [308] discuss practical issues related to registries of public keys, non-
repudiation, and revocation, including the use of timestamps and notarization; see also the
original worksof Kohnfelder [703] and Merkle[851], which include discussion of notaries.
Haber and Stornetta [535] propose two additional techniquesfor timestamping digital data
(one enhanced by Bayer, Haber, and Stornetta [79]), although tree authentication, due to
Merkle [852], appears to be preferable in practice. Benaloh and de Mare [111] introduce
one-way accumulators to address the same problem.

Although key backup/archive functionality existed in earlier commercial products, the
widespread study of key escrow systems began circa 1992, and combines issues related to
secret sharing, key establishment, and key life cycle. For practical aspectsincluding com-
mercial key recovery and backup, see Walker et al. [1229] and Maher [780]. Denning and
Branstad [329] provide an excellent overview of the numerous proposalsto date, including
ataxonomy. Among such proposals and results are those of Micali [863] (see aso [862]),
Leighton and Micali [745], Beth et al. [125], Desmedt [338] (but see also Knudsen and
Pedersen[690]), Jefferies, Mitchell, and Walker [635], Lenstra, Winkler, and Yacobi [755],
Kilian and Leighton[671], Frankel and Yung [420], and Micali and Sidney [869]. In some
systems, it is required that escrow agents be able to verify that (partial) keys received are
authentic, raising issues of verifiable secret sharing (see Chor et d. [259)]).

TheClipper chip isatamper-resistant hardware encryption device compliant with FIPS 185
[405], avoluntary U.S. government standard intended for sensitive but unclassified phone
(voice and data) communications. FIPS 185 specifies use of the SKIPJACK encryption al-
gorithm (80-bit key, 64-bit blocks) and L EAF creation method, the details of both of which
remain classified. Thetwoinitial key escrow agentsnamed by the U.S. Government arethe
National Institute of Standardsand Technology (NIST) and the Department of the Treasury,
Automated Systems Division. Denning and Smid [331] describe the operation of an initial
key escrow system employing a chip in accordance with FIPS 185. The Capstone chip, a
more advanced device than Clipper, implementsin addition a public key agreement algo-
rithm, DSA, SHA, high-speed general -purpose exponentiation, and a (pure noise source)
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random number generator; it is used in the U.S. government Multilevel Information Se-
curity System Initiative (MI1SSI) for secure electronic mail and other applications. Blaze
[152] demonstrated that a protocol attack is possible on Clipper, requiring at most 216 trial
LEAF values to construct a bogus LEAF with avalid EA; Denning and Smid note thisis
not athreat in practical systems. For adebate onissuesrelatedto U.S. digital telephony leg-
islation passed in October 1994 as the Communications Assistance for Law Enforcement
Act (CALEA), requiring telephone companies to provide technical assistance facilitating
authorized wiretapping, see Denning [328§].
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