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AND T. PEDERSEN, “Zero-knowledge au-
thentication scheme with secret key ex-
change”, Advances in Cryptology–CRYPTO
’88 (LNCS 403), 583–588, 1990.

[189] D.K. BRANSTAD, “Encryption protection in
computer data communications”,Proceed-
ings of the 4th Data Communications Sympo-
sium(Quebec), 8.1–8.7, IEEE, 1975.

©1997 CRC Press LLC

D
ow

nl
oa

de
d 

by
 [

E
T

H
 B

IB
L

IO
T

H
E

K
 (

Z
ur

ic
h)

] 
at

 0
6:

10
 2

2 
M

ar
ch

 2
01

7 



 

References 711

[190] G. BRASSARD, “A note on the complexity of
cryptography”,IEEE Transactions on Infor-
mation Theory, 25 (1979), 232–233.

[191] , “On computationally secure authen-
tication tags requiring short secret shared
keys”, Advances in Cryptology–Proceedings
of Crypto 82, 79–86, 1983.

[192] , Modern Cryptology: A Tutorial,
LNCS 325, Springer-Verlag, New York, 1988.

[193] G. BRASSARD, D. CHAUM , AND C. CRÉPEAU-
, “Minimum disclosure proofs of knowledge”,
Journal of Computer and System Sciences, 37
(1988), 156–189.

[194] G. BRASSARD AND C. CRÉPEAU, “Zero-
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[544] J. HÅSTAD, “Solving simultaneous modular
equations of low degree”,SIAM Journal on
Computing, 17 (1988), 336–341.

[545] , “Pseudo-random generators under
uniform assumptions”,Proceedings of the
22nd Annual ACM Symposium on Theory of
Computing, 395–404, 1990.

[546] R. HEIMAN, “A note on discrete loga-
rithms with special structure”,Advances in
Cryptology–EUROCRYPT ’92 (LNCS 658),
454–457, 1993.

[547] , “Secure audio teleconferencing: A
practical solution”,Advances in Cryptology–
EUROCRYPT ’92 (LNCS 658), 437–448,
1993.

[548] M.E. HELLMAN , “An extension of the Shan-
non theory approach to cryptography”,IEEE
Transactions on Information Theory, 23
(1977), 289–294.

[549] , “A cryptanalytic time-memory trade-
off”, IEEE Transactions on Information The-
ory, 26 (1980), 401–406.

[550] M.E. HELLMAN AND C.E. BACH, “Method
and apparatus for use in public-key data en-
cryption system”, U.S. Patent # 4,633,036, 30
Dec 1986.

[551] M.E. HELLMAN , B.W. DIFFIE, AND R.C.
MERKLE, “Cryptographic apparatus and
method”, U.S. Patent # 4,200,770, 29 Apr
1980.

[552] M.E. HELLMAN , R. MERKLE, R. SCHROE-
PPEL, L. WASHINGTON, W. DIFFIE,
S. POHLIG, AND P. SCHWEITZER, “Results
of an initial attempt to cryptanalyze the NBS
Data Encryption Standard”, Technical Report
SEL 76-042, Information Systems Labora-
tory, Stanford University, Palo Alto, Califor-
nia, Sept. 9 1976 (revised Nov 10 1976).

[553] M.E. HELLMAN AND R.C. MERKLE, “Pub-
lic key cryptographic apparatus and method”,
U.S. Patent # 4,218,582, 19 Aug 1980.

[554] M.E. HELLMAN AND S.C. POHLIG, “Ex-
ponentiation cryptographic apparatus and
method”, U.S. Patent # 4,424,414, 3 Jan 1984.

©1997 CRC Press LLC

D
ow

nl
oa

de
d 

by
 [

E
T

H
 B

IB
L

IO
T

H
E

K
 (

Z
ur

ic
h)

] 
at

 0
6:

10
 2

2 
M

ar
ch

 2
01

7 



 

726 References

[555] M.E. HELLMAN AND J.M. REYNERI,
“Fast computation of discrete logarithms
in GF(q)”, Advances in Cryptology–
Proceedings of Crypto 82, 3–13, 1983.

[556] I.N. HERSTEIN, Topics in Algebra, Xerox
College Pub., Lexington, Massachusetts, 2nd
edition, 1975.

[557] L.S. HILL , “Cryptography in an algebraic al-
phabet”,American Mathematical Monthly, 36
(1929), 306–312.

[558] L.J. HOFFMAN, Modern Methods for Com-
puter Security and Privacy, Prentice Hall, En-
glewood Cliffs, New Jersey, 1977.

[559] R.V. HOGG AND E.A. TANIS, Probability
and statistical inference, Macmillan Publish-
ing Company, New York, 3rd edition, 1988.

[560] W. HOHL, X. LAI , T. MEIER, AND

C. WALDVOGEL, “Security of iterated hash
functions based on block ciphers”,Advances
in Cryptology–CRYPTO ’93 (LNCS 773),
379–390, 1994.

[561] S.-M. HONG, S.-Y. OH, AND H. YOON,
“New modular multiplication algorithms for
fast modular exponentiation”,Advances in
Cryptology–EUROCRYPT ’96 (LNCS 1070),
166–177, 1996.

[562] P. HORSTER AND H.-J. KNOBLOCH, “Dis-
crete logarithm based protocols”,Advances in
Cryptology–EUROCRYPT ’91 (LNCS 547),
399–408, 1991.

[563] P. HORSTER, M. MICHELS, AND H. PE-
TERSEN, “Meta-message recovery and meta-
blind signature schemes based on the dis-
crete logarithm problem and their applica-
tions”, Advances in Cryptology–ASIACRYPT
’94 (LNCS 917), 224–237, 1995.

[564] P. HORSTER AND H. PETERSEN, “Gen-
eralized ElGamal signatures (in German)”,
Sicherheit in Informationssystemen, Proceed-
ings der Fachtagung SIS’94, 89–106, Verlag
der Fachvereine Z¨urich, 1994.

[565] T.W. HUNGERFORD,Algebra, Holt, Rinehart
and Winston, New York, 1974.

[566] K. HWANG, Computer Arithmetic, Princi-
ples, Architecture and Design, John Wiley &
Sons, New York, 1979.

[567] C. I’A NSON AND C. MITCHELL, “Security
defects in CCITT Recommendation X.509
– The directory authentication framework”,
Computer Communication Review, 20 (1990),
30–34.

[568] R. IMPAGLIAZZO, L. LEVIN, AND M. L UBY,
“Pseudo-random generation from one-way
functions”, Proceedings of the 21st Annual
ACM Symposium on Theory of Computing,
12–24, 1989.

[569] R. IMPAGLIAZZO AND M. NAOR, “Efficient
cryptographic schemes provably as secure as
subset sum”,Proceedings of the IEEE 30th
Annual Symposium on Foundations of Com-
puter Science, 236–241, 1989.

[570] I. INGEMARSSON AND G.J. SIMMONS, “A
protocol to set up shared secret schemes with-
out the assistance of a mutually trusted party”,
Advances in Cryptology–EUROCRYPT ’90
(LNCS 473), 266–282, 1991.

[571] I. INGEMARSSON, D.T. TANG, AND C.K.
WONG, “A conference key distribution sys-
tem”, IEEE Transactions on Information The-
ory, 28 (1982), 714–720.

[572] K. IRELAND AND M. ROSEN, A Classi-
cal Introduction to Modern Number The-
ory, Springer-Verlag, New York, 2nd edition,
1990.

[573] ISO 7498-2, “Information processing sys-
tems – Open Systems Interconnection – Ba-
sic reference model – Part 2: Security archi-
tecture”, International Organization for Stan-
dardization, Geneva, Switzerland, 1989 (first
edition) (equivalent to ITU-T Rec. X.800).

[574] ISO8372, “Information processing – Modes
of operation for a 64-bit block cipher algo-
rithm”, International Organization for Stan-
dardization, Geneva, Switzerland, 1987 (first
edition; confirmed 1992).

[575] ISO 8730, “Banking – Requirements for
message authentication (wholesale)”, Inter-
national Organization for Standardization,
Geneva, Switzerland, 1990 (second edition).

[576] ISO 8731-1, “Banking – Approved algo-
rithms for message authentication – Part 1:
DEA”, International Organization for Stan-
dardization, Geneva, Switzerland, 1987 (first
edition; confirmed 1992).

[577] ISO 8731-2, “Banking – Approved algo-
rithms for message authentication – Part
2: Message authenticator algorithm”, Inter-
national Organization for Standardization,
Geneva, Switzerland, 1992 (second edition).

[578] ISO 8732, “Banking – Key management
(wholesale)”, International Organization for
Standardization, Geneva, Switzerland, 1988
(first edition).

©1997 CRC Press LLC

D
ow

nl
oa

de
d 

by
 [

E
T

H
 B

IB
L

IO
T

H
E

K
 (

Z
ur

ic
h)

] 
at

 0
6:

10
 2

2 
M

ar
ch

 2
01

7 



 

References 727

[579] ISO 9564-1, “Banking – Personal Identifi-
cation Number management and security –
Part 1: PIN protection principles and tech-
niques”, International Organization for Stan-
dardization, Geneva, Switzerland, 1990.

[580] ISO9564-2, “Banking – Personal Identifica-
tion Number management and security – Part
2: Approved algorithm(s) for PIN encipher-
ment”, International Organization for Stan-
dardization, Geneva, Switzerland, 1991.

[581] ISO9807, “Banking and related financial ser-
vices – Requirements for message authenti-
cation (retail)”, International Organization for
Standardization, Geneva, Switzerland, 1991.

[582] ISO 10126-1, “Banking – Procedures for
message encipherment (wholesale) – Part 1:
General principles”, International Organiza-
tion for Standardization, Geneva, Switzer-
land, 1991.

[583] ISO 10126-2, “Banking – Procedures for
message encipherment (wholesale) – Part 2:
Algorithms”, International Organization for
Standardization, Geneva, Switzerland, 1991.

[584] ISO10202-7, “Financial transaction cards –
Security architecture of financial transaction
systems using integrated circuit cards – Part 7:
Key management”, draft (DIS), 1994.

[585] ISO 11131, “Banking – Financial institution
sign-on authentication”, International Organi-
zation for Standardization, Geneva, Switzer-
land, 1992.

[586] ISO 11166-1, “Banking – Key management
by means of asymmetric algorithms – Part
1: Principles, procedures and formats”, In-
ternational Organization for Standardization,
Geneva, Switzerland, 1994.

[587] ISO 11166-2, “Banking – Key manage-
ment by means of asymmetric algorithms –
Part 2: Approved algorithms using the RSA
cryptosystem”, International Organization for
Standardization, Geneva, Switzerland, 1995.

[588] ISO 11568-1, “Banking – Key management
(retail) – Part 1: Introduction to key manage-
ment”, International Organization for Stan-
dardization, Geneva, Switzerland, 1994.

[589] ISO 11568-2, “Banking – Key management
(retail) – Part 2: Key management techniques
for symmetric ciphers”, International Organi-
zation for Standardization, Geneva, Switzer-
land, 1994.

[590] ISO 11568-3, “Banking – Key management
(retail) – Part 3: Key life cycle for symmetric
ciphers”, International Organization for Stan-
dardization, Geneva, Switzerland, 1994.

[591] ISO 11568-4, “Banking – Key management
(retail) – Part 4: Key management techniques
using public key cryptography”, draft (DIS),
1996.

[592] ISO 11568-5, “Banking – Key management
(retail) – Part 5: Key life cycle for public key
cryptosystems”, draft (DIS), 1996.

[593] ISO 11568-6, “Banking – Key management
(retail) – Part 6: Key management schemes”,
draft (CD), 1996.

[594] ISO/IEC 9594-1, “Information technol-
ogy – Open Systems Interconnection – The
Directory: Overview of concepts, models,
and services”, International Organization for
Standardization, Geneva, Switzerland, 1995
(equivalent to ITU-T Rec. X.500, 1993).

[595] ISO/IEC 9594-8, “Information technology
– Open Systems Interconnection – The Di-
rectory: Authentication framework”, Inter-
national Organization for Standardization,
Geneva, Switzerland, 1995 (equivalent to
ITU-T Rec. X.509, 1993).

[596] ISO/IEC 9796, “Information technology –
Security techniques – Digital signature sch-
eme giving message recovery”, International
Organization for Standardization, Geneva,
Switzerland, 1991 (first edition).

[597] ISO/IEC 9797, “Information technology –
Security techniques – Data integrity mech-
anism using a cryptographic check function
employing a block cipher algorithm”, In-
ternational Organization for Standardization,
Geneva, Switzerland, 1994 (second edition).

[598] ISO/IEC 9798-1, “Information technology
– Security techniques – Entity authentication
mechanisms – Part 1: General model”, In-
ternational Organization for Standardization,
Geneva, Switzerland, 1991 (first edition).

[599] ISO/IEC 9798-2, “Information technology
– Security techniques – Entity authentication
– Part 2: Mechanisms using symmetric en-
cipherment algorithms”, International Organi-
zation for Standardization, Geneva, Switzer-
land, 1994 (first edition).

[600] ISO/IEC 9798-3, “Information technology
– Security techniques – Entity authentica-
tion mechanisms – Part 3: Entity authen-

©1997 CRC Press LLC

D
ow

nl
oa

de
d 

by
 [

E
T

H
 B

IB
L

IO
T

H
E

K
 (

Z
ur

ic
h)

] 
at

 0
6:

10
 2

2 
M

ar
ch

 2
01

7 



 

728 References

tication using a public-key algorithm”, In-
ternational Organization for Standardization,
Geneva, Switzerland, 1993 (first edition).

[601] ISO/IEC 9798-4, “Information technology
– Security techniques – Entity authentication
– Part 4: Mechanisms using a cryptographic
check function”, International Organization
for Standardization, Geneva, Switzerland,
1995 (first edition).

[602] ISO/IEC 9798-5, “Information technology
– Security techniques – Entity authentication
– Part 5: Mechanisms using zero knowledge
techniques”, draft (CD), 1996.

[603] ISO/IEC 9979, “Data cryptographic tech-
niques – Procedures for the registration
of cryptographic algorithms”, International
Organization for Standardization, Geneva,
Switzerland, 1991 (first edition).

[604] ISO/IEC 10116, “Information processing –
Modes of operation for ann-bit block cipher
algorithm”, International Organization for
Standardization, Geneva, Switzerland, 1991
(first edition).

[605] ISO/IEC 10118-1, “Information technology
– Security techniques – Hash-functions – Part
1: General”, International Organization for
Standardization, Geneva, Switzerland, 1994.

[606] ISO/IEC 10118-2, “Information technology
– Security techniques – Hash-functions – Part
2: Hash-functions using ann-bit block cipher
algorithm”, International Organization for
Standardization, Geneva, Switzerland, 1994.

[607] ISO/IEC 10118-3, “Information technology
– Security techniques – Hash-functions – Part
3: Dedicated hash-functions”, draft (CD),
1996.

[608] ISO/IEC 10118-4, “Information technology
– Security techniques – Hash-functions – Part
4: Hash-functions using modular arithmetic”,
draft (CD), 1996.

[609] ISO/IEC 10181-1, “Information technol-
ogy – Open Systems Interconnection – Se-
curity frameworks for open systems – Part
1: Overview”, International Organization for
Standardization, Geneva, Switzerland, 1996
(equivalent to ITU-T Rec. X.810, 1995).

[610] ISO/IEC 10181-2, “Information technol-
ogy – Open Systems Interconnection – Se-
curity frameworks for open systems – Part
2: Authentication framework”, International
Organization for Standardization, Geneva,

Switzerland, 1996 (equivalent to ITU-T Rec.
X.811, 1995).

[611] ISO/IEC 10181-3, “Information technology
– Open Systems Interconnection – Security
frameworks for open systems – Part 3: Access
control framework”, 1996.

[612] ISO/IEC10181-4, “Information technology
– Open Systems Interconnection – Security
frameworks for open systems – Part 4: Non-
repudiation framework”, 1996.

[613] ISO/IEC10181-5, “Information technology
– Open Systems Interconnection – Security
frameworks for open systems – Part 5: Con-
fidentiality framework”, 1996.

[614] ISO/IEC10181-6, “Information technology
– Open Systems Interconnection – Security
frameworks for open systems – Part 6: In-
tegrity framework”, 1996.

[615] ISO/IEC10181-7, “Information technology
– Open Systems Interconnection – Security
frameworks for open systems – Part 7: Secu-
rity audit and alarms framework”, 1996.

[616] ISO/IEC 11770-1, “Information technology
– Security techniques – Key management –
Part 1: Framework”, draft (DIS), 1996.

[617] ISO/IEC 11770-2, “Information technology
– Security techniques – Key management –
Part 2: Mechanisms using symmetric tech-
niques”, International Organization for Stan-
dardization, Geneva, Switzerland, 1996 (first
edition).

[618] ISO/IEC 11770-3, “Information technology
– Security techniques – Key management –
Part 3: Mechanisms using asymmetric tech-
niques”, draft (DIS), 1996.

[619] ISO/IEC13888-1, “Information technology
– Security techniques – Non-repudiation –
Part 1: General model”, draft (CD), 1996.

[620] ISO/IEC13888-2, “Information technology
– Security techniques – Non-repudiation –
Part 2: Using symmetric encipherment algo-
rithms”, draft (CD), 1996.

[621] ISO/IEC13888-3, “Information technology
– Security techniques – Non-repudiation –
Part 3: Using asymmetric techniques”, draft
(CD), 1996.

[622] ISO/IEC14888-1, “Information technology
– Security techniques – Digital signatures with
appendix – Part 1: General”, draft (CD), 1996.

©1997 CRC Press LLC

D
ow

nl
oa

de
d 

by
 [

E
T

H
 B

IB
L

IO
T

H
E

K
 (

Z
ur

ic
h)

] 
at

 0
6:

10
 2

2 
M

ar
ch

 2
01

7 



 

References 729

[623] ISO/IEC14888-2, “Information technology
– Security techniques – Digital signatures with
appendix – Part 2: Identity-based mecha-
nisms”, draft (CD), 1996.

[624] ISO/IEC14888-3, “Information technology
– Security techniques – Digital signatures with
appendix – Part 3: Certificate-based mecha-
nisms”, draft (CD), 1996.

[625] M. ITO, A. SAITO, AND T. NISHIZEKI, “Se-
cret sharing scheme realizing general access
structure”,IEEE Global Telecommunications
Conference, 99–102, 1987.

[626] ITU-T REC. X.509 (REVISED), “The Di-
rectory – Authentication framework”, Inter-
national Telecommunication Union, Geneva,
Switzerland, 1993 (equivalent to ISO/IEC
9594-8:1994).

[627] ITU-T REC. X.509 (1993) TECHNICAL

CORRIGENDUM1, “The Directory – Authen-
tication framework”, International Telecom-
munication Union, Geneva, Switzerland, July
1995 (equivalent to Technical Corrigendum 1
to ISO/IEC 9594-8:1994).

[628] ITU-T REC. X.509 (1993) AMENDMENT 1:
CERTIFICATE EXTENSIONS, “The Directory
– Authentication framework”, International
Telecommunication Union, Geneva, Switzer-
land, July 1995 draft for JCT1 letter ballot
(equivalent to Ammendment 1 to ISO/IEC
9594-8:1994).

[629] W.-A. JACKSON, K.M. M ARTIN, AND C.M.
O’K EEFE, “Multisecret threshold schemes”,
Advances in Cryptology–CRYPTO ’93 (LNCS
773), 126–135, 1994.

[630] G. JAESCHKE, “On strong pseudoprimes to
several bases”,Mathematics of Computation,
61 (1993), 915–926.

[631] C.J.A. JANSEN AND D.E. BOEKEE, “On the
significance of the directed acyclic word graph
in cryptology”, Advances in Cryptology–
AUSCRYPT ’90 (LNCS 453), 318–326, 1990.

[632] , “The shortest feedback shift register
that can generate a given sequence”,Advances
in Cryptology–CRYPTO ’89 (LNCS 435), 90–
99, 1990.

[633] T. JEBELEAN, “Comparing several gcd al-
gorithms”, Proceedings of the 11th Sympo-
sium on Computer Arithmetic, 180–185, IEEE
Press, 1993.

[634] J. JEDWAB AND C. MITCHELL, “Minimum
weight modified signed-digit representations

and fast exponentiation”,Electronics Letters,
25 (August 17, 1989), 1171–1172.

[635] N. JEFFERIES, C. MITCHELL, AND M.
WALKER, “A proposed architecture for
trusted third party services”, E. Dawson
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